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The article highlights the theoretical foundations of cyber ranges, including an overview of the main
technologies and techniques used to create virtualized cyber environments. Examples of the
introduction of cyber ranges into the curriculum of higher education institutions, their impact on
student motivation, as well as teaching and assessment methods using these complexes are considered.
Further, the article focuses on the practical aspects of using cyber polygons in the educational process
on the development and adaptation of cyber polygons for educational purposes. The article also
discusses safety and ethical issues related to the use of cyber training grounds in education, as well as
legal aspects of their use. Particular attention is given to the analysis of case studies of successful use of
cyber training grounds, which demonstrate a significant increase in the level of student training.
CydacHHH CBIT cTae qenani OiUThIn TU(GPOBUM, IO CIIPHYNHSE 3POCTAHHS OTPEOH B 3aXHCTI
KibeprpocTopy. 3 KOKHHM POKOM KiTIbKICTh KibepaTak 3pocTae, o MiIKPECIIIOe HeoOXiTHICTh
MATOTOBKY KBasidikoBaHuX (axiBIiB y raiy3i KibepOe3neku. 3M0YHHII CTalOTh Jenali
BUHAX1UIMBIIIMMH Y CBOIX METOJax, 8 TOMY METOJH 3aXHCTY MaIOTh €BOJIOLIOHYBATH L€ IIBHUIIIIC.
BpaxoBytoun 11e, po3yMiHHS Ta 3aCTOCYBaHHs IIepEJOBUX MPAKTUK 1 TEXHOJIOTIH B raiy3i kibepOe3neku
€ KPUTUYHO BOXKJIMBUM JJIS 3aXHCTY OCOOHMCTHX, KOPIIOPATHBHUX Ta JIeP)KaBHUX 1HTEPECIB.
Kibeprmosiron — 11e crieriaaizoBaHe BipTyali30BaHe CEPEAOBUIIE, IPU3HAYCHE IS MOJICITIOBAHHS
KiOepHETHYHHX 3arpo3 Ta aTak, 10 J03BOJISIE KOPUCTyBayaM B Oe3MeYHuil crocid BiANpaboByBaTH
peaxii Ha HUX. L{e cepenmosumie iMiTye peansHy [T-iHQpacTpyKTypy 3 ycimMa 1l KOMIOHCHTaMH,
BKJTIOYAIOYH MEPEXKi, CEPBEPH Ta 3aCTOCYHKH, JO3BOJITFOUM TAKAM YHHOM BiITBOPIOBATH aTakH i
TECTyBaTH 0OOPOHHI MeXaHi3MH 03 pU3HKY IS peallbHUX CHCTeM. B ocBiTi Kibepmomironu
BHUKOPUCTOBYIOTBCS ISl IITOTOBKY CTYJCHTIB, 3a0€3Ieuy04n IM MOMKITHBICTb 3100YTH MPaKTHYHUN
IIOCBIJ Y BUSIBIICHHI, aHAII31 Ta BIAMOBII Ha Kibep3arpo3u. OcoOIMBO BaXKIIUBOIO € POIIb
KibepIoIiroHiB y ¢popMyBaHHI HABUYOK pOOOTH B KOMaH/1 Ta PO3BUTKY CTPATETIYHOTO MHUCIICHHS, IO
€ KPUTUYHO BOXKJIMBUMH KOMIETEHIISIMH JUIsl MailOyTHIX (axiBuiB KibepOe3neky.
IuTerparris KiOEpIoJIIroHiB y OCBITHIH MPOIEC BUIIMX HABYAIBHUX 3aKJIaJiB MOXKE 3a0€3MCUnTH
3HAYHHU TPOTpec y MiAroToBi ¢axiBiliB y ramysi kidepoesneku [13]. Kibeproaironu 103BoIsOTH
CTyZeHTaM 3100yBaTH NPaKTUYHUIA AOCBIN B iAeHTH(]IKAIIT, aHai31 Ta BIAMOBINI Ha KiDep3arpo3u B
KOHTPOJILOBAaHOMY 1 Oe3meuHoMy cepesoBuiii. Lle qomomarae He juiine y GopMyBaHHI TEXHIYHUX
HaBHYOK, aJie il pO3BUBAaE KPUTHYHE MUCIICHHS, HEOOXiIHE JUIsl epeKTHBHOTO pearyBaHHs Ha
IHITMICHTH B PEabHOMY CBITI.
30iIpIICHAS KITBKOCTI Kibep3arpo3s, iXHe MOCTIiHE YCKIaTHEHHS Ta BUCOKA TUHAMIKAa PO3BHTKY
KibepaTak BUMAararoTh BiJl OCBITHIX 3aKJIaJ(iB BKIFOUCHHs iHHOBALiHHUX MiIXOIB 10 HABYAHHS.
[HTerparris kiOepIoONiroHiB y OCBITHI IMPOLIECH € aKTYaJIbHOO, OCKUTBKH BOHA JTO3BOJIAE 3a0€3MCUUTH
CTYICHTaM JIOCTYII A0 MPaKTHIHOTO AOCBiAY [8], 0 € He3aMiHHIM B MiATOTOBIII KBaTi(hiKOBaHUX
¢axiBuiB. [IpakTika Ha KiOEpIOIIroHI JOMTOMarae CTyIeHTaM Kpalle 3p03yMiTH peanbHi Kibep3arposu,
BIZITOYUTH CBOT HABMYKH pearyBaHHs Ha IHIMJICHTH Ta PO3BUHYTH 3[aTHICTh aJanTyBaTUCS JI0
MiHIMBOTrO Kibepnanmmadty. Lle Takoxx cTBOpIOE yMOBH ISt peaizaliil MpUKIIaJHOro HaBYaHHS,
3a0e3nedyroun CTy/ICHTaM PO3YMiHHs TEOPETHYHMX 3HAHb Y IPAKTUYHUX PEalIbHUX cUTyarisx [12].
Kibepnoironn BUKOPUCTOBYIOTh HU3KY TEXHOJIOTIH 1 METOMOJIOTIH AJIsl CTBOPEHHS PEalliCTUYHUX
YMOB, 1110 JIO3BOJISIFOTH KOPHCTYBayaM BiANPalbOBYBaTH BiANOBII Ha Kibep3arposu [10].
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BipTyaumizamis Ta iMiTaIlis € KIFOYOBAMH KOMIIOHEHTaMH KiOSpITOIITOHIB, 0 3a0€3MeIyI0Th YUCIICHHI
nepeBard. BipTyamizaris 103BoJs€ MIBAIKO 3MIHIOBATH HAJIAIITYBaHHS 1 MacIITaOyBaTH CepeOBUILE B
3aJIeKHOCTI Bi moTped HaBYaHHA, 0e3 HeOOXITHOCTI (Pi3MIHOT IPUCYTHOCTI oOmagHaHHs. IMmiTaris
peansHuX Kibepartak B i30Ib0BAHOMY CEPEIOBHILI 3HIKYE PH3UKH IS PEAIbHUX MEPeK i cucteM [6].
BukopucTaHHs BipTyali30BaHUX CEPEIOBHII] 3MCHIITYE MMOTPEOy B JOPOroMy OO HAHHI 1 3HIKYE
BUTpATH Ha TEXHI4YHE 00CIIyroByBaHHs. IMiTalisi 103BOJISIE CTBOPIOBATH YMOBH, MaKCHMaJIbHO
HAOJIDKEHI 10 peanbHUX Kidep3arpos, 3ade3neuyodn e)eKTHBHE HaBUAHHS.

Kibepronironn MaroTh 3Ha4HHMI BIUTUB Ha MiATOTOBKY (haxiBIiB y ramy3si KibepOe3neku, OCKUTbKY BOHU:

- TlokpamytooTs npakTHuHi HaBHYKH: HaBuaHHS B peaicTHYHUX yMOBAx JoNoMarae
CTyJIEHTaM PO3BMBATH HE TUTBKHM TEXHIUHI HABHUKH, alie i CTpaTeriyHe MUCIEHHS,
HEOOXIHE U1 aHaJIi3y Ta pearyBaHHs Ha Kibep3arposu.

- 3abe3neuyloTh riMOIIe po3yMiHHS Kibep3arpos: PeryispHa npaktuka B KiOepIoJiroHi
JOTIOMArae 3p03yMiTH TaKTHKH, TEXHIKH Ta IPOLETYPH, SIKi BHKOPHCTOBYIOTb
KiOCP3IIOYHHILI, 1110 € BAXKIMBHUM JIJISI PO3POOKU €(PEKTUBHUX CTPATETiH 3aXUCTY.

- CrhpusitoTh HemepepBHOMY HaBYaHHIO: KibepOesmneka BuMarae mocTiiHOr0 OHOBJICHHS
3HaHb. KiOepmomironu 103BOJSIOTH BIPOBAIKyBaTH HAWHOBIIII JOCIIKSHHS Ta
PO3pO0OKH B HaBUAIBHUI TIpoliec, 3a0e3Meyoun aKTya bHICTh 3HaHb CTYICHTIB.

OcHalleHHs KiOepItoJiroHaMH CTa€ BUPIMIATbHUM (PaKTOPOM Y MiArOTOBII HOBOT'O MTOKOJiHHS
(axiB1iB 3 KibepOe3meKy, 3a0e3Meuy0UuH 1M He TITBKH HEOOXiTHI 3HAHHS, ajic i MPAKTUYHI HABUYKH,
KPUTHYHE MUCIICHHS Ta 3JaTHICTh aJalTyBaTHCs O MOCTIHHO 3MIHIOBAaHUX YMOB KiOepIIpocTopy.
Po3BuTOK Ta BIpOBaKEHHS MTEPEOBUX TEXHOIIOTIH Ta MeTooIIOTiH ¥ cepi kibepromiroHin
BiIKpHBa€ HOBI MOJIMBOCTI JIJIsI OCBITHIX 3aKJIaJiB 3a0€3IIEYUTH BICOKHUI PiBEHb MiATOTOBKA
MaHOyTHIX CIlemiamicTiB, e()EeKTHBHO 30UTBIIYIOUH iXHIO TOTOBHICTH JI0 PeaJbHAX BUKIUKIB Cy4acHOT
kibep6esnexu [ 10]. Bipryamizaris Ta iMiTamiiHi TEXHIKH, SKi BHKOPUCTOBYIOTHCS B KiOEpIOJTIroHax,
HE TUTPKH ONTHMI3YIOTh MPOIEC HABYAHHS, ajie i 3HAYHO MiABHUIYIOTh HOTO €(EKTUBHICTB,
3a0e3nedyoyr KOMIUIEKCHUN PO3BUTOK HEOOXITHUX YMiHb Ta KOMITETCHITIH.
3acTocyBaHHs KiOCpITOIIrOHIB Y HABYAIBHUX MPOrpaMax BUINUX HABYATIBHHUX 3aKJIAIB CTAE BCE OLIBII
nonyispHuM. Harpukiaz, yHiBEpCUTETH IO BCbOMY CBITY BXKE IHTETPYIOTh KiOEpIOIIroHH y CBOT
KypcH KibepOe3meKH, 10 JO3BOJIsE CTYACHTaM 3100yBaTH IPaKTUYHI HABUYKH B peallbHUX yMOBax [13;
14]. Jlesiki yHIBEpCUTETH BUKOPUCTOBYIOTH KIOSPIOIIrOHH IS TPOBEICHHS J1abOpaTOpHUX PoOiT, 1e
CTY/ICHTH MOXKYTh BIITBOPIOBAaTH BiJIOMi KibepaTak i BiANpalboByBaTH cTparerii 3axucry. Lle
JOIIOMarae CTyZeHTaM He TUIBKH Kpalie 3p03yMITH TeOPilo, ale i HABUUTUCS BUKOPHCTOBYBATH Ha
MIPAKTHUII Pi3HI IHCTPYMEHTH Ta METOIUKH OOOPOHH.
BuknaganHs Ta OLIHIOBAHHS 32 JOMTOMOTOO KiOEpIIONITOHIB MarOTh CBO1 OCOOIMBOCTI. 3aHATTS Ha
KibepIromiroHi 3a3BHU4ail BKIFOYAIOTH CLEHAPIl, IO IMITYIOTh pi3HI Kibep3arpo3m, sSKi CTyIeHTH MalOTh
BUSIBUTH T HeWTpami3yBaTd. Y paMKaxX TaKUX 3aHITh OLIHIOBAHHS 3IIHCHIOETHCS 32 KPUTEPIsIMHU, SKi
BKJIIOYAIOTH HE TUTBKH NPABUIIBHICTh BUKOHAHHS 3aJ1a4i, ajle i IBHIKICTh pearyBaHHs Ta 34aTHICTh
aHaJi3yBaTH CHUTYyaLli0.
Kibepnonironn MaroTh 3Ha4YHHI BIUTUB HAa MOTHBALIIIO Ta 3aJIy4CHHS CTYAEHTIB. [IpakTn4Huii 10CBif,
SIKMH CTYZICHTH OTPUMYIOTb ITi/1 4ac poOOTH Ha KiOepIoJIiroHi, 3HaYHO 30UIbIIYE TXHIO 3aI[IKaBJICHICTh
y ramy3i kibepOesmneku. I'eiiMmiikallis Ta €1eMEHTH 3MaraHhb, sIKi YaCTO BUKOPHUCTOBYIOTHCS Ha
KiOepIIoJIiroHax, 3Ha4HoO MiJABUIIYIOTh MOTHBAIIIIO CTY/ICHTIB 1 COPUSIOTH TJIMOIIOMY 3aCBOEHHIO
Mmarepiany [1; 2]. Lli eneMeHTH 103BOJSIIOTH CTYJeHTaM BIAYYTH pPealbHICTh BUKJIHMKIB KioepOe3nekH i
3pO3YMITH BaXXITUBICTh CBOET POIIi y 3aXHCTI iHPOpMAIIii.
IHTerparris xiOepIoniroHiB y HaBUabHI IUIAHHU € CTPATETIYHO BaYKITUBUM KPOKOM JJISI OCBITHIX
3aKJIa/IiB, SKUH HE TUTHKY MiIBHINY€E PiBEHb TEXHIYHOI MiITOTOBKH CTYACHTIB, ajie i CIIpHUsIE IXHbOMY
npogeciiHOMy pO3BUTKY, MOTHBALII Ta 3aJly4eHHIO B IPOLeC HaBUaHH:. 3a0e3IIeUCHHS CTYICHTIB
MOJKJIMBICTIO BUKOPUCTOBYBATH HaOYTi 3HAHHS B peallbHIX yMOBaX Ha KiOEpIIOJITOHi BiIKpHBa€ mepe
HUMH HOBI ITEPCIICKTUBH [T PO3BUTKY B Tally3i KibepOe3meKH i MiATOTOBKH IO BUKIHUKIB CYYacHOTO
CBITY.
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PO3POBKA OCBITHIX IHCTPYMEHTIB JUISA MATEMATHUKU TA ®I3UKHW HA OCHOBI
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Development of Al-Driven Educational Tools for Mathematics and Physics: Leveraging LaTeX and Al
to Create and Solve Structured Tasks

Cax P.I./ Sakh R.L
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This thesis explores the transformation of traditional mathematics and physics education
through the development of Al-powered tools capable of generating and solving tasks with complete
solutions. By converting existing schoolbooks into a structured LaTeX format, parsing solutions, and
using this data to train AI models, we propose a scalable, automated approach to educational content
creation. The system employs advanced natural language processing (NLP) techniques and
mathematical solvers to generate new tasks in a similar style, complete with detailed solutions. This
paper details the processes of dataset preparation, model training, and solution architecture,
emphasizing reproducibility and adaptability in educational systems.

Introduction

Mathematics and physics education relies heavily on the availability of diverse, well-
structured problems accompanied by detailed solutions. While textbooks offer a finite number of tasks,
educators often need to supplement these resources with new problems tailored to their students’ needs.
This demand underscores the potential of artificial intelligence (AI) to not only generate educational
content dynamically but also validate its correctness by providing solutions.

In this paper, we propose a system that digitizes and parses existing schoolbooks into a
machine-readable format using LaTeX, then trains Al models on these datasets to generate new,
contextually relevant problems with solutions. The system’s goal is twofold: enhance the variety of
educational resources and provide students and educators with an interactive tool to explore complex
concepts.

Dataset Preparation
1. Digitization and Conversion to LaTeX
Existing schoolbooks form the foundation of our dataset. Textbooks are digitized and
converted into LaTeX format to ensure structural consistency and flexibility. LaTeX, a typesetting
system widely used for scientific and mathematical documentation, allows precise representation of
equations, diagrams, and logical structures.
The digitization process involves:
e Optical Character Recognition (OCR): Extracting textual content from physical books.
e Semantic Parsing: Identifying and tagging problems, examples, and solutions.
e Conversion to LaTeX: Encoding problems and solutions using LaTeX to preserve
mathematical notation.
2. Parsing Solutions
Solutions are parsed into step-by-step instructions. Each step is tagged with metadata,
including:
e Problem type (e.g., algebra, calculus, mechanics).

110


mailto:roman.sakh@ukma.edu.ua

