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Abstract. In the contemporary digital landscape, data serves as a fundamental asset for
scientific inquiry, yet its handling, particularly of personal data, necessitates rigorous adherence to
ethical standards and legal frameworks. This thesis explores the ethics of data management,
emphasizing anonymization as a critical mechanism for safeguarding privacy while maintaining
data's analytical value. Anonymization involves transforming personal data to prevent individual
identification, extending beyond removing direct identifiers to mitigating re-identification risks
through comprehensive strategies. Key challenges include achieving a balance between privacy
protection and data utility, adapting to evolving technologies that may compromise anonymized
datasets, and considering contextual factors that influence identifiability. Identifiability is
conceptualized as a dynamic spectrum, ranging from direct identification via names or IDs to indirect
via combinations of attributes like age, location, or profession. Three core indicators—singling out
(isolating individual records), linkability (connecting data across sources), and inference (deducing
personal details)—are examined to assess risks. Drawing from legal principles such as GDPR's
«motivated intruder» test, the analysis evaluates practical threats from motivated actors using publicly
available resources. The dynamic nature of risks, driven by technological advancements, new data
releases, and societal shifts, underscores the need for ongoing risk monitoring and reassessment,
tailored to data sensitivity levels (e.g., frequent reviews for high-risk categories like medical data).
Countermeasures include techniques such as masking, generalization, and suppression. This work
provides a broad framework for ethical data practices, offering researchers guidelines to ensure
compliance, minimize harms, and enhance the integrity of scientific research in data-driven fields.

Beryn. ¥V cydacHOMy CBITI J1aHi € HEBiI'€MHOIO YaCTMHOIO HAYKOBHIX JOCIIIKEHb, aje ix
00poOKa, 0COOTMBO KO HAECTHCS MPO MEPCOHANBHI IaH1, BUMarae CyBOporo JOTPUMAaHHS €THYHUX
HOpM Ta 3akoHonaBcTBa, Hampukiang GDPR (General Data Protection Regulation) (3arambnmii
perjaMeHT MpO 3aXUCT JaHWX). AKTYAJIBHICTh TEMHU 3yMOBJICHA NIBUJKHM 3POCTaHHSAM OOCATY
JaHUX, PU3MKAMH TIOPYIICHHS MPUBATHOCTI Ta MOTPEOOI0 B €THYHUX IMIIXO0/aX, IO 3a0e3MeUyI0Th
OaslaHC MDK HAYKOBOIO KOPHUCTIO Ta 3aXKCTOM TIPaB 0Ci0, 1110 OEpyTh y4acTh Y JOCIIHKEHHAX. MeTo10
JOCITIJKEHHS € y3arajJbHEHHS MPUHIIMIIB €TUKH POOOTH 3 JaHUMH 3 aKIICHTOM Ha aHOHIMI3AIiIo SIK
THCTPYMEHT 3ano0iranHs ieHTrdiKarrii.

Marepianu i meToau. J{ocmiDKeHHS IPYHTYEThCSI HA aHAJi31 HOPMATHBHO-IIPABOBUX aKTiB
€C momo 3axucrty ganux (GDPR, pexomenmanii konuiiaboi Article 29 Data Protection Working
Party Ta notouni nacranosu EDPB?) (1, 2), HaykoBiit nitepaTypi 3 eTHky 0OpOOKM JaHUX, a TAKOK
UTIOCTpaTUBHUX MPHUKIAIax 13 MeAW4YHOi, ocBiTHBOI Ta iHmUX chep (3,4,5). 3acTocoByBanucs Taki
METO/IM: CHUCTEMATUYHUUN OrIIAJ JITepaTypu, MOJEIIOBAHHS CIEHapiiB PU3UKIB peigeHTudikaiii
(30KpeMa TecT «KMOTHBOBAHOTO 3JIOBMHCHHKA»), OIlIHKA KIOYOBUX IHAMKATOPIB 1I€HTU()IKOBAHOCTI
(BuALIEHHS, 3B'13yBaHICTh, BUBEJCHHS BUCHOBKIB).

PesyabTraTH gociaigkeHHs. J[OCHUKEHHS NEMOHCTpPYe, 1O €THKa poOOTH 3 JaHUMHU
OXOIUTIOE MIMPOKMH CIIEKTp AacleKTiB, € aHOHIMI3allil BUCTYMAa€ KIIOUOBUM €JIEMEHTOM IS
3a0e3neueHHs] KOH(IIEHIIHHOCTI Ta BIANOBIAHOCTI NMpaBoBUM HopMmaM (2). [neHTHdiKOBaHICTH
JAHUX TPAKTYEThCS SK JAWHAMIYHUN CHEKTp, SKUH 3aJeXuTh Bl MNPAMHUX 1AEHTH(IKATOPIB
(mampuxisiag im's, Homep ID) Ta Hempsmux (aemorpadiuHi XapakTepUCTHUKH, MICIE MPOXKUBAHHS,

1 EDPB (European Data Protection Board) — e €BponeiicbKa paa 3 OXOPOHM AaHMWX, HE3aNexHWit opraH EC,
CTBOPEHUIA BiANOBIAHO A0 3aranbHOro pernameHTy 3 oXopoHu gaHunx (GDPR). BoHa cknaaaeTbea 3 NpeAcTaBHUKIB
HaLiOHANbHUX OPraHiB 3 OXOPOHM AaHUX KpaiH EC Ta KoopauHye 3actocyBaHHA GDPR Ha pisHi €EC. HactaHosu EDPB
(guidelines) — ue odiuiliHi peKomeHAaUiHI 4OKYMEHTH, AKi HaZlaloTb PO3'ACHEHHS LWOAO K/OYOBMX NoioXKeHb GDPR,
AOMoMaraloum opraHisaLism, KOHTPoepam AaHUX Ta 06POOHMKaM AOTPMMYBATMCA HOPM. BOHW He € lopnanyHo
0608B'A3KOBMMM, aNle MatoTb 3HAYHWI BMJIMB Ha NPAKTMKY Ta CyA0BY iHTepnpeTaLiito.
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npodecis), mo MOXyTh KOMOiHyBatucs mis igeHtu¢ikanii. Tpu OCHOBHI IHIWUKATOPH PHUBHKY
JeTaIbHO MPOAHATI30BaHI:

° BHUJIUICHHS (130JIS1IiI OKPEMHX 3aIUCIB PO 0CO0y, HANPUKIIA]] YHIKAIBHOI 0co0uU 3a
BIKOM 1 CTaKeM);

° 3B'SI3yBaHICTh (MOXKJIMBICTB IHTETrpallii JaHUX 13 PI3HUX PKEpes, TAaKUX SK MEIUYHI
3aIlMCH Ta PEECTPH HEPYXOMOCTI);

° BHBEJICHHS BUCHOBKIB (CTATUCTHYHI IMepea0avdeHHs], HAPHUKIIA]] JIIarHO3 Ha OCHOBI
MOKYIOK B anreri) (4).

Pu3uku 3HAYHO MOCKITIOIOTHCS Yepe3 TEXHOJIOTIUHI 3MiHH (PO3BUTOK MAIIMHHOTO HAaBYaHHS,
00YMCITIOBAJIBHOT MOTY)KHOCTI), 3pOCTaHHS JIOCTYNHOCTI MYOJIYHMX JaHUX (COLiaJibHI Mepexi,
BUTOKH 0a3) Ta €BOJIIOLIIIO COIIaJIbHUX KOHTEKCTIB, III0 BUMArae perysipHOro MOHITOPUHTY PU3UKIB
— LIOMICSALA VI YyTJIIMBUX KaTeropiit (MeauyHi, G1HAHCOBI JaH1), HIOPOKY AJISl 3aralbHUX HaOOPIB.
PexkoMeHallii BKJIIOYAIOTh YIMPOBAKEHHS METOJ/IB MAacKyBaHHS, eHepaji3alli Ta MpUIyLIeHHS
p1AKICHUX KOMOIHAI[1/, BUKOPUCTAHHSA JIOTOBOPIB MPO KOH(IAESHIIHHICTD A1 OOMEKEHHS 10CTYIY,
a TAaKOX aJamnTalilo CTpaTerii aHOHIMI3alil 3aJeKHO B KOHTEKCTY (MyONiyHUI HOCTYHn Ha
MIPOTUBAry BHYTPIIIHbOMY BUKOpUCTaHHIO) (3,5). 111 3axoau 3a0e3meuyoTh eTHUHY 00pOOKY AaHUX,
30epirarouu iXHIO HAYKOBY IIHHICTh 0€3 3HAUHHUX BTPAT IS TOCHTITHUIIBKUX ITUTCH.

BucnoBku. Etnka poOoTH 3 1aHUMH € OCHOBOIO BIAMOBIJAJIBHOI HAYKH, 1€ aHOHIMI3aIlis
MIHIMI3Y€E PU3UKH 11eHTU(iKalil, 3a0e3meuyloun MpaBOBUN 3aXUCT Ta 30€peKeHHS KOPUCHOCTI.
TeopeTnuHe 3HAYEHHS: y3arajJbHEHHS CIEKTPY IIEHTU(PIKOBAHOCTI Ta PHU3UKIB JUISI LIMPIIOTO
3acTocyBaHHA. [IpakTU4He 3HAa4YeHHsS: 3arajibHI PEeKOMEHMalii Ui JOCIITHUKIB MO0 ETUYHHUX
IIPAKTUK, MOHITOPUHTY Ta TEXHIK 3aXKCTY, 10 CIPHIIOTh PO3BUTKY JaHUX SIK ETUYHOIO PECYPCY.
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