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AHOTALUS

Y npanHiif KypcoBid pPOOOTI PO3TISHYTO AapXITEKTYypHI MiAXOAU N0 NOOyJI0BU
3aCTOCYHKIB, OCHOBHI TEXHOJIOTiH uisi poOoTHM 3 Oa3zaMu JaHuX, O€3MeKor, 3aco0iB
MOIIMPEHHSI CHOBIIIEHb MOBOI MporpamyBaHHsi Java, poOoTy 31 cnaM-(uUIbTpamMu Ta
nopajau 1010 nMoOyAOBU JUCTIB Ta 1a0JI0HIB. BUKOpUCTAHO OTJSIHYTI IHCTPYMEHTH ISt
pO3po0OKK cucteMu HOTH(IKaLii, po3poliaeHo mabdiaoHu JaucTiB. HaBeaeHo pesyibTaTu

BUKOPUCTAHHS IMICJIsI pO3IIUPEHHS CEPBICY KYPCOBHUX POOIT.

Kiro4oBi ciioBa: MikpocepBicHa apxiTekTypa, ppedMBOpK, 010mi0TeKa, 0a3u TaHuX,

eJIEKTPOHHA TOIITa, IporpaMHuil iHTepdeiic, Mirpaiii 0a3u gaHux, Firebase.



BCTYII

Po3pobka cuctem aBromMaTH3alii A YHIBEPCUTETIB € KIIOYOBUM €JIEMEHTOM Yy
MIJBUIIEHHI €(EeKTUBHOCTI Ta MPOAYKTUBHOCTI iX AisIbHOCTI. OJHUM 13 BaXJIUBUX
KOMIIOHEHTIB TaKMX CUCTEM € IMiJIcHCTeMa HOTHU(IKAIil, 10 3a0e3rneuye CBOEYACHE Ta
TOYHE 1H(POPMYBaHHSI KOPUCTYBaUiB PO PI3HOMAHITHI oIl Ta 3MiHuU. [{g miacucrtema mae
MOKPAIUTHA B3aEMOJII0 MK CTYJICHTaMU Ta BUKJIaJadaMu, Ta CIIPUATH CTBOPEHHIO OLIbII
3py4HOTO Ta €(PEKTHUBHOTO OCBITHHOTO CepeaoBHUIlla. ABTOMaTHU30BaHa 1HQOpMaIlliiiHa
cucrema Smart, po3po0sieHa B yHIBEpCUTETI, OJIETIIYE YIPaBIiHHS HABUYAJIbHUM MPOIECOM
13a0e3neuye epekTUBHY pOOOTY 3 BEIUKUM 00caroM nanux. [Ipore, Ha xaib, 3apa3 cuctemi
HE BHUCTA4a€ CTBOPEHHS Ta HAJICWJIAHHS CHOBIIIEHb. Po3po0ii migcucteMu HOTUGIKAIIN 1

OyJie MPUCBSYEHO JaHy pOoOOTY.

AKTyanpHICTb 1LIi€l pOOOTH MOJATa€e B TOMY, 110, HA HAUIly JYMKY, BIOCKOHAJIEHHS
¢dbyHkioHany miargopmu Smart COpUSTAME PO3B'I3aHHIO HU3KU POOJIEM, iK1 BUHUKAIOTh

y IpOLECl HABYAHHS B YHIBEPCUTETI, 30KpeEMa:

1) CryneHTu HE MOXKYTb OyTH CBO€YACHO ITPOiH(GOPMOBaHI PO 3aBEPIIECHHS MTEPEBIPKU

a00 BIIXWICHHS KYpCOBOi pOOOTH.
2) Bukmagadi MOKXYTh IPOITYCTUTH 3aBaHTaKEHHS HOBO1 KypCcOBOi poOOTH.

3) CryneHTH HE MOXYTb OyTH CBO€YACHO MpoiH(OPMOBaHI MPO MIATBEPIKEHHS abo
BIIXUJICHHSI 3asIBKM Ha TEMY KypcOBOi poOOTH, a BUKJIaJayil - MPO CTBOPEHHS TaKUX

3a5i1BOK.

Came ToMy, MeTa poOOTH - po3poOKa MifcMCTeMH HOTU(IKAIIN AJIs MOKpPAIICHHS

JOCBITy pOOOTH 3 aBTOMATU30BaHOIO 1HPOPMAIIHHOIO CUCTEMOIO Smart.

3aBIaHHA: CTBOPUTH MIKPOCEPBIC, IO BIAMOBIAATUME 3a HAJCHJIAHHS CIIOBIIICHb

KOPUCTYyBavaM.

PoGoTa ckiajaeTbest 3 TphOX PO3/ILIIB.
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VY nmepmioMmy po3aiai HAaBEACHO OIS apXITEKTYPHUX MIAXOMIB 10 TOOYyI0BU
3aCTOCYHKIB, OCHOBHUX TEXHOJIOTiH mjisi poOoTH 3 0Oa3aMu JaHuX, O€3MeKor0, 3aco0iB
MOIIUPEHHS CIOBIIIEHb, pOOOTH 31 ciaM-(pUIbTpamMu Ta mopaj 010 T0OyI0BU JUCTIB Ta

1a0JIOHIB.
VY Apyromy po3naut omucaHo CTPYKTYPY CEpBICY Ta AeTalll peani3alli KOMIIOHEHTIB.

Y TperboMy pO3IUII HaBEAEHO MNPUKIAAM TOOYIOBU IIa0JOHIB JIUCTIB, iXHE

TECTYBaHHS Ta BUKOPUCTAHHS CepBicy HOTU(IKAIlIA B THIIIOMY CEpBICI.

VY naniii poOoTi OyJ10 BHKOPHUCTAHO HACTYIIHI METOJHM HAyKOBOTO JOCIIIKCHHS:

aHaJli3, MOPIBHSAHHA, KIacudiKallis, eKCIIEPUMEHT, OITHC.



10
PO3/L1 1. OIJIs1 ] TEXHOJIOI'TA

1.1 ApxiTeKTypHI MiAXOAU A0 MOOYAOBU CEPBEPHUX 3aCTOCYBAHb
1.1.1 MonouiTHa apXiTeKTypa

MoHoniTHa apXiTeKkTypa - e TpaAUI[IHHUA MiAX1T A0 PO3POOKH MPOrpaMHOro

3a0€3IeUeHHsI, IPU SIKOMY BECh 3ACTOCYHOK CTBOPIOETHCS SIK €JJMHA Ta LIJTICHA cUCTeMa. Y Ci

HOro KOMIIOHEHTH B3a€EMO/IIIOTH MK COOOI0 1 pO3ropTaroThCsl HA OTHOMY CepBepl abo rpyi

cepsepiB [1].

)

2)

)

2)

3)

4)
S)

MoHnomiTHa apXiTEKTypa Mae€ JeKiJIbKa MepeBar:

3a3BUYail BOHM MPOCTIII B pO3pOOIIl Ta TECTYBaHH1, OCKIIBKH BC1 YACTUHH MTPOTPAMHU
B3a€EMOJIIIOTH HAIPSAMY, 0 CIPHUSE MBUIKOMY Ta JIETKOMY BUPIIICHHIO TpoOJieM Ta
BIJICJIIIKOBYBaHHIO [IOMMJIOK;

TaKl 3aCTOCYHKH MOXYTh OyTH MPOCTIIIMMU B YIIPaBIiHHI, OCKIJILKH BCE MPOrpPaMHE
3a0€e3IeueHHsI MPaIllO€ Ha OHINA TeXHOIOoT1uH1i miatdopmi [1].

[IpoTe, MOHOIIITHI 3aCTOCYHKH MalOTh O1IbIIIE HEJOMIKIB:

Iy>Ke CKJIaJHI M1/l 4ac MaciTa0yBaHHS, OCKIUIBKH PO3IIMPEHHS CUCTEMHU MOXKE OyTH

0OMEKEHUM Yepe3 BUCOKY 3B’ SI3aHICTh YCIX KOMIIOHEHTIB;

CKJIaJHa CTPYKTYypa MOHOJITHUX 3aCTOCYHKIB MOK€ YCKIJIQJHUTH POLECU PO3POOKHU
Ta MiATPUMKHU;

AKIIO B OyAb-SIKOMY MOJYJII € IOMUWJIKA, 116 MOKE€ BIUIMHYTH Ha JOCTYHHICTh yCi€l
porpamu;

MOHOJIIT 0OMEKEHHUI TEXHOJIOT1SIMU, SIK1 B)KE€ BUKOPUCTOBYIOTHCSI B HBOMY;
HEBEJIMKA 3MiHAa MOHOJIITHOI MPOTpaMU BUMAara€e MOBTOPHOI'O PO3rOPTaHHS BChOIO
3aCTOCYHKY.

OTxe, MOHOJTITHA apXITEKTypa MIAXOAUTH JJIsl HEBEJIMKUX 1 CEPE/IHIX MPOEKTIB 31

CTaOlIbHUM (PYHKIIOHAIOM, JJIsI PO3pOOKM IIBHAKUX peai3alii-MpuKkiagiB Ta

JIEMOHCTpaIIiil.
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1.1.2 MikpocepBicHa apXiTeKTypa

3aCTOCYHOK 3 MIKPOCEPBICHOIO apXITEKTypOrO 3a3BHUYail CKIIAIa€ThCcsi 3 HAOOpy

HEBEJIMKUX aBTOHOMHHUX CEPBICIB, KOXKEH 3 SIKUX € HE3aJIe)KHHM Ta Ma€ peali3oByBaTU

ennHy O13Hec-3a7auy B 0OMeXeHOMY KOHTEKCTl. OOMEKeHUN KOHTEKCT 3a0e3neuye sBHUN

PO3MO/ILT 31 CTOPOHU O13HEC-MOJIEN1, Y MeXaX SIKOi ICHY€ MOJIeb JOMEHY [2].

)

2)

3)

4)

S)

6)

)

2)

3)

Jlo mepeBar MiKpOoCepBICHOT apXITEKTypH MOKHA BITHECTH HACTYyIHE:

OCKUIBbKHU KOXEH MIKPOCEPBIC - 1€ OKpeMa He3ajexHa (PyHKI[IOHAIbHA OJUHULISL, TO
TICJIS JTOKaTi3allii MOMUJIOK HEOOX1THO BUMIPABIIATH KO/ JIMIIE B 130JIbOBaHIN YaCTHHI
3aCTOCYHKY;

B1JIMOBa OJIHOTO MiKpOcCepBica 3a3BUUail He BEJE 10 BI/IMOBU YChOTO 3aCTOCYHKY;
OUTbII JIETKMM MIAXiA A0 MacmTa0yBaHHS Ta MEHIIA JIOKaJbHA KojoBa 0aza
MOPIBHSIHO 3 MOHOJIITHOIO apXiTEKTypoto [2];

Maja 3B’S13aHICTh Ta 130JIbOBAHICTh JAHMX, L0 MOJETIIY€Ee MacIITA0yBaHHS CUCTEMH,
OCKUTBKH 3MIHHU BILJIMBAIOTH JIMIIE HA OJIUH CEPBIC;

HE3aJIe)KHUN HaAOIp TEXHOJOTIM Ta MOB IpPOTrpaMyBaHHS MJii KOXKHOTO OKpPEMOTO
MiKkpocepsica [2];

MOXJIMBICTh HE3aJIEAKHOT PO3POOKH KOXKHOTO MIKpPOCEpPBICA B MEXaxX BU3HAUECHOTO
iHTepdeiicy KoMmyHIKaIlii.

J1o cKIaHOIIIB MOXHA BIIHECTH HACTYyITHE:

MOPIBHSIHO 3 MOHOJIITOM, KOKE€H MIKPOCEPBIC MPOCTIMINM 1 JIETIINNA, TPOTE CUCTEMA
3arajioM € Ba)K4olo JiJIsl PO3yMIHHSI Ta MOJIAJbII01 PO3POOKH;

YCKJIaIHIOETHCS MOUTYK Ta BUSIBJICHHS MOMUJIOK, aJ1Ke JJIsl 3HAXO/KEHHS, IMOBIPHO,
He0O0X1HO Oyjie MPOUTH OJIMH a00 KUJIbKa PIBHIB KOMYHIKAaIIii;

HEOOX1AHICTh Y JOJIATKOBOMY CTPOTO BU3HAYEHOMY MPOIIAPKY KOMYHIKAIINA, 3MIHU
SKOTO BIUIMHYTh Ha 1HII MIKPOCEPBICH, 5IK1 HOTO BUKOPUCTOBYIOTD.

MikpocepBicHa apXiTeKTypa OLIblI CKJIajHa y peajizalli Ta MpOeKTyBaHHI, NPOTe

MOXke OyTH HaAIMHIIIO0 Ha BIMIHY B1Jl MOHOJITY. TOMY TaHM TUI OUIbIIIE MIIXOAUTH JJIst

BEJIMKUX Ta YITKO BU3HAYEHUX CUCTEM 3 MIPOJAYMAHUM PO3MOALIOM 3a7ad. [2]
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1.1.3 KoMyHikaitist Mix MiKpocepBicaMu

3B’S30K MIXK CEpBiCaMU MOKe OyTH peasli30BaHHil 3a JOMOMOTrOI0 PI3HUX THUITIB
KOMYHIKaIlii, MpoTe yCIX X MOXHa MOJALJIUTH Ha JIBAa 3arajlbHUX KJacH 3a MOCIIJOBHICTIO
3anuTiB. CHHXPOHHUH - KOJIU KJIIEHT HE MOXKE MPOJOBKYBAaTH POOOTH, TOKU HE OTPUMAE
BI/IMOBIb HA 3aMUT, TA ACUHXPOHHUM - KOJIU KJIIEHT MICIS HAJICUIIAHHS 3alUTY MPOIOBXKYE
BUKOHYBaTU poOOTY, a BIAMOBIJb, 1[0 MOXE MOBEPHYTHUCH Ii3HIIIE, OyJ€ BUKOPHUCTAHO
micas OTpUMaHHS. 3a3BU4Yail 3a BUKOPUCTaHHS JIPYroro MiJIXo1y 3HAYEHHs 3alHTIB HE €

KPUTHUYHHUM, TOMY HE BiJIOyBa€eThCsA OJO0KYyBaHHS Iporpamu [3].

Takox TUNM KOMYHIKaIli MOKHa MOJUIMTH Ha KJIACH 3a KUIBKICTIO OTPUMYBayiB.
Takumu €: point-to-point - KOJIA 3alIUT MOKE OMpPalbOBYBAaTUCh €JMHUM CEPBICOM, a00 K
publisher/subscriber - KO 3aIIUT MOK€ ONPALLOBYBAaTUCH Opa3y OaraTbMa ceppicamu. Ak
MpaBUJIO BUKOPUCTOBYETHCS HalKpallle MOoeqHaHHS IIUX METOMIB, JJI peai3alii MeBHOro

3aCTOCYHKY [3].

Haituacrime y mMikpocepBiCHIM apXiTEKTypl BUKOPUCTOBYETbCSI CUHXPOHHUU point-
to-point TUIl KOMYHIKalii (3 BUKOpUCTaHHSAM mipoTokony HTTP ta migxony RESTFUL).
[lepeBaramu Takoro rnoegHaHHS € BUCOKA MIBUAKICTh pOOOTH Ta MPOCTOTA Y BUKOPUCTAHHI.
[IpoTe, HE3BaXKAaOUM HA MOMYJISAPHICTH IAHOTO MiAXOAY, TOTPIOHO OOPOTUCH 3 HACTYITHUMU

BagaMM.

1) BIAMOBiIANBHICTH 32 OOPOOKY MOMUJIOK Ta CTBOPEHHS IOBTOPHUX 3AIUTIB JISKUTH Ha

KJI1€HTI;

2) YTBOpEHHS TOYOK BIJMOB: HECIPaBHICTh OJHOTO CEPBICY MOXKE MPHU3BECTH O

HEMOXKJIMBOCTI pOOOTH YChOTO 3aCTOCYHKY.

[HIIOFO peanizaliero TaKoro MiAXoay Moxe OyTH BUKOpUCTaHHS (ppeiMBOpKy gRPC
(Google Remote Procedure Call). IlepeBaraMu € BHIlIa IMIBUJKICTh Y€pe3 BUKOPUCTAHHS
MexaHi3My Protocol Buffers, mo cepiaiizye CTpyKTypoBaHi JaHi y OiHapHOMY (hopmari,
reHepaToOpyu KIIIEHTIB 3 ONHMCAHUX CEPBICIB, BOY/IOBaHA Badifallil JaHUX Ta HasSBHICTb

YITKUX TUMIB [4].
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[lle omuuMm migxoaoM Moxe OyTH BUKOpuUCTaHHS npoTokony AMOQOP (Advanced
Message Queuing Protocol) Ta GpokepiB noBijiomiaeHb. OCHOBHUM puHIUI po6oTH AMQOP
MOJISITAa€ B TOMY, IO OMPAIlbOBAHUM CEPBICOM 3aMUT BIANPABIAETHCS Yepe3 OOMIHHUK, IKUN
MapuIpyTHU3y€e HOro B 0JIHYy a00 KiJibKa 4epr Ha OCHOBI KJIF04a MapuipyTu3arii. Jlani kiaieHT
OTPUMYE MOBITOMJIEHHS 3 uepru 00poOku. Yepes HasIBHICTH TeM (fopics), IPUB’ I3aHUX J10
yepr, MOXJIUBA SIK point-to-point peamizaiiis, Tak 1 publisher/subscriber. RabbitM(Q Ta

Apache ActiveMQ - HalinonyJspHilil OpOKepH MOBIIOMIIEHD [5].
OTxe, nepeBaraMy BUKOPUCTAHHSI aCHHXPOHHOTO TUITY KOMYHIKallli € HACTYIIHE:

1) migBUIEHHS TPOIYKTHUBHOCTI Ta €()EKTUBHOCTI 32 PaXyHOK BHUKOHAHHS KIJIBKOX
3alUTIB OJTHOYACHO;

2) MOXJIMBICTh IIUPOKOMOBHOTO PO3MOBCIO/IKEHHS PE3YIbTaTIB BUKOHAHHS;

3) mepeHeceHHs BiAMOBIAAIBHOCTI 3a KEPYBaHHS MpollecaMy KOMYHIKAIlli Ha OKpeMui
KOMIIOHEHT - OpOKep;

4) BiJICYTHICTH OJIOKYBaHHSI pOOOTH ITICJISI 3aIUTY.
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1.1.4 Buxopucranus Java Message Service i 0OMiHy OBIJOMJICHHSIMHU

Java Message Service (JMS) wnanae inTepdelc s ACHHXPOHHOTO OOMIHY
MOB1IOMJICHHSIMU B paMKkax miargopmu Java. JIMS n03Bosie 3aCTOCYHKaM OOMiHIOBaTUCH
MOB1IOMJICHHSIMU M1 PI3HUMU KOMIIOHEHTaMU CUCTEMU Ta 3a0e3neuye HaliiiHy 1 THYUYKY
KOMYHiKaIllit0o. MOX/IMBEe BUKOPUCTAHHS SIK point-to-point, Tak 1 publisher/subscriber
Mojeneit. 3a BUKOpucTanHs ppeiMBopKa Spring, iCHye MOXIIMBICTD iHTerpaii 3 JMS uepes

kinac JmsTemplate [6].

[TincyMoByrOUH, KOMYyHIKallisl B MIKPOCEPBICHIN apXITEKTypi MOke OyTH peaizoBaHa
OaraTbMa crioco0amu, MpPOTE €IWHOTO TpaBuiIbHOrO HeMmae. KokeH crmocid Mae TeBHI

nepeBaru Ta HeOJI1KU, TOMY BUOIp 3a7€KUTh BiJl IEBHOI 3a/1a4i.
1.2 TncTpymeHTH 1151 pO3pOOKH CEPBICHUX 3aCTOCYHKIB Ha Java

1.2.1 Java HTTP Server

[lakeT com.sun.net.httpserver Hama€e TPOCTUNH BHUCOKOPIBHEBUM MpPOrpaMHUM
inTepdeiic nst HTTP cepsepa. Moxnusa niarpumka sk HTTP, tak 1 HTTPS npoTOKOMiB.
OcHoBHa 3amaya g po3poOHMKAa - peanidyBatu iHTtepdeiic HttpHandler, sxuit
BUKOPHUCTOBYETHCS SIK 3BOPOTHIN BUKIIUK JIJIs1 0OPOOKM BX1JTHUX 3aIUTIB B/l KJII€HTIB. 3aITUT
1 BIAMOBIIb HA HHOTO HA3UBAETHCA OOMIHOM (exchange), BIH TpPEACTaBICHUM KIacOM
HttpExchange. JIns mpocimyxoByBaHHsS BXiJHUX 7CP-3alUTiB BUKOPUCTOBYETHCS KJac

HttpServer, sixuiil nepeaipecoBye 3aUTH Ha 0OpPOOHUKH, 3apeeCcTPOBaHi1 y cepsepi [7].

Xouya a1t po3p0o0KH MOKHA BUKOPUCTOBYBATH 0a30Bi Ta THYYKi 3ac00H, 1110 HaJae
Java HTTP Server, mpoTe 3a BUKOPUCTaHHS JJAHOTO IAKETy PO3POOHUKY HEOOX1ITHO
CaMOCTIHHO CTBOpIOBaTH OOPOOHMKM Ta BIAMOBIAATH 3a BaTidallil0 JaHUX, IO 1HKOJH

YCKJIQJHIOE Ta YIIOBUIBHIOE pOOOTY.
1.2.2 Java Spring Boot

[HIIMM 1HCTPYMEHTOM MJiE PO3POOKH CEPBEPHUX 3aCTOCYHKIB Ha Java 3 OLIbll

BHCOKHUM piBHEM aOcTpakiiii € Java Spring Boot.
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Java Spring Boot - 11e 1HCTpYMEHT 3 BIIKPUTUM KOJIOM, 1110 CIIPOIILY€ BUKOPUCTAHHS
(peliMBOPKIB Ha OCHOBI Java, HaJla€ MOKJIMBICTh THYUKOTO HalallTyBaHHsA, €(EKTUBHUN

pobounii mporec Ta HaJliHy MakeTHy oOpoOKy [8].

3aCTOCYHOK, HallUCAaHUH 3 BUKOPUCTAHHAM JIaHOTO (PENMBOPKY, Ma€ 3pydHy poOoTy
3 HAJIAIITYBaHHSAMHM 3aBJSIKM aBTOKOH(IrypauisiM. Take KOH(IrypyBaHHs MOJISTA€E y TOMY,
10 3aCTOCYHOK MO’K€ BUKOPHCTOBYBATH MapaMeTpU 3a 3aMOBUYBAaHHSM, SIK1 3a IOTpPeOH
MOXHa 3MIHUTH. JlaHWI 1HCTPYMEHT HajJa€ KiIbKa CTaHAAPTHUX (PYHKIIN 3 BEIHMKOIO
THYYKICTIO, 1[0 TUM CAMUM MOK€ CKOPOTUTHU Yac PO3POOKU Ta YHUKHYTH IOMUIIOK Yepes

nyOoBaHHs Koy [8].

[Ile onniero nepeBaroro Spring Boot € mepeHeCEHH BIIOBIIaIbHOCTI 33 KEPyBaHHS
BUKOHAHHSIM mnporpamu Ha cnemianbHuil loC-kouteitnep (Inversion of Control). ns
MoYyaTKy po3poOKU HEOOXITHO 00paTH OAHY 3 KUIbKOX CTaHAApPTHUX 3alieKHOCTeN (Spring
Starters), 0e3 NONAaTKOBOIO HANMUCaHHSA Koay. A OyAb-sKMHA JOJATKOBUN (PYHKIIOHAN

MOXHa YTBOPUTH NEPEBU3HAYCHHIM 0a30BOro ab0 po3LIUpEHHM [8].

[IpocTe CcTBOpEeHHSI aBTOHOMHOT'O 3aCTOCYHKY, IIBUJIKMUN 3aIyCK, JeKJIapaTUBHUMN
11X 1] HaJTalITyBaHHS TapaMeTPiB, MOXKIIMBICTh BUKOPUCTOBYBATH PI3HOMAHITHI JOJIaTKOBI

MOJIyJIi Ta aHOTAIIll TAKOXK € 3HAYHOIO KOPUCHICTIO JaHOTO 1HCTPYMEHTY [9].

Otxe, Java Spring Boot € NMOTyXHUM IHCTPYMEHTOM [IJIi PO3POOKU CEPBEPHUX
3aCTOCYHKIB 3 BUCOKHM PIBHEM aOCTpakiiii, 10 TOTO K MOMYJISIPHUM, & OTXKE, MA€ BEIUKY

KUIBKICTh 0a30BUX Ta CTOPOHHIX MOJTIYIB.
1.3 Inctpymentu Java Spring Boot niis po3poOKU cepBEpHUX 3aCTOCYHKIB
1.3.1 Spring Data JPA. Hibernate

Spring Data JPA - ue monynb GppeiiMBOpKY Spring, sKui Hamae nJjisg po3pOOHUKIB
3pyuHuil iHTepdeiic aist podotu 3 6azamu AaHUX Ha OCHOBI Java Persistence API (JPA).
[Tonermenns: B3aemoii 3 0azaMu JaHUX yepe3 BUCOKOPIBHEBUU 1HTepdeiic ns onepariii
CRUD (create, read, update, delete), a TakoX 3py4Hi METOJU MJi1 CTBOPEHHS 3alUTIB -

OCHOBHI IlepeBaru 1aHoro iHcrpymenty [10].
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Jlo 3py4HOCTI Ta MPOCTOTH BUKOPHUCTAHHS MOKHA TAaKOX BIJJHECTU aBTOMATHUYHE
CTBOPEHHS 3allUTIB 4Yepe3 BUKIUKU METOAIB IHTepdehcy, MIATPUMKY pI3HUX 0a3 JaHUX
yepe3 BUKOpucTtaHHs JPA, WATPUMKY TMariHaiii Ta COpPTYBaHHS, CTBOPEHHS

HU3BKOpIBHEBUX SOL 3amuTiB HA OCHOBI HAa3B METO/IIB Y BU3HaueHHX iHTepPeticax [10].

Spring Data JPA ue peanizye JPA, ane HaJlae 10JaTKOBUM piBeHb aOcTpakiii. [Hui
ORM-dpeitmBopku (Object-Relational Mapping), siki IMILIEMEHTYIOTb HOT0, 3a0€3ME€UyIOTh
B3aEMOJIIO 3 023010 TAaHWX, KEPYBAaHHS 3B'SI3KaMU MK CYTHOCTSIMU, & TAKOXK TIEPETBOPEHHS

3aIrCiB 3 peisiiii Ha 00'extr Java Ta HaBmaku [10].

OmuuMm 13 Takux (peiimBopkiB € Hibernate, 10 BUKOPUCTOBYETHCS 3a
3amMoBuyBaHHsIM y Spring Data JPA. Woro ocoOauBOCTAMHU € Te, IO BIH MIATPUMYE
BIIKJIaICHY 1HII1aJ13a1[110, YACIICHH] CTPATErii OTPUMAaHHS Ta ONTUMICTUYHE OJIOKYBaHHS 3

aBTOMATHYHHUM KEPYBaHHSIM BepCisiMU Ta MITKOIO vacy [11].

Xoya BHUKOPHUCTOBYBaTU ‘“‘uucti” SQL 3anmuTH TaKOX MOXKJIMBO, BUKOPUCTAHHS
aoctpakuii Spring Data JPA ctipusatriMe 3MEHIIIEHHIO KUIBKOCTI TOMUJIOK Ta TOCIa0JIEHHIO

3aJIEKHOCTI BiJ] KOHKPETHOI 0a3u JaHuX.
1.3.2 Mirpauii 6a3 ganux. Flyway

[Tix yac po3poOKH KOMILJIEKCHUX 3aCTOCYHKIB YacTO ICHYy€ MOTpeda B IHCTPYMEHTI,
AKAA OW BIJANOBIJIAaB 3a KOHTPOJb CTaHy Oa3u JaHUX, a TaKOX IOTOYHY BEPCil0 Ta
CYMICHICTh CXeMH. TakuM I1HCTPYMEHTOM € CHCTEeMU Mirpamii 0a3 naHux. Bonu
3a0€31euyI0Th BIOPSAKOBAHICTh Ta BIATBOPIOBAHICTH CTPYKTYpH 1 cTaHy Oa3u JaHUX;
HaJal0Th BEPCIMHICTh, IO Ja€ 3MOTYy IMOBEPHYTH CHCTEMY N0 MNONEPEAHHOTO CTaHy;
KOHCUCTEHTHICTh Ta JIETKICTh KEpyBaHHS, OCKIUIBKM MOXHA CTBOPUTH CIEHapiid abo

MOCHIOBHICTh MITpalliil AJist 3BeIeHHS 0a3U JaHUX JI0 aKTyaJIbHOT'O CYMICHOTO CTaHy.

OpmHuM 13 Takux 1HCTpYMEHTIB € (perimBopk Flyway. Bin n1o3Boiisie aBToMaTu3yBaTu
MIPOLIEC OHOBJIEHHS Ta MIATPUMKH, & TAKOK HA/IA€ 3pYUHUI CIIOCIO yIIpaBIiHHS CTPYKTYPOIO
0a3 jmaHux Ui pi3HUX cepenoBuill po3poOku. Ilintpumye 6arato CKBJl, cepen sikux
PortgreSQL, MariaDB, Oracle, MySQL Ta 0araro inmux. [lepeBaroro Takox € HasBHICTb

JIBOX THUITIB MITpalliii: BepCiiiHi Ta MoBTOpIoBaHi [12].
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[lepmi matore ¢dopmar HazBu (daitmiB: V<version> <name>.<sql | java>, ne
<version> - IIe¢ yHIKajJbHa BepcCis Mirpaiii, <name> - yHiKaJibHa Ha3Ba (pailimy mirpaiii
3anuca”a y ¢opmari snake case, 0 KOPOTKO ONHUCYE 3MiHH, Ta <sql | java> - MOXKJIUBI

po3mupenHs daitni. Taki Mirpaiiii BAKOHYIOTbCS OJJUH pa3 Mij yac 3arajJbHOr0 OHOBJICHHS

[12].

OcTaHHI MalTh CX0XHUH (opMar Ha3B, MPOTE HE MAIOTh BEpCii Ta MOYUHAIOTHCA 3
mitepu “R” 3amicte “V”. IloBTOproBaH1 Mirpauii MarTh YE€K-CyMy Ta 3aCTOCOBYIOTHCS
KOKHOT'O pasy micis i 3MiHU. TakoK BOHU BUKOHYIOTHCS MICII BEPCIHHUX MIrpalii, Ko

Taki € [12].

Ak 1 y 6araThboX IHIIMX CUCTEMax Mirpailiii, JaHUH IHCTPYMEHT BUKOPHUCTOBYE
JOTIOMDKHY TaOJMIIO JJIs BIJCHIIIKOBYBaHHS 3aCTOCOBAHMX Mirpaliif, 10 Ma€ Ha3BY

flyway schema_history [12].

Yei  mopaTKoBl HamalITyBaHHS MarOTh BHU3HAuatuch y Qaini flyway.conf, a
HaJalTyBaHHS II0J0 po3MileHHs (ainiB mirpauil - y daiimi flyway.locations. Takox

BapTO 3a3HAYUTH, 110 Flyway NIATPUMY€ KOHUEILIIO aBTOHAJIATYBaHb [12].
1.3.3 3axuct cepBepHUX 3aCTOCYHKIB. Spring Security

Konu 3acTocyHOK M0XOIUTH 10 (PiHATBHOT YACTUHHU PO3POOKH a00 MEPEXOIUTH 110
CTaHy MyOJI1YHOTO BUKOPUCTAHHS, KPUTUYHO BaXJIMBUM € 3aCTOCYBaHHS YCiX HEOOXITHUX
PIBHIB 3aXUCTy Ta Oe3neku. JJouuibHuM Oyjie BOPOBAIKEHHS PIBHIB JOCTYITY Ta 3aKPUTTS
BIIKPUTHUX €HJMOIHTIB (SIKIO 11€ He myOmiunuii A Pl), apTopu3zaiiii, aBTeHTudikaiii, 6a30Boi
¢dutbTpanii 3anuTiB Ha ataku (1H’€KIl Ta eKCIUIOWTH). 3 yciMa MepepaxOBaHUMH BUIIE

noTpedamu Moxe BropaTuch ppeiimBopk Spring Security.

JlaHuii 1HCTpYMEHT HaJla€ HACTYIIHI MEXaHi3MHM aBTeHTU(iKallli, MpoBEeACHHS
inmenTudikaiis kopuctyBaya: 0a3zoBa aBreHtudikauis, OAuth, JWT, LDAP, OpenlD Ta
iHm. Ilicnss orpuManHst aBTeHTU()IKATOPIB, JaHI MPO KOPUCTyBaua  JIOMOBHIOIOTHCS
iH(opMalli€r0 Mpo HHOTO Ta M03BOJIaMHU. Y BUIAJIKy MOMIIKK 1IeHTH(IKAIli Mae OyTu

cTBOpeHo AuthenticationException [13].
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ABTOpHU3allisl - TEpeBipKa pIBHIB J03BOIY KOPUCTyBaya - BIJOYBA€ThCA MICHs
NPOXO/KEeHH aBTeHTH(Qikamii. [IpaBuna noctymy Ta poji MOXyTh OyTH BU3Ha4y€Hl B
KOH(DIrypamisix I1HCTPyMEHTY. Y BHIAJKy MOMWIKM aBTOpH3alli Mae OyTH CTBOPEHO

AccessDeniedException [14].

HaBeneni Bume 3axomu Oe3mekw TMPAIiOOTh 32 MPUHIIUAIIOM  JIAHITFOKKA
BiANOBIAaNBHOCTEN (chain of responsibilities), OTe KUIbKICTh Ta PIBHI NEPEBIPOK MOKYTh
PETYIIOBATHCHh PO3POOHWKOM. Takok 3HAYHOIO TMEPEBarol € HASBHICTh aHOTAIIIH
@Secured Ta @RolesAllowed, 10 7al0Th MOKJIUBICTh BUSHAUUTHU MEPEIIIK POJEH, Y IKUX
OyJle TOCTyM 10 aHOTOBAHUX METOM1B; (@PreAuthorize Ta (@PostAuthorize, 110 BUKOHYIOTh

aBTOPU3AIIIIO JIO Ta ITICJIsl BUKOHAHHS METOJa BiAMOBIIHO; Ta 1HMm [15].
1.4 3aco0u mommpeHHs CIOBIMICHb

1.4.1 Email

3aco0u MOIIKPEHHS CIOBILIEHD € KIIFOYOBUM €JIEMEHTOM KOMYHIKAIIl M1 CEpPBICOM
Ta KopuctyBaueM. OCHOBHa 3ajada OyJb-KOI CHCTEMH HOTHU(IKAIld - OmNepaTUBHE
1H(opMyBaHHS PO MO/I1i, TOB’s3aH1 3 OHOBJIEHHIMHU a00 BaXXJIMBUMHU MOAISIMU, OCOOTUBO
JUTISL TUX, K1 MAalOTh 4acOoBE OOMEXEHHsI a00 MOTpeOyIOTh AKHAUIIBUAIIOrO pearyBaHHS.

OnHMM 13 HAUMOIMMPEHIMINUX 3aC001B 3aJIUIIAETHCS €JIEKTPOHHA TOIIITA.
Posrimaaemo nepesaru.

1) EnexTpoHHY MOIITY Hapa3i MatOTh Mail>ke yCi, XTO KOPUCTY€EThCS 1HTEpHETOM. JlyKe
0arato cepBiCiB TaK 4M 1HAKIIIE ITOB’A3aH1 3 MOIITO0, TOMY TaKUi KaHaJI MOIIUPEHHS

CHOBIIIEHb € YHIBEPCAJIBbHUM.

2) V nucti MOXHa HaJACWIAaTH HE TUIBKKM TeKcT, a U HTML-daiinu 13 CTUISIMU,

300paKE€HHsI, OT)KE TAKUM MIAX1]1 JOCTATHBO THYYKHM.

3) Ilpouiec HaaCcUIaHHS JUCTIB MOKHA aBTOMAaTU3YyBaTH, a TAKOXX HAJICUIIATH OJTHAKOBI
JUCTU OJpa3y TpyMi JIoJed, TOMy Takui 3acid Moxe OyTH HaJallTOBYBaHUM Ta

MacIuTadOBaHUM.

J1o He0J1IKIB MOYKHA BIJJTHECTH HACTYIIHE.
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1) Jlesiki TUCTU MOXKYTh MOTPAIUIATH IO CaM-Tpymu, a00 OyTH 3a0J10KOBAaHUMU ClaM

¢dbutbTpamu. Sk HaCHIAOK, AesKa BaXIJIMBa IHPOpMAIlisd MOXKe OyTH IPOIYIIEHOIO.

2) Yepe3 HaaMmipHe BUKOPUCTAaHHS OaraTbma cepBiCaMM, €JIEKTPOHHI JUCTH YacTO
MOXYTh OyTH NPOITHOPOBAHI KOpPUCTyBaueM, abo “3aryOuTuch’ cepell BEIUKOi

KUJIBKOCTI 1HIIIUX JIUCTIB.

3) Taxwuii miaxia A0 CHOBIIIEHb 3aJ€XKUTh BiJl HASIBHOCTI 3B’ 513Ky, @ TAKOXK, B1Jl 1HIIUX

CEpBICIB, K1 HAJAIOTh BIAMOBIIHI TOCIYTH.

Bapro 3azHauuTH, 110 Asg iHTErpauii CHOBILIEHb Y€pe3 MOWTYy HeoOX1gHO Oyne
HanamtoByBatu SMTP (Simple Mail Transfer Protocol), agxe BIH € CTaHIapTHUM
MPOTOKOJIOM OOMIHY MOBIJOMJIEHHSMH MIX MOIITOBUMHU cepBepaMu. ToMy MOpaBUIIbHE
HaJallTyBaHHs Ta KOH(Irypalis MalOTh BEJIMKE 3HAYCHHSI JUIs1 3a0e31e4eHHs HalIMHOCTI Ta

Oe3mnexu.

Xoua Email 1 mae ekl TPYHTOBHI HEJOJIKH, BIH BCE€ OJHO 3aJHUIIAETHCS

HaWMOIIMPEHIIINUM, YHIBEPCATHLHUM Ta MACIITA0OBAHUM IT1JIXOJ0M JIO CIIOBIIIEHbD.
1.4.2 Firebase

Firebase - e mnarpopma, pozpodisiena Google, niist po3pooku noaatkiB. Bona Hagae
BEJIUKY KUIBKICTh IHCTPYMEHTIB JJIsi PO3POOHUKIB, MO SIKUX BXOAUThH Firebase Cloud
Messaging (FCM). Jlanuii iIHCTpyMEHT € e()eKTUBHUM 3aCOO0M JJIsl HAJICUJIAaHHS CIIOBIIIECHb

Ha Opay3epu Ta MOOUIBHI IIpUCTpoi [16].
3 mepeBar MOKHAa BHOKPEMHTH HACTYITHE.

1) FCM nerko iHTerpyBaTu 3 pisHuMHU 1atdopmamu, Hanpukinan [0S, Android, Web,
Flutter, Ta iam1i, yepe3 Benuky Kuibkictb SDK (Software Development Kit), a Takox
REST API [17].

2) HasBHICTb IHCTPYMEHTIB JiJisl 300py aHATITUYHUX JTAHUX, OTXKE€ MOXKHA aHAII3yBaTH
Ha CKUIBKH 100pe MpalfforoTh crioBimeHHs [17].

J1o HEeZ10ITIKIB BIIHOCUTHCS HACTYITHE.



20

1) Hes3Baxkarouu Ha BENMKY KUIBKICTh IHCTPYMEHTIB Ta MOXIIMBOCTEH, K1 Hajgae FCM,
JIesIK1 3 HUX MOKYTh BUMAraTu J0/IaTKOBOT IJIaTU a00 BUKOPUCTAHHS 1HIIINX CEPBICIB.
2) HemnpaBuwibHe HanalITyBaHHS CEPBICY MOXE€ MPU3BECTU A0 HAJIMIPHOI KUIBKOCTI
CHOBIIIEHb Ta ciamy [17].
3) Sk 1y BUMAAKy 3 €NEKTPOHHOK MOIITO, Yepe3 MOMYJISIPHICTh CEpPBICY Ta BEIUKY
KUIBKICTh HOTH(IKAIlii, IHKOJIM CIIOBIIIEHHS MOXYTh OyTH MPOITHOPOBAHI.
OTxe, BHUKOPUCTAHHS HaBEICHUX 3ac00iB HAJAa€ MOXJIMBICTh ONEPATUBHO
1HQOpMYyBaTH KOPHUCTYBaudiB 3aCTOCYHKY, aj€ BHUMAarae oOOEpeKHOro MiIXoay M0

HaJalTyBaHb Ta BUKOPUCTAHHS.
1.5 MeToauku yHUKHEHHS criaM-(PiabTpiB
1.5.1 lpunuunu po6otu cnaM-MiIbTpiB

QinpTpU cllaMy NpU3HAYEHI JJIS BUSABJICHHS HEOE3MEUHUX BXIHUX E€IEKTPOHHUX
JIUCTIB BiJ 3TOBMHCHUKIB a00 MapkeTosori. [lepiii MOXyTh HaJCUNIATH JUCTH, IO HIOU
MPOMOHYIOTh KOPHUCHY MOCIyry a00 3axuIIaloTh BIJI HEMUHY4YOi HEOE3NEKH, MpoTe
Haclpap/i BOHU MPU3HAYEHI JJIs TOTO, 00 MEPEeNTH 3a MOCHIAHHSM, SKE 3aBaHTAXKYE
IIK1IJIMBE IpOorpaMHe 3a0e3MeUeHHs] Ha KOMIT I0Tep a00 CpsIMOBY€E Ha HEOE3MEeUHUN CalT.
OcraHHl MOXYTh HAJICUJIAaTU JIUCTU 3 BIJIHOCHO HEIUIKIJJIMBUM BMICTOM, aje Taki
MOBIJOMJIEHHSI OyAyTh 30UIbLIYBaTH 3araJIbHUI 00’ €M MOLITH, 1 Y HUX MOXe ‘“3aryOuTucep”
SKUWUCH NIMCHO BaXJIMBUM JIUCT, HAMIPUKIIA/, CIIOBIIIIEHHS, TOB'S3aHE 3 KYPCOBOKO POOOTOIO

[18].

VYci cnaM-(iIbTpu MarOTh OJJHAKOBY METY - HE JIaTU MOTPANUTH HEOAaKaHUM JIUCTaM

10 BXiaHO1 nmomTu. [TpoTe pi3Hi TUNU TakuX PLIBTPIB MAIOTh Pi3HI NpUHIUIIKA podoTH [18].

1) ®inbTpu BMICTY aHaANI3YIOTh TEKCT BCepeAuHl JucTa. YacTto Taki JUCTU MOXKHA
pO3MI3HATH 3a IEBHUMHU [1a0J0HaMH. BOHN MICTUTUMYTh NPONO3ULIL yTOA, peKIamy
BIIBEPTUX MaTepiaiiB a0o0 1HIIHWKI BIUIMB Ha JIOJICHKI €MOIlli, MOYYTTs Ta Oa)KaHHS.
@D1IBTPU TAKOTO TUITY MOKYTb IITYKATH MEBHI KJIFOUOBI1 CIIOBA, HAITPUKIIA]T «3HUKKAY,
«3aJUIIUIOCH MAJIO Yacy» abo «mporno3uilis». Jis cupaitoBanss GuibTpy, 3a3BUUaii

Mae OyTu 6araropa3oBe BUKOPUCTAHHS crienindiyHoro ciosa. [18]
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2) ®iapTpU YOPHOTO CIHMCKY MEPEBIPSIOTH YW BIAMNPABHUK HASBHUU 1 BIAMOBIIHOMY
Mepeniky, 1 AKII0 TaK - TO HE IaI0ThCS TAKOMY JIUCTY MOTPANUTH 10 BX1THUX. Takuit
MIAX1J1 € T0CTaTHbO TOYHUM, MPOTE CIIUCKU MOCTINHO MOTPIOHO OHOBIIOBATH, aIKe
3JIOBMUCHUK MOXE JIETKO 3MIHUTU ajapecy abo HaBiTh JOMEH IMOIITH 3 SKOi
HaJcuJIaeThes cram [ 18].

3) ®DinbTpu 3aro0BKIB MEPEBIPSIIOTH 3ar0JIOBOK €EKTPOHHOI MOIITH, /111 BUSHAYCHHS
neranbHOCTI kepena. Hanpuxnaxg anpecu Iurepuer-npotokony (IP), sSKUMHU
3a3BUYald KOPUCTYIOTHCS 3TOBMUCHHKH [18].

4) MogHI (UIBTPU NEPEBIPAIOTH UM BX1IHUM JTUCT HATMCAHUN MOBOIO, SIKOIO 3a3BUYaii
CHIJIKY€TbCSI KOPUCTYBa4. [HKOIM 3JI0BMUCHUKHU MOXYTh aTaKyBaTH KOPUCTYBAUiB 3
IHIIUX KpaiH, TOMY Takl Al MalOTh NPU3BOJUTU 1O MOTPAIUISHHS JIUCTA Yy MaNKy 3i
cnaMoM. Xo4a y JI1JIOBOMY CHIJIKYBaHHI @00 y CIUJIKYBaHHS 3 IHO3€MHUMHU KJIIEHTAMU
Takul MiAXig MOXe XMOHO TMO3WTUBHO pearyBaTh Ha MPABUIBHUN JIUCT, TOMY
HEOOX1JTHO MEePEBIPATH CIIaM-TANKy y TaKuX Bunajakax [18].

5) ®inbTpu Ha OCHOBI MTPABUII BUKOPUCTOBYIOTH JIEsiKi 00 yCl 3 HAaBEJIEHUX BUIIIE TUITIB
bUIBTpI, K1 MOXKHA HANAIITOBYBATH MiJ BJacHI MOTpeOu abo moTpeOu KOoMMaHii.
Hanpuknaa, Mo)Ha HajmamTyBaTh crnaMm-QuUIbTp Ha TMEBHUU 1abJIOH aapecu
BI/IMPaBHUKA, JIesIK1 crieliu(iuHi CJIOBA y BMICTI Ta 3arojoBKY, Ta iHiii [ 18].

6) baeciBcbki (UIBTPU CTBOPIOIOTH MATEPHU HA OCHOBI TOTO, SIKI JUCTU KOPUCTYyBau
kiacudikye gxk cnaM. Hampukmaa, sSKOi0 HaJCWIATH yCl JIMCTH BiJ TE€BHOIO
KOpUCTyBaua JI0 Cllamy, TO JaHUW TuUl (PUIBTPY PO3MI3ZHAE Ta 3amam’siTae TakKe
MpaBUJIO 1 Ha/lajl ycl Takl JIUCTU OyyTh MOTPAILIATU JO CHAM-IOIUTH aBTOMaTUYHO
[18].

1.5.2 PexomeHnparlii 1o CTBOpEHHS JIUCTIB Ta MIa0JIOHIB

JInst 3MeHIIeHHS MMOBIPHOCTI MOTPAIUISHHS JIKCTa JO0 claMy, BapTO BUKOHYBAaTU

HACTYIHI peKOMEHIALIi:

1) BUKOpHCTOBYBATH MOTPIOHMI Ta aKTyadbHUM BMICT y JiucTax [19];
2) BUKOPHUCTOBYBATH y P03/l “TemMa” TOYHI Ta 0JIHO3HA4H1 (hopmyntoBaHHs [19];

3) OpUKPIILIIOBATH J0 JIUCTA TEKCTOBY Bepcito [19];
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4) mepeBipUTH KOPEKTHICTh HANTMCAHHS yCiX cliB [19];
5) yHUKaTH HalKMCaHHS CJiB MPOMKUCOM Ta OKJIIMYHUX pedeHb [19];
6) yHUKAaTH CHiB, 1[0 YaCTO BHUKOPUCTOBYIOTh Yy CHaM-JIMCTax (HErailHO, BCTUTHITH,
obmexenuit yac) [19];
7) yHHMKATHU HaAMIpHUX Komii jucta [19];
8) mepeBipsATH YM YC1 MOCHIAHHS Y JIUCTI MPAIIOI0Th, SKIIO Taki € [19];

9) moTpuMyBaTHCh OJHIET TEMU HA OJUH JUCT [19];
10) J0/1aBaTy OMUC 300paxeHb y aTpuoyT “alt” [19];

11) HE BKJIAQJATH BaXJMBOI 1HGoOpMaIii y 300pa)kKeHHs, aJKe JAesKi MOIITOBI

KIIIEHTH MOXYTh OJIOKYBaTH 300paK€HHsI JO OTPUMAHHS JT0O3BOJIY BijJ OTpUMYyBada

[19];

12) YHUKaTU 00’ €MHUX 300pakeHb, 32 MOKIIMBOCTI BUKOPUCTOBYBATH KOMIIPECIIO
[19];

13) Bi/IIaBaTH niepeBary 300paxeHHsM Gpopmaty GIF, 3amictsb Bigeo [19];

14) HE BUKOPUCTOBYBATH BKJIaeHux hopm [19];

15) KO JI0 JIUCTA JOAAl0Thcs (hallid, TO BApTO HAJaTH TMOCWIAHHS Ha HUX,

3aMiCTh NpukpimieHHs [19];

16) peKoMeH0BaHa mupuHa aucta - Big 600 o 800 mikcenel, ayist Toro, Mmoo yci

MOIITOB1 KJIIEHTH MOTJIM KOPEKTO BiJOOpPa3UTH BMICT;
17) BUKOPUCTOBYBATU cTaHAapTHI mipudtu (Arial, Georgia, Verdana) [19];
18) YHUKATU Majioro po3Mipy mpudTy ado MpUxoBaHOIo TeKCcTy [19].

1.5.3 JlogaTkoB1 MeTOAN

[Ile ofHUM BaXJIMBUM KPOKOM MOK€ OYTH HaJAIITyBaHHA IT'pyIH cepBiciB SPF 3amuc

, DKIM, DMARC.
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SPF (Sender Policy Framework) - 11e 3anucu y cepBici DNS, 1110 BU3HAYAIOTh SIKUM
cepBepaM J03BOJICHO HAJCUIATH JIUCTH 3 TIEBHOI JJOMEHHO1 aApecH. 3aBIsIKU HbOMY MOKHA
MEPEBIPUTH, 1110 TOBITOMIIEHHS, K1 HAJIXOASTh 13 IEBHOTO JOMEHY, Ha/IiCJIaH]1 OIITOBUMU
cepBepamu Ta I/P-agpecamu, aBTOPU30BAaHUMHM BIJANPaBHUKOM. BapTo 3a3HauntH, mo SPF
3anuc Moke OyTH JIMILIE OJHUH U1 OHOTO JOMEHA, IPOTe B OJHOMY 3anuci SPF Moxe 0yTh

BH3HAYECHO JeKiIbKa cepBepiB 1 /P-anpec [20].

DKIM (Domain Keys ldentified Mail) - TexHlYHUN CTaHIApPT , KU JOIOMAarae
BU3HAYUTU MIAPOOIEHI aJpecu €eJNEeKTPOHHOI NomTH 1 3amobiratu cnydinry (Koiau
3JI0YMHELb BUAae ceOe 3a JOBIpeHy 0co0y abo MpHCTpiil) Ta KpaJixKill OCOOUCTUX aHUX.
[eit iHCTpyMeHT goaae nudpoBUNA MIAMKUC Y 3ar0JIOBOK JIUCTA, IKUH HaJajl epeBipseThCs
email-cepBepaMy Ha LUIICHICTb 3MICTY. fIK 1y BUnaaky 3 SPF naHuil 3anuc 3HaXOAUThCS Y

zanmcax DNS [20].

DMARC (Domain-based Message Authentication, Reporting and Conformance) -
BH3HAYa€, SKUM YMHOM TMOILITOBUM CEpBEp OTpUMYyBadya Ma€ 00OpOOISTH BXiIHI €1EKTPOHHI
JIUCTH, SIKIIIO BOHU He nporuuu nepeBipky (SPF, DKIM a6o obunpa). 3a3Budai sIKIO JIUCT
MPOXOJUTH yCi (PIIBTPU - BiH MOTpAIUIS€ y CIUCOK BXIAHUX JHCTIB. SIKIIO HIi, TO € TPU

MOXKJIUBHUX ClieHapii 00pooku [20].
1) Higoro He poOUTH - TAKUM YUHOM YyC1 pe3yiabTaTu PIbTpyBaHHS IrTHOPYIOTHCS [20].

2) IlepeMicTUTH A0 KapaHTUHY - HAWMOWIMPEHIIUA MiAXiA - “moraHi” JIMCTH

MepeMiIarTh 10 cram-nanku [20].
3) BinmMoBa - yci TuCTH, K1 HE IPOMIUIN NEPeBipKy, iIrHOpYrOThCs [20].

TakuM YMHOM 3MEHILIUTH UMOBIPHICTh MOTPAIUISIHHS JIUCTA A0 CIaMy MOXHa SIKIIO

BUKOPHUCTOBYBATU HABEECHI IMIIXO/IH.

1.6 BucHoBKM 10 po3auty 1
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VY nanoMy po3autl po3rVIIHYTO apXITEKTYpHI MIAXOIU 10 MOOYI0BU 3aCTOCYHKIB Ta
iXHe TOpPIBHSHHSA, I1HCTPYMEHTH pPO3POOKHM CEpBEpPHUX 3aCTOCYHKIB MOBOWO Java,
iHcTpyMeHTu Java Spring Boot nns pobotu 3 0azamMu AaHUX Ta MIrpamisMu, 3aco0u
MOIIMPEHHS CIIOBIIIEHb HA 0a31 eNEKTPOHHUX JIUCTIB Ta Firebase, npuHIUNKI POOOTH CIIaM-

(bUIBTPIB Ta peKOMEH/ AL 00 IX YHUKHEHHS.
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PO3/IL1 2. APXITEKTYPA CEPBICY HOTU®IKAIIINA

2.1 3aranpHUM onuc

Cepgic croBileHb M00yI0BaHUH 3a MIJX0I0M MIKPOCEPBICHOI apXiTEKTYpH, & TOMY
€ HEe3aJeKHHUM Y CHCTeMi cepBiciB Smart. Floro ocHOBHA 3ajaua - HaJCHJIATH JIMCTU Ta
CIOBIIICHHSIM KOPHUCTyBayaM. BUKOpHCTOBYBaTHM HaHUN CEpPBIC MOXYTh I1HII CEpBiCU
rpynu Smart 15 1ie€i 3ana4i. Ceppic moOyJ0BaHUM 13 BUKOPUCTAHHAM (DpEeUMBOPKY Spring
Boot, 6a3u nanux PostgreSQL ta Spring Data JPA, mirpauiit 6a3 ganux Flyway, yepru
ActiveMQ, Spring SMTP xnienta, Spring Security Ta cucremu Firebase. Y3araibHeHa

CXeMa CepBiCy MPOAEMOHCTPOBAHA HAa PUCYHKY 2.1.

Notification service other
services

emails remote \
repository “// \
emails \
request
queue

authentication
service

pulling service push service

A

email processor [« » email sender

| !

smtp email
sender

template
firebase sender

emails DB

users

Pucynok 2.1 — V3acanvuena cxema cepgicy Homughixayii
2.2 IloGynoBa 6a3u JaHUX
2.2.1 Cxema 6a3u 1aHUX

VY naHomy cepBicl 0a3a JaHUX BUKOHY€E 3a/adyy HAKONUYyBauya II1aOJIOHIB JIMCTIB,

TOMY CKJIaJIa€ThCs 3 OAHIET Tabnui email _templates (pucyHok 2.2).
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email_templates

PK email type VARCHAR(512) NN

PK | language VARCHAR(8) NN

subject TEXT NN

text_html TEXT NN

Pucynox 2.2 - Penayitina cxema 6azu 0anux
email templates - pensiiis 11 30epexeHHs 1a0J0HIB JIUCTIB.
ATpuOyTu:

- email type - imeHTHdIKaTOp TUIY JKCTa, OOOB’SI3KOBUU aTpuOyT, YaCTHHA

CKIIaACHOI'O IICPBHMHHOI'O KJIIO4a.

- language - BU3Ha4YeHHs MOBU Ia0JIOHY, 000B’ I3KOBUH aTpUOYT, YaCTHHA CKIIAJEHOTO

NEPBUHHOTO KITI0Ya.
- subject - 3HaueHHs NoJA “‘Tema’” AJisl IUcTa, 000B’I3KOBHI aTpUOYT.
- text_html - BMicT nucTa, 000B’I3KOBUI1 aTpUOYT.

2.2.2 Mirpariii 6a3u n1aHux

Jlist kepyBaHHSI Mirpaniss BAKOPUCTAaHO 1HCTPYMEHT Flyway, 4epe3 1o y 3arajibHy
cxemy Oyio noaaHo ciyx00By Tabmuuio flyway schema history. €1MHOIO MITpaIli€0 €

CTBOPEHHS OCHOBHOI Tabmnuili email templates (nictunr 2.1).

CREATE TABLE public.email_templates
(

email_type VARCHAR(512) NOT NULL,

language VARCHAR(8) NOT NULL,

subject TEXT NOT NULL,

text_html TEXT NOT NULL,

CONSTRAINT email_templates_pkey PRIMARY KEY (email_type, language)

Jicmune 2.1 - miepayia V1 __email templates table.sql
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2.2.3 Peamizalis KJI€HTY 10 0a3u JaHUX

Jns peamizanii OyJno BHKOPHUCTaHO pO3IIMPEHHs iHTepdelcy JpaRepository 3
bperimBopky Spring Data JPA (Storage (nictunr 2.2) - peanizauisi EmailTemplateStorage
(mictunr 2.3)) ta knacy EmailTemplateEntityConverter (icTuHr 2.4), 110 IEPEBOIUTH KJIac

EmailTemplateEntity y EmailTemplateStorage. EmailTemplatePersistentInfo 1 HaBIaku.



@RequiredArgsConstructor
@Service
public class Storage implements EmailTemplateStorage {

private final EmailTemplateRepository emailTemplateRepository;
private final EmailTemplateEntityConverter emailTemplateEntityConverter;

@Override
public Optional<EmailTemplatePersistentInfo> getEmailTemplate (EmailType emailType, List<String>
languagesInPriorityOrder) {
return languagesInPriorityOrder.stream()

.map(language -> getEmailTemplate(emailType, language))
filter(Optional::isPresent)
.map(Optional::get)
findFirst();

}

@Override
public Optional<EmailTemplatePersistentInfo> getEmailTemplate(EmailType email Type, String language) {
return emailTemplateRepository.findByld(new EmailTemplateKey(emailType, language))
.map(emailTemplateEntityConverter::toEmailTemplate);

}

@Override
public void saveEmailTemplate(EmailTemplatePersistentInfo emailTemplate) {

emailTemplateRepository.saveAndFlush(emailTemplateEntityConverter.toEmailTemplateEntity(emailTemplate));

}

@Override
public void saveAllEmailTemplates(List<EmailTemplatePersistentInfo> emailTemplates) {
List<EmailTemplateEntity> emailTemplateEntities = emailTemplates.stream()
.map(emailTemplateEntityConverter::toEmailTemplateEntity)
.collect(Collectors.toList());
emailTemplateRepository.saveAll(emailTemplateEntities);

}

@Override
public void updateEmailTemplate(EmailType emailType, String language, String subject, String textHtml) {
EmailTemplateStorage.EmailTemplatePersistentInfo emailTemplate = getEmailTemplate(emailType,
language).orElseThrow(NotFoundException::new);
EmailTemplateStorage.EmailTemplatePersistentInfo updatedEmailTemplate = emailTemplate.toBuilder()
.subject(subject I= null ? subject : emailTemplate.subject)
textHtml(textHtml != null ? textHtml : emailTemplate.textHtml)
build();

emailTemplateRepository.saveAndFlush(emailTemplateEntityConverter.toEmailTemplateEntity(updatedEmailTem

plate));
}

@Override
public void deleteEmailTemplate(EmailType emailType, String language) {
emailTemplateRepository.deleteByld(new EmailTemplateKey(emailType, language));

}

@Override
public void deleteAllEmailTemplates() {
emailTemplateRepository.deleteAll();

}




Jlicmune 2.2 - Peanizayis knacy Storage

public interface EmailTemplateStorage {

@AllArgsConstructor
@Builder(toBuilder = true, builderMethodName = "")
class EmailTemplatePersistentInfo {

public final EmailType emailType;
public final String language;
public final String subject;

public final String textHtml;

}

Optional<EmailTemplatePersistentInfo> getEmailTemplate(EmailType emailType, List<String>
languagesInPriorityOrder);

Optional<EmailTemplatePersistentInfo> getEmailTemplate(EmailType emailType, String language);
void saveEmailTemplate(EmailTemplatePersistentInfo emailTemplate);

void saveAllEmailTemplates(List<EmailTemplatePersistentInfo> emailTemplates);

void updateEmailTemplate(EmailType emailType, String language, String subject, String textHtml);
void deleteEmailTemplate(EmailType emailType, String language);

void deleteAllEmailTemplates();

Jicmune 2.3 - Inmepgheiic EmailTemplateStorage

@Service
public class EmailTemplateEntityConverter {

public EmailTemplateStorage.EmailTemplatePersistentInfo toEmailTemplate(EmailTemplateEntity entity) {
return new EmailTemplateStorage.EmailTemplatePersistentInfo(entity.getEmailTemplateKey/().getEmailType(),
entity.getEmailTemplateKey().getLanguage(), entity.getSubject(), entity.getTextHtml());

}

public EmailTemplateEntity toEmailTemplateEntity(EmailTemplateStorage.EmailTemplatePersistentInfo
emailTemplate) {
return new EmailTemplateEntity(new EmailTemplateKey(emailTemplate.emailType, emailTemplate.language),
emailTemplate.subject, emailTemplate.textHtml);

}

Hicmune 2.4 - knac EmailTemplateEntityConverter
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2.3 OHoBIIeHHS 111a0JIOHIB

JIns MATPUMKH aKTyallbHOCTI Ta HAsIBHOCTI yCiX MIA0JIOHIB JIUCTIB Mij] Yac 3aIycKy
CepBICY B11I0YyBA€THCS BUKAUYBAHHS YCIX JIUCTIB 3 BIIJIaJIEHOTO PENO3UTOPIIO T4 OHOBJIEHHS
BIIMOBIAHUX 3anuciB y 0a3i gaHux. [IpogeMoHCcTpyeMo 3araibHy i€papxis KjiaciB JaHOTO

¢dbyHKII0HATY (PUCYHOK 2.2).

EmailTemplatePulling

tes(List<GitFile>) List< EmailTemplate >
(GitFile) EmailTemplatePullingController
(EmailTemplate) EmailTemplateP:
(String)
(String)

(String) String

EmailTemplateGitRepositorySettings

EmailTemplateGitRepository String

. String
GitClient nailTemplateFiles List<GitFile> 'ng
String
oid
String
s oid
(File, List<File>) String
List<File> -
String
List<GitFile>

void

String
s GitFile G String

List<GitFile>
String

String

Pucynox 2.2 - 3acanvna iepapxis knacie Pulling nakemy

OcHoBHa JIOrika OHOBJICHHS CKOHIIEHTpoBaHa Yy kinaci EmailTempaltePulling
(nmictunr 2.5). Y HbOMY MOCIIIIOBHO 3aBaHTAXKYIOTHCS yC1 JOCTYMHI IA0I0HU 3 BIAIEHOTO
peno3utopito yepe3 gonomixuuid knac GitClient (sictusr 2.6), 110 B CBOIO UYepry peanizye

intepdeiic EmailTemplateGetRepository.



@SIf4j
@Service
public class EmailTemplatePulling {

private final EmailTemplateGitRepository gitRepository;
private final EmailTemplateProvider provider;

private final EmailTemplateStorage storage;

private final EmailTemplateGitRepositorySettings settings;
private final TransactionTemplate transactionTemplate;

public EmailTemplatePulling(EmailTemplateGitRepository gitRepository, EmailTemplateProvider provider,

EmailTemplateStorage storage, EmailTemplateGitRepositorySettings settings, PlatformTransactionManager
transactionManager) {

this.gitRepository = gitRepository;

this.provider = provider;

this.storage = storage;

this.settings = settings;

this.transactionTemplate = new TransactionTemplate(transactionManager);

pullEmailTemplates();
}

@Async
public void pullEmailTemplatesAfterWebhookReceivedAsync(String gitlabToken) {
if (!gitlabToken.equals(settings.getGitlabWebhookToken()))
throw new ForbiddenException();
pullEmailTemplates();

}

public void pullEmailTemplates() {

log.info("Refreshing email templates...");

long timePullingStartedMillis = System.currentTimeMillis();

try {
List<EmailTemplateGitRepository.GitFile> files = gitRepository.getAllEmailTemplateFiles();
List<EmailTemplate> emailTemplates = convertToEmailTemplates(files);
transactionTemplate.executeWithoutResult(transactionStatus -> {

storage.deleteAllEmailTemplates();

storage.saveAllEmailTemplates(emailTemplates.stream().map(this::emailTemplatePersistentInfo).collect(Collectors.
toList()));
3
long timePullingSeconds = (System.currentTimeMillis() - timePullingStartedMillis) / ;
log.info("Refreshing email templates successfully finished in {} seconds", timePullingSeconds);
} catch (Exception €) {
long timePullingSeconds = (System.currentTimeMillis() - timePullingStartedMillis) / ;
log.error("Refreshing email failed after {} seconds, | Exception: {}", timePullingSeconds, e);
}
}

private List<EmailTemplate> convertToEmailTemplates(List<EmailTemplateGitRepository.GitFile> files) {
return files.stream()
.map((file) -> {

try {
return convertToEmailTemplate(file);

} catch (Exception e) {
log.error("Unable to parse file {}", file.name);
return null;

}

)
filter(Objects::nonNull)

.collect(Collectors.toList());
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}

private EmailTemplate convertToEmailTemplate(EmailTemplateGitRepository.GitFile file) {
String fileNameWithoutExtension = file.name.substring(0, file.name.lastIndexOf("."));
String language = extractLanguageFromPath(file.path);

EmailType emailType = EmailType.valueOf{fileNameWithoutExtension);

String[] contentLines = file.content.split("\n");
if (contentLines.length < 2) return null;

String subject = contentLines[0]
replaceAll("<!--","")
.replaceAll("-->","")
trim();

String textHtml = Arrays.stream(contentLines)

.skip(1)
.collect(Collectors.joining("\n"));

return provider.getEmailTemplate(new EmailTemplateStorage.EmailTemplatePersistentInfo(emailType,
language, subject, textHtml));

}

private String extractLanguageFromPath(String path) {
int lastSlashIndex = path.lastIndexOf(File.separator);
return path.substring(lastSlashIndex - 2, lastSlashIndex);

}

private EmailTemplateStorage.EmailTemplatePersistentinfo emailTemplatePersistentInfo(EmailTemplate
emailTemplate) {
return new EmailTemplateStorage.EmailTemplatePersistentInfo(
emailTemplate.emailType,
emailTemplate.language,
emailTemplate.subject,
emailTemplate.textHtml

Jicmune 2.5 - Peanizayisn knacy EmailTemplatePulling
2.4 ®opmyBaHHs JIUCTA

Bynb-sike moBimomiieHHS (OPMY€EThCS 3 TMEBHOTO 1abnony (femplate) 3
BIIMOBIHUMHU MIJCTAHOBKAMHU JESIKUX MapaMmeTpiB, SKIIO Taki 1CHYIOTh. JlaHa morika
peaiizoBaHa 3a JOMOMOTOI TPhOX KiaciB: EmailTemplateProcessor (aictunr 2.6),

EmailTemplateProvider (nictunr 2.7), EmailFromTemplateSender (nictunr 2.8).

EmailTemplateProcessor BinnoBijae 3a O0OpOOKy IIA0JIOHIB: MiJACTAHOBKY Ta

3HAXO/[KEHHSI CIUCKY MapaMeTpiB Ta (OPMYyBaHHSI KIHIIEBOT'O BUTJISALY JIUCTA.
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EmailTemplateProvider nanae ma0noH aUcCTa 3a TapaMeTpaMu TUITY 1 TPIOPUTETHOL

MOBH.

EmailFromTemplateSender arperye nBa momepeiHi KjacHh Ta HAJa€ MOXJIUBICTb
HaJlICIaTh JUCT 13 MapaMeTpaMH aJpecu OTpUMyBaya, TUIY JIMCTa, MOBH JIUCTa 1

napaMeTpiB 1adaoHa.



@Service
public class EmailTemplateProcessor {

public static final String NESTED_TEMPLATE_PREFIX = "template";
public static final String FIELD_PREFIX = "parameter";

public Email processEmailTemplate(EmailTemplate template, Map<String, String> data) {
String titleUnescaped = unescaped(template.subject);
Set<String> allFields = Stream.concat(
template.fields.stream(),
template.nestedEmailTemplates.stream()
.map(emailTemplate -> emailTemplate.fields)
reduce((fields1, fields2) -> Stream.concat(fields1.stream(), fields2.stream()).collect(Collectors.toSet()))
.orElse(Collections.emptySet())
.stream()
)-collect(Collectors.toSet());
Map<String, String> dataFiltered = new HashMap<>(data);
data.entrySet().stream()
filter(dataEntry -> lallFields.contains(dataEntry.getKey()))
forEach(dataEntry -> dataFiltered.remove(dataEntry.getKey()));
Map<String, String> fields =
associateFieldsWithFormatterToFields(findFieldsWithFormatter(template.textHtml), template.fields);
String bodyUnescaped = unescaped(template.textHtml);
String bodyProcessedNestedTemplates = substituteNestedEmailTemplates(bodyUnescaped,
template.nestedEmailTemplates);
String bodyProcessedFields = substituteFields(bodyProcessedNestedTemplates, fields, dataFiltered);
String bodyPlainText = Jsoup.parse(bodyProcessedFields).text();
return new Email(titleUnescaped, bodyPlainText, bodyProcessedFields);

}

private String unescaped(String value) {
return new String(value.getBytes(StandardCharsets.UTF_8), StandardCharsets.UTF_8);
}

private Map<String, String> associateFieldsWithFormatterToFields(Set<String> fieldsWithFormatters, Set<String>
fields) {

Map<String, String> result = new HashMap<>();

fieldsWithFormatters.forEach(fieldWithFormatter -> {
Optional<String> field = fields.stream().filter(fieldWithFormatter::startsWith).findFirst();
result.put(fieldWithFormatter, field.orElse(fieldWithFormatter));

3;

return result;

}

private String substituteNestedEmailTemplates(String text, Set<EmailTemplate> nestedEmailTemplates) {
for (EmailTemplate nestedEmailTemplate : nestedEmailTemplates) {
text = substituteNestedEmailTemplate(text, nestedEmailTemplate);

}

return text;

}

private String substituteNestedEmailTemplate(String text, EmailTemplate nestedEmailEmailTemplate) {
return text.replace("{{" + NESTED_TEMPLATE_PREFIX + "." + nestedEmailEmailTemplate.emailType.name() +
"1}", nestedEmailEmailTemplate.textHtml);

}

private String substituteFields(String text, Map<String, String> fields, Map<String, String> data) {
for (Map.Entry<String, String> fieldsEntry : fields.entrySet()) {
String fieldWithFormatter = fieldsEntry.getKey/();
String field = fieldsEntry.getValue();
text = substituteField(text, fieldWithFormatter, field, data);




}

return text;

}

private String substituteField(String text, String fieldWithFormatter, String field, Map<String, String> data) {
return text.replace("{{" + FIELD_PREFIX + "." + fieldWithFormatter + "}}", data.getOrDefault(field, field));

}

public Set<String> findFields(String textHtml) {
return findFieldsWithFormatter(textHtml);

}

private Set<String> findFieldsWithFormatter(String textHtml) {
Matcher matcher = getMather("\\{\\{" + FIELD_PREFIX + "
Set<String> result = new HashSet<>();
while (matcher.find()) {
String fieldWithFormatter = matcher.group(1);
result.add(fieldWithFormatter);

}

return result;

}

public Set<String> findNestedEmailTemplateNames(String textHtml) {
Matcher matcher = getMather("\\{\\{" + NESTED_TEMPLATE_PREFIX + "
Set<String> result = new HashSet<>();
while (matcher.find()) {
String nestedEmailTemplateName = matcher.group(1);
result.add(nestedEmailTemplateName);
}

return result;

}

private Matcher getMather(String regex, String text) {
Pattern pattern = Pattern.compile(regex);
return pattern.matcher(text);

}
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")]+)}}", textHtml);

1+)}1}", textHtml);

Jlicmune 2.6 - Knac EmailTemplateProcessor



@SIf4j

@RequiredArgsConstructor
@Service

public class EmailTemplateProvider {

private final EmailTemplateProcessor emailTemplateProcessor;
private final EmailTemplateStorage emailTemplateStorage;

public EmailTemplate getEmailTemplate(EmailType emailType, List<String> languagesInPriorityOrder) {
EmailTemplate emailTemplate = emailTemplateStorage.getEmailTemplate(emailType,
languagesInPriorityOrder)
.map(this::fillWithDynamicData)
.orElse(null);
if (emailTemplate != null && !emailTemplate.language.equals(languagesInPriorityOrder.get(0)))
log.warn("Template not found | Name: $templateName, Language:
${languagesInPriorityOrder.firstOrNull()}");
return emailTemplate;

}

public EmailTemplate getEmailTemplate(EmailTemplateStorage.EmailTemplatePersistentInfo
emailTemplatePersistentInfo) {
return fillWithDynamicData(emailTemplatePersistentinfo);

}

private EmailTemplate fillWithDynamicData(EmailTemplateStorage.EmailTemplatePersistentInfo persistentInfo)
{
Set<String> fields = findFields(persistentInfo.textHtml);
Set<EmailTemplate> nestedEmailTemplates = findNestedTemplates(persistentInfo.textHtml,
persistentInfo.language);
return new EmailTemplate(
persistentInfo.emailType,
persistentInfo.language,
persistentInfo.subject,
persistentInfo.textHtml,
fields,
nestedEmailTemplates

private Set<String> findFields(String textHtml) {
return emailTemplateProcessor.findFields(textHtml);

}

private Set<EmailTemplate> findNestedTemplates(String textHtml, String languageTopPriority) {
return emailTemplateProcessor.findNestedEmailTemplateNames(textHtml).stream()
.map(emailTypeName -> Arrays.stream(EmailType.values())

filter(emailType -> emailType.name().equals(emailTypeName))

findFirst()

.orElse(null))

filter(Objects::nonNull)
.map(emailType -> emailTemplateStorage.getEmailTemplate(emailType, Arrays.asList(languageTopPriority,
EmailTemplate.DEFAULT_LANGUAGE))

.map(nestedEmailTemplate -> new EmailTemplate(nestedEmailTemplate.emailType,
nestedEmailTemplate.language, nestedEmailTemplate.subject, nestedEmailTemplate.textHtml,
findFields(nestedEmailTemplate.textHtml), Collections.emptySet()))

.orElse(null))

filter(Objects::nonNull)
.collect(Collectors.toSet());
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Jicmune 2.7 - Knac EmailTemplateProvider

@RequiredArgsConstructor
@Service
public class EmailFromTemplateSender {

private final EmailTemplateProvider emailTemplateProvider;
private final EmailTemplateProcessor emailTemplateProcessor;
private final EmailSender emailSender;

public void sendEmail(String receiverEmail, EmailType emailType, String language, Map<String, String> data)
throws MessagingException, UnsupportedEncodingException {
sendEmail(List.of(receiverEmail), emailType, language, data);

}

public void sendEmail(List<String> receiverEmails, EmailType emailType, String language, Map<String, String>
data) throws MessagingException, UnsupportedEncodingException {
List<String> languagesInPriorityOrder;
if (language == null)
languagesInPriorityOrder = List.of{ EmailTemplate. DEFAULT_LANGUAGE);
else
languagesInPriorityOrder = List.of(language, EmailTemplate. DEFAULT LANGUAGE);
EmailTemplate emailTemplate = emailTemplateProvider.getEmailTemplate(email Type,
languagesInPriorityOrder);
sendEmail(receiverEmails, emailTemplate, data);

}

public void sendEmail (List<String> receiverEmails, EmailTemplate emailTemplate, Map<String, String> data)
throws MessagingException, UnsupportedEncodingException {
Email email = emailTemplateProcessor.processEmailTemplate(emailTemplate, data);
emailSender.sendEmail(receiverEmails, email);

}

Jlicmune 2.8 - Knac EmailFromTemplateSender
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2.5 HagcunanHst COOBIILIEHD
2.5.1 EmailSender

JIist HAACWIIaHHS CIOBIMIEHh BUKOPHCTOBYETHCSA €IEKTpoHHA momTa. OCHOBHA
norika JuIs HaJCHJIAHHA JUCTiB omucaHa y inrepdeiici EmailSender (nictunr 2.9). Horo
peanizoBye kinac SmtpEmailSender (mictunr 2.10), 1m0 B CBOIO 4Yepry BUKOPHCTOBYE
JavaMailSender - 6a30Buil IHCTPYMEHT 3 (PpelMBOpPKY Spring, sSIKMil HaJla€ MOXKJIUBICTD
BIIMPABJISITH €JIEKTPOHHI JIUCTH 3a Jonomorow JavaMail APl Jlanuii QyHKUioHan

BUKOPUCTOBY€E ONUCaHUM BUILE Kiac EmailFromTemplateSender.

public interface EmailSender {

void sendEmail(List<String> receiverEmails, Email email) throws MessagingException,
UnsupportedEncodingException;

Jlicmune 2.9 - Inmepgheiic EmailSender

@SIf4j

@RequiredArgsConstructor

@Service

public class SmtpEmailSender implements EmailSender {

private final EmailSenderSettings settings;
private final JavaMailSender emailSender;

@Override
public void sendEmail(List<String> receiverEmails, Email email) throws MessagingException,
UnsupportedEncodingException {
MimeMessage message = emailSender.createMimeMessage();
MimeMessageHelper messageHelper = new MimeMessageHelper(message, true, Charsets.UTF_8.name());
String senderEmail = settings.getSenderEmail();
String senderFullName = settings.getSenderFullName();
messageHelper.setFrom(senderEmail, senderFullName);
if (settings.getReplyToEmail() != null && !settings.getReplyToEmail().isEmpty())
messageHelper.setReplyTo(settings.getReplyToEmail());

messageHelper.setTo(receiverEmails.toArray(new String[]{}));
messageHelper.setSubject(email.subject);
messageHelper.setText(email.textPlain, email.textHtml);
emailSender.send(message);

Jlicmune 2.10 - Knac SmtpEmailSender
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2.5.2 Firebase

[Hmmit kaHan PO3MOBCIO/KEHHS CHOBIIIEHb peali30BaHUM 3a J10MOMOIOI0
mnathopmu  Firebase. OcHOBHUM 1 e€auHuit meroj HajcunanHs sendPushToTopic
BU3HaueHUl B iHTEepdelci PushSender (nictunr 2.11). BiH iMIIEMEHTOBaHUN KiacoM
FirebasePushSender (nictunr 2.12), skuii BUKOPUCTOBYE Firebase, sik 3aci0 HaJICUIIaHHS.
PushService (nictunr 2.13) BuxopuctoBye FirebasePushSender Ta € cepBICHOIO

00TOpPTKOIO, 110 A0JJATKOBO MEPEBIPSI€ HASIBHICTh IOCTYIY JJISI HAJICUJIAHHS CIIOBIIIECHb.

public interface PushSender {

void sendPushToTopic(String topic, String title, String text) throws PushException;

Jlicmune 2.11 - Inmepgeiic PushSender



@SIf4j
@Service
public class FirebasePushSender implements PushSender {

public FirebasePushSender(FirebaseSettings firebaseSettings) {
if (StringUtils.isEmpty(firebaseSettings.getAdminSdkKeyFilePath())) {
log.warn("Firebase admin SDK key not configured..");
}else {
try {
FirebaseOptions options = FirebaseOptions.builder()

.setCredentials(GoogleCredentials.fromStream(Files.newlnputStream(Paths.get(firebaseSettings.getAdminSdkKeyFil
ePath()))))
Jbuild();
FirebaseApp.initializeApp(options);
} catch (IOException e) {
log.error("Unable to initialize firebase service | {}", e.getMessage());

@Override
public void sendPushToTopic(String topic, String title, String text) throws PushException {
Message message = Message.builder()
.setNotification(Notification.builder()
setTitle(title)
.setBody(text)
build())
.setTopic(topic)
build();
try {
FirebaseMessaging.getinstance().send(message);
} catch (FirebaseMessagingException e) {
log.error("Failed to send push to topic | {}", e.getMessage());
throw new PushException();

Jlicmune 2.12 - Knac FirebasePushSender

@SIf4j
@RequiredArgsConstructor
@Service

public class PushService {

private final PushSender pushSender;

public void sendPushToTopic(String topic, String title, String text) throws PushException {
if (!SecurityContextAccessor.hasPermission(PermissionsEnum.SEND_PUSH_TO_TOPIC))
throw new ForbiddenException();
log.info("User {} is sending push message with title {}", SecurityContextAccessor.getBehalfOnEmail(), title);
pushSender.sendPushToTopic(topic, title, text);

}

Jlicmune 2.13 - Knac PushService
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2.6 KomyHikaris
2.6.1 EmailQueue

OnnuM 13 3ac00iB KOMYHIKallli MK cepBicoM HOTH}IKAIIA Ta 1HIIUMU € 4Yepra
ActiveMQ ta Spring JMS. Jlanuil minxin 3a0esnedye HEOJOKYHOUYy poOOTYy 3 cepBiCOM
CIOBIIIEHb, aJ[K€ HE MOTPIOHO OYIKYBAaTH BIAMOBIJI MICI]s 1HIIIKOBAHOTO HaACUJIAHHS
nucra. JIo Toro *x, y BUMAJKy HECIPABHOCTI CEPBICY, HEHAICTAHI JIMCTH 3aJHIIATHCSA Y
Yyep3i Ta YeKaTUMYTh Ha HAJICUJIAHHS MICIs BIIHOBIEHHS poOoTu. OOpOOHUK 3alUTIB Ha
HaJICUJIaHHs peanizoBaHull y knaci EmailSendRequestReceiver (nictunr 2.14), a KIIi€HT, IO

dbopmye 3anutu - y knaci EmailSender (nictunr 2.15).

@SIf4j

@Service

@RequiredArgsConstructor

public class EmailSendRequestReceiver {

private final EmailFromTemplateSender emailFromTemplateSender;

@]JmsListener(id = "email-request-receiver"”, destination = "${email.queue}")
public void emailSendRequestReceiver(final EmailSendRequest emailSendRequest) {
log.info("Received new email send request: {}", emailSendRequest);

try {
emailFromTemplateSender.sendEmail(emailSendRequest.getToEmail(), emailSendRequest.getEmail Type(),
emailSendRequest.getLanguage(), emailSendRequest.getParameters());
} catch (MessagingException | UnsupportedEncodingException e) {
log.error("Unable to process request | message {}", e.getMessage());
throw new RuntimeException(e);

Jlicmune 2.14 - Knac EmailSendRequestReceiver
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@SIf4j
@RequiredArgsConstructor
public class EmailSender {

private final String emailQueue;
private final JmsTemplate jmsTemplate;

public void sendEmailRequest(final EmailSendRequest request) {
log.info("Send email request: {}", request);
jmsTemplate.convertAndSend(emailQueue, request);

}

Jlicmune 2.15 - Knac EmailSender
2.6.2 REST API

[Ile omHuM miaxoAoM Juisi KOMYHIiKailii € cepep 3 REST apxiTekTyporo. Y HbOMY

MPUCYTHS JIOT1Ka aBTOpuU3allli Ta yactuna APl nns nancunanus Firebase crioBillieHb.

Knac JwtTokenDecoder (nictunr 2.16) BIINOBIJA€E 3a JAEKOAYBAHHS Ta MEPEBIPKY
JWT-tokeniB. Knac JWTAuthorizationFilter (mictunar 2.17) BiAMOBIAA€ 3HAXOKEHHS Ta

00poOKky JWT-ToKkeHa 3 3anuTy.

@Component
@RequiredArgsConstructor
public class JwtTokenDecoder {

private final SecurityConstants securityConstants;

public String getServerNameFromToken(String token) {

Decoded]WT jwt = JWT.require(Algorithm.HMAC512(securityConstants.getSecret().getBytes()))
build()
.verify(token.replaceFirst(securityConstants.getTokenPrefix(), ""));

return jwt.getSubject();

}

Jlicmune 2.16 - Knac JwtTokenDecoder



@SIf4j
public class JWTAuthorizationFilter extends BasicAuthenticationFilter {

private final SecurityConstants securityConstants;
private final UserPermissionService userPermissionService;
private final JwtTokenDecoder jwtTokenDecoder;

public JWTAuthorizationFilter (AuthenticationManager authManager, SecurityConstants securityConstants,
UserPermissionService userPermissionService, JwtTokenDecoder jwtTokenDecoder) {
super(authManager);
this.securityConstants = securityConstants;
this.userPermissionService = userPermissionService;
this.jwtTokenDecoder = jwtTokenDecoder;

@Override
protected void doFilterInternal(HttpServletRequest req,
HttpServletResponse res,
FilterChain chain) throws IOException, ServletException {
SecurityContextHolder.getContext().setAuthentication(getAuthentication(req));
chain.doFilter(req, res);

}

private UsernamePasswordAuthenticationToken getAuthentication(HttpServletRequest request) {
String token = request.getHeader(securityConstants.getHeaderString());
String behalfOn = getBehalfOnEmail(request);
if (StringUtils.hasText(token) && StringUtils.hasText(behalfOn) &&
token.startsWith(securityConstants.getTokenPrefix())) {
try {
String user = jwtTokenDecoder.getServerNameFromToken(token);
if (securityConstants.getServersLogins().contains(user)) {
final String role = userPermissionService.getRoleByEmail(behalfOn);
final Set<PermissionsEnum> permissions = userPermissionService.getPermissions(role);
final AuthenticatedUser authenticatedUser = AuthenticatedUser.builder()
.token(token)
.serverEmail(user)
.behalfOnEmail(behalfOn)
.role(role)
.permissions(permissions)
build();

log.debug("Authenticate user: {}", authenticatedUser);

return new UsernamePasswordAuthenticationToken(authenticatedUser, null,
authenticatedUser.getPermissions());
}
return null;
} catch (TokenExpiredException ex) {
log.error("Token expired"”, ex);
} catch (JWTVerificationException ex) {
log.error("Token verification exception", ex);
} catch (Exception ex) {
log.error("Can't build user session", ex);
}
}

return null;

}




private String getBehalfOnEmail (HttpServletRequest request) {
return Optional.ofNullable(request.getHeader(securityConstants.getBehalfOn()))
.orElseGet(() -> request.getParameter(securityConstants.getBehalfOn()));

Jlicmune 2.17 - Knac JWTAuthorizationFilter

Knac RoleEventListener (nmictudr 2.18) BiANOBiAa€ 3a MPOCIYXOBYBaHHS 1BEHTIB,

OB’ SI3aHUMH 3 POJISIMU BIJl CEPBICY AKAYHTIB.

@SIf4j

@Component
@RequiredArgsConstructor
public class RoleEventListener {

private final UserPermissionService userPermissionService;

@]JmsListener(id = "notifications-server.user-role-changed-listener", destination = "${user.role.changed}",
containerFactory = TOPIC JMS_LISTENER CONTAINER_FACTORY)
void userRoleChangedEvent(UserRoleChangedEvent event) {
if (event.getServer() == ServerNameEnum.NOTIFICATIONS_SERVER) {
log.info("Received role change event: {}", event);
userPermissionService.deleteCacheForEmail(event.getEmail());
}
}

@]JmsListener(id = "notifications-server.default-role-changed-listener”, destination = "${default.role.changed}",
containerFactory = TOPIC JMS_LISTENER CONTAINER _FACTORY)
void defaultRoleChangedEvent(DefaultRoleChangedEvent event) {
if (event.getServer() == ServerNameEnum.NOTIFICATIONS_SERVER) {
log.info("Received default role change event: {}", event);
userPermissionService.deleteCache();
}
}

@]JmsListener(id = "notifications-server.role-deleted-listener", destination = "${role.deleted}", containerFactory =
TOPIC JMS_LISTENER_CONTAINER FACTORY)
void roleDeletedEvent(RoleDeletedEvent event) {
if (event.getServer() == ServerNameEnum.NOTIFICATIONS_SERVER) {
log.info("Received role deleted event: {}", event);
userPermissionService.deleteCache();

Jlicmune 2.18 - Knac RoleEventListener

Knac UserPermissionService (nictunr 2.19) BianoBimae 3a J03BOJU KOPHUCTYBadiB

BUKOPHUCTOBYIOUHU CEPBIC aKayHTIB.




@Service
@SIf4j
public class UserPermissionService {

private final UserServerRoleControllerApi userServerRoleControllerApi;
private final Map<String, Set<PermissionsEnum>> roleToPermissions;
private final LoadingCache<String, String> userRoles = CacheBuilder.newBuilder()
.expireAfterWrite(1, TimeUnit.HOURS)
.build(new CacheLoader<>() {
@Override
public String load(final String s) {
return getUserRole(s);
}
3

public UserPermissionService(
UserServerRoleControllerApi userServerRoleControllerApi,
@Value("classpath:/permissions.yaml") final Resource resource
)
this.userServerRoleControllerApi = userServerRoleControllerApi;
try (InputStream inputStream = resource.getInputStream()) {
PermissionMatrix matrix = new Yaml().loadAs(inputStream, PermissionMatrix.class);

roleToPermissions = matrix.entrySet().stream()
.map(
entry -> Map.entry(
entry.getKey(),
entry.getValue().stream().map(PermissionsEnum::valueOf).collect(Collectors.toUnmodifiableSet())
)

)
.collect(Collectors.toUnmodifiableMap(Map.Entry::getKey, Map.Entry::getValue));

} catch (final IOException ex) {
throw new RuntimeException("Can't read permissions", ex);
}
}

public void deleteCacheForEmail(String email) {
userRoles.invalidate(email);

}

public void deleteCache() {
userRoles.invalidateAll();

}

public String getRoleByEmail(String email) {
try {
return userRoles.get(email);
} catch (Exception €) {
throw new ServiceErrorException("Can't find role for user with email: " + email);
}
}

private String getUserRole(String email) {
CommonResponse.StringResponse response = userServerRoleControllerApi.getUserRoleNameOnServer(email);
if (response.getError() != null) {
log.error("Can't get role for email: {}. Reason: {}", email, response.getError());
return null;

}




return response.getResult();

}

public Set<PermissionsEnum> getPermissions(String role) {
final Set<PermissionsEnum> permissions = roleToPermissions.get(role);
if (CollectionUtils.isEmpty(permissions)) {
throw new ServiceErrorException("Can't find permissions for role: " + role);
}
return permissions;

}

public Map<String, Object> getCurrentUserRole() {
if (SecurityContextAccessor.isNotAuthenticated()) {
throw new ForbiddenException();

}

final String role = getRoleByEmail(SecurityContextAccessor.getBehalfOnEmail());
return ImmutableMap.<String, Object>builder()

.put("name", role)

.put("permissions"”, getPermissions(role))

Jbuild();

private static class PermissionMatrix extends HashMap<String, Collection<String>> {

Jlicmune 2.19 - Knac RoleEventListener

PermissionsEnum (mictuar 2.20) BU3HA4ae Mepeik MOMJIIMBUX JO3BOJIIB, a Kiac

AuthenticatedUser (nicTuHr 2.21) npeacTaBisie YCMIIIHO aBTOPU30BAHOT0 KOPUCTYBAva.

public enum PermissionsEnum implements GrantedAuthority {

SEND_PUSH_TO_TOPIC;

@Override
public String getAuthority() {

return name();

Jlicmune 2.20 - PermissionsEnum
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@Builder
@Data
public class AuthenticatedUser {

private final String token;

private final String serverEmail;

private final String behalfOnEmail;

private final Set<PermissionsEnum> permissions;

private final String role;

public boolean hasPermission(PermissionsEnum permission) {
return permissions.contains(permission);

}

Jlicmune 2.21 - Knac AuthenticatedUser

Knac WebSecurity (nicmune 2.22) Bu3Hauyae npaBuia Oe3neku 3acTocyHky, CORS
(Cross-Origin Resource Sharing) TONITUKY Ta EHINOIHTH JJis SAKAX HEOOXiJHA

aBTOpH3AIIiS.



@EnableWebSecurity

@RequiredArgsConstructor
@EnableConfigurationProperties(SecurityConstants.class)

public class WebSecurity extends WebSecurityConfigurerAdapter {

private final SecurityConstants securityConstants;

private final JwtTokenDecoder jwtTokenDecoder;
@Value("${server.swagger.enabled}")

private final boolean swaggerEnabled;

private final UserPermissionService userPermissionService;
private final ObjectMapper objectMapper;

@Override
protected void configure(HttpSecurity http) throws Exception {
http.cors().and().csrf().disable();
if (swaggerEnabled)
http.authorizeRequests().antMatchers("/v2/api-docs”, " /swagger-resources/**", " /configuration /**",
"/swagger-ui.html/**", " /webjars/**").permitAll();
http.authorizeRequests()
.antMatchers("/api/v1/email /template/git/webhook")
.permitAll();
http.authorizeRequests()
.anyRequest().authenticated()
.and()
.exceptionHandling()
.authenticationEntryPoint(
(HttpServletRequest request, HttpServletResponse response, AuthenticationException authException) -

ResponseError error = new ResponseError();
error.setCode(HttpServletResponse.SC_ UNAUTHORIZED);
error.setMessage("Unauthorized");

writeObjectToResponse(Response.of{error), response);
b))
.and()
.addFilter(new JWTAuthorizationFilter(authenticationManager(), securityConstants, userPermissionService,
jwtTokenDecoder))

.sessionManagement().sessionCreationPolicy(SessionCreationPolicy.STATELESS);

@Bean

CorsConfigurationSource corsConfigurationSource() {
CorsConfiguration corsConfiguration = new CorsConfiguration();
corsConfiguration.setAllowedMethods(asList("GET", "POST", "PUT", "DELETE", "OPTIONS", "HEAD"));

final UrlBasedCorsConfigurationSource source = new UrlBasedCorsConfigurationSource();
source.registerCorsConfiguration("/**", corsConfiguration.applyPermitDefaultValues());
return source;

}

private void writeObjectToResponse(Response<?> object, HttpServletResponse response) throws I0Exception {
response.getWriter().write(objectMapper.writeValueAsString(object));
response.setContentType(MediaType.APPLICATION_JSON_VALUE);
response.setStatus(HttpServletResponse.SC_OK);

}
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Jlicmune 2.22 - Knac AuthenticatedUser

Knac PushController (nmictuar 2.23) BH3HAYa€ EHAMOIHTH IS HaJICHIAHHS

CrIoBiIIeHb uepe3 Firebase.

@RequiredArgsConstructor
@RestController
@RequestMapping("/api/v1l/push")
public class PushController {

private final PushService pushService;

@PostMapping("/send/topic/{topic}")
public Response<Boolean> sendPushToTopic(@PathVariable("topic") String topic, @RequestBody SendPushDto
sendPushDto) throws PushException {
pushService.sendPushToTopic(topic, sendPushDto.title, sendPushDto.text);
return Response.of{true);

}

Jlicmune 2.23 - Knac PushController
2.7 BUCHOBKH A0 po3airy 2

Y po3mini omwcaHO CTPYKTYpy cepBicy HoOTHdIKalli, MOOYIOBY peani3ailiio
OCHOBHUX (DYHKIIIOHAJIbHUX KJAaciB, MIAX1J Ta peajizalliio OHOBJICHb IIA0JIOHIB JIUCTIB,
(dhopMyBaHHS JIMCTIB, JI€Talll HAJCUJIAHHS JIUCTIB 34 JOMOMOIOK E€JIEKTPOHHOI MOIITH Ta

CIOBIIIEHb 32 JOTIOMOT 010 Firebase, KOMyHIKallitHUN PIBEHb IJI CEPBICY HOTU(IKAIIIH.
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PO31JI 3. 3BACTOCYBAHHA TA TECTYBAHHA

3.1 CtBopeHHS 11a0JIOHIB JTUCTIB

[1ix yac cTBOpeHHs Ma0JIOHIB IOTPUMYBAIIUCH NTOPaJl, OMMCAHUX Y MEPIIOMY PO3JILIL,
JUISL TOTPUMAHHS MAaKCUMAaJIbHOI CYMICHOCTI 13 MOIITOBUMH KJIIEHTAMU Ta MiHIMalbHOI

MOTEHI[IIIHOI OLIHKYU Ha cnaM. byiio cTBopeHo 5 mabiioH1B:

1) NEW _COURSE WORK REQUEST.html (nictunr 3.1) - BUKOPUCTOBYETHCS IS
CIOBIILIEHHS TIPO CTBOPEHHS HOBOT 3asIBKM HA TEMY KypPCOBOI.

2) NEW _COURSE WORK REQUEST SENT.html (nictunr 3.2) - BUKOPUCTOBYEThHCS
JUTSL CHOBIILEHHSI TIPO YCIIIIHE HAJICUJIAaHHS 3asiBKM Ha TEMY KypPCOBOI.

3) COURSE WORK REQUEST APPROVED.html (nictunr 3.3) - BUKOPUCTOBYETHCS
JUTsI CHOBIILEHHSI TIPO MiITBEP>KEHHS 3asIBKM HA TEMY KypCOBOI.

4) COURSE WORK REQUEST REJECTED.html (nictunr 3.4) - BUKOPUCTOBYEThHCS
JUTSI CHOBIILIEHHS TIPO BIAXUJICHHS 3asiBKH Ha TEMY KYypPCOBOI.

5) COURSE WORK EVALUATED.html (mictunr 3.5) - BUKOpPUCTOBYETHCS st

CIOBIIIEHHS PO 3aBEPIICHHS OLIIHIOBAaHHS KYpCOBOi pOOOTH.



<ldoctype html>
<html>
<head>
<title>HoBu# 3anuT Ha KypcoBy poboTy</title>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
</head>
<body>
<table style="font-family: 'Helvetica Neue'; width: px">
<tr>
<td style="text-align: center;border-radius: 10px 10px 0 0; background: #7099c8;">
<img src="https://h2020.ukma.edu.ua/wp-content/uploads/2016/01/logo-NaUKMA.png"
alt="NATIONAL UNIVERSITY OF KYIV MOHYLA ACADEMY"
width="100px"
style="border-radius: 20%; padding: 25px; margin: 10px; background: white;" />
</td>
</tr>
<tr>
<td style="text-align: center; padding-top: 25px">
<h1 style="text-align: center;">HoBui 3anuT Ha KypcoBy pob6oTy</h1>
</td>
</tr>
<tr>
<td style="text-align: center; padding-top: 6px; padding-bottom: 25px; line-height: 25px">
<p>
[llanoBHUY BUKAaJa4! Bu oTpuMasiu HOBUM 3aIUT HA BUKOHAHHS KypCcOBOi po60Tu.<br>
Tema: {{parameter.topic}}.<br>
Jis netanbHOI iHpopMalLlii mepel/iiTh f0 BEOCAUTY
<a href="https://smart.ukma.edu.ua/">smart.ukma.edu.ua</a>.
</p>
</td>
</tr>
<tr>
<td style="text-align: center; height: px; border-radius: px 10px; background: #7099c8;">
<p style="font-size: px;">
HanjionanbHuit yaiBepcuteT "KueBo-MoruisiHcbKa akajieMis'<br>
ByJI. CkoBOpoau 2, Kuis 04070, Ykpaina<br>
Tes.: 425-60-59<br>
Be6CcauT

</p>
</td>
</tr>
</table>
</body>
</html>

Jicmune 3.1 - lllabnon NEW _COURSE WORK REQUEST.html
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<ldoctype html>
<html>
<head>
<title>3anuT Ha KypcoBy po60Ty HaAicaaHo</title>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
</head>
<body>
<table style="font-family: 'Helvetica Neue'; width: px">
<tr>
<td style="text-align: center;border-radius: 10px 10px 0 0; background: #7099c8;">
<img src="https://h2020.ukma.edu.ua/wp-content/uploads/2016/01/logo-NaUKMA.png"
alt="NATIONAL UNIVERSITY OF KYIV MOHYLA ACADEMY"
width="100px"
style="border-radius: 20%; padding: 25px; margin: 10px; background: white;" />
</td>
</tr>
<tr>
<td style="text-align: center; padding-top: 25px">
<h1 style="text-align: center;">3anuT Ha KypcoBy po60Ty HajiciaHo</h1>
</td>
</tr>
<tr>
<td style="text-align: center; padding-top: 6px; padding-bottom: 25px; line-height: 25px">
<p>
Bamiy 3asBKy Ha TeMy "{{parameter.topic}}" 6y/10 HaZic1aHO BUKIagayy.
</p>
</td>
</tr>
<tr>
<td style="text-align: center; height: px; border-radius: px 10px; background: #7099c8;">
<p style="font-size: px;">
HanjionanbHuit yaiBepcuteT "KueBo-MoruisiHcbKa akajieMis'<br>
ByJI. CkoBOpoau 2, Kuis 04070, Ykpaina<br>
Tes.: 425-60-59<br>
Be6CcalT

</p>
</td>
</tr>
</table>
</body>
</html>

Jicmune 3.2 - lllabnon NEW _COURSE WORK REQUEST SENT.html
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<ldoctype html>
<html>
<head>
<title>3anuT Ha KypcoBy po60Ty cxBajieHO</title>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
</head>

<body>
<table style="font-family: 'Helvetica Neue'; width: px">
<tr>
<td style="text-align: center;border-radius: 10px 10px 0 0; background: #7099c8;">
<img src="https://h2020.ukma.edu.ua/wp-content/uploads/2016/01/logo-NaUKMA.png"
alt="NATIONAL UNIVERSITY OF KYIV MOHYLA ACADEMY"
width="100px"
style="border-radius: 20%; padding: 25px; margin: 10px; background: white;" />
</td>
</tr>
<tr>
<td style="text-align: center; padding-top: 25px">
<h1 style="text-align: center;">3anuT Ha KypcoBy po60Ty cxBajeHo</h1>
</td>
</tr>
<tr>
<td style="text-align: center; padding-top: 6px; padding-bottom: 25px; line-height: 25px">
<p>Baui 3anuT Ha BUKOHAHHS KypcoBoi po6oTu Ha TeMy "{{parameter.topic}}" 6yB cxBaieHUN
BUKJIalaueM.</p>
</td>
</tr>
<tr>
<td style="text-align: center; height: px; border-radius: px 10px; background: #7099c8;">
<p style="font-size: px;">
HanjionanbHuit yaiBepcuteT "KueBo-MoruisiHcbKa akajieMis"<br>
ByJI. CkoBOpoau 2, Kuis 04070, Ykpaina<br>
Tes.: 425-60-59<br>
BeOCalT:

</p>
</td>
</tr>
</table>
</body>
</html>

Jicmune 3.3 - lllabnon COURSE WORK REQUEST APPROVED.html
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<ldoctype html>
<html>
<head>
<title>3anuT Ha KypcoBy po60Ty BiaxuieHo</title>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
</head>

<body>
<table style="font-family: 'Helvetica Neue'; width: px">
<tr>
<td style="text-align: center;border-radius: 10px 10px 0 0; background: #7099c8;">
<img src="https://h2020.ukma.edu.ua/wp-content/uploads/2016/01/logo-NaUKMA.png"
alt="NATIONAL UNIVERSITY OF KYIV MOHYLA ACADEMY"
width="100px"
style="border-radius: 20%; padding: 25px; margin: 10px; background: white;" />
</td>
</tr>
<tr>
<td style="text-align: center; padding-top: 25px">
<h1 style="text-align: center;">3anuT Ha KypcoBy po60Ty BigxunseHo</h1>
</td>
</tr>
<tr>
<td style="text-align: center; padding-top: 6px; padding-bottom: 25px; line-height: 25px">
<p>Bai 3anuT Ha BUKOHAHHS KypcoBoi po6oTu Ha TeMy "{{parameter.topic}}" 6yB BiaxujeHu.</p>
</td>
</tr>
<tr>
<td style="text-align: center; height: px; border-radius: px 10px; background: #7099c8;">
<p style="font-size: px;">
HanjionanbHuit yaiBepcuteT "KueBo-MoruisiHcbKa akajieMis'<br>
ByJI. CkoBOpoau 2, Kuis 04070, Ykpaina<br>
Tes.: 425-60-59<br>
BeOCalT:

</p>
</td>
</tr>
</table>
</body>
</html>

Jicmune 3.4 - lllabaon COURSE WORK REQUEST REJECTED.html
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<ldoctype html>
<html>
<head>
<title>Bama kypcoBa po6oTa o1jiHeHa</title>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
</head>

<body>
<table style="font-family: 'Helvetica Neue'; width: px">
<tr>
<td style="text-align: center;border-radius: 10px 10px 0 0; background: #7099c8;">
<img src="https://h2020.ukma.edu.ua/wp-content/uploads/2016/01/logo-NaUKMA.png"
alt="NATIONAL UNIVERSITY OF KYIV MOHYLA ACADEMY"
width="100px"
style="border-radius: 20%; padding: 25px; margin: 10px; background: white;" />
</td>
</tr>
<tr>
<td style="text-align: center; padding-top: 25px">
<h1 style="text-align: center;">Baia KypcoBa po6oTa orjineHa</h1>
</td>
</tr>
<tr>
<td style="text-align: center; padding-top: 6px; padding-bottom: 25px; line-height: 25px">
<p>
Bama kypcoBa po6oTta Ha Temy "{{parameter.topic}}" 6yJia orjiHeHa BUK/IajayeM.<br>
Jis netanbHOI iHpopMalLlii mepel/iiTh 0 BEOCAUTY
<a href="https://smart.ukma.edu.ua/">smart.ukma.edu.ua</a>.
</p>
</td>
</tr>
<tr>
<td style="text-align: center; height: px; border-radius: px 10px; background: #7099c8;">
<p style="font-size: 12px; color: #ffffff; line-height: 16px;">
HanjionanbHuit yaiBepcuteT "KueBo-MoruisiHcbKa akajieMis'<br>
ByJI. CkoBOpoau 2, Kuis 04070, Ykpaina<br>
Tes.: 425-60-59<br>
BEOCAUT:
<a href="https://smart.ukma.edu.ua/" style="color: #{fftff;">smart.ukma.edu.ua</a>
</p>
</td>
</tr>
</table>
</body>
</html>

Jicmune 3.5 - lllabnon COURSE WORK EVALUATED.html
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3.2 IlepeBipka 11a0a0HIB JIMCTIB

JIs mepeBipKU Ta OLIHKUA CTBOPEHUX IIA0JIOHIB OyJI0 BUKOpPUCTaHO cepsic Miltrap.
Y HbOMY MOXXHA MOOAUUTH OLIHKY 3a 5-O0aJIbHOIO IIKAJOI0 Ha PIBEHb CIaMy, BiJICOTOK
CYMICHOCTI 3 MOIITOBUMH KIIIEHTaMU, 3ayBa)K€HHS 3 BUKOPHUCTAHHS PO3MITKH Ta CTHIIIB,
HasBHICTh JIOMEHY Ta /P-afpecH BINPaBHUKA Yy YOPHUX criuckax. [IponemMoHcTpyeMo aaHi

aHamizy (tabmuugs 3.1).

Template Spam report | Market support
NEW _COURSE WORK REQUEST.html 0.2/5 96.5%
NEW _COURSE WORK REQUEST SENT.html 0.3/5 96.5%
COURSE WORK REQUEST APPROVED.html 0.2/5 96.5%
COURSE WORK REQUEST REJECTED.html 0.2/5 96.5%
COURSE _WORK EVALUATED.html 0.3/5 96.5%

Tabnuys 3.1 - Ananiz wabnonie
3.3 Po3mmpeHHs cepBicy KypCcOBUX poOIT

CepBic KypcoBHX pOOIT - 1I€ OJMUH 13 MIJCEPBICIB cUCTEeMU Smart, MOOYIOBaHUI
TAKOX K Mikpocepsic. Floro OCHOBHI 3a/jaui: yIpaBIiHHA 3asBKaMH HA KYpPCOBi Ta BJIacHe
KYpCOBUMH POOOTaMHU, IHCTPYMEHTH OI[IHIOBAaHHS pOOIT Ta MepeBipka BMICTY IUIariary,
CTBOpPEHHS 3BITIB 1O KopuctyBauy. OCHOBHA JIOTiKa 3HAXOJIUThCS Yy KJacax
ApplicationService (mictunr 3.6) Ta CouseWorkService (nictunr 3.7), y HUX 1 0yJIO 10/1aHO

BUKOPUCTAHHS CEpBICY HOTU(IKAIIH.



@Service

@Transactional(propagation = Propagation.REQUIRED, rollbackFor = BaseException.class)

@SIf4j

public class ApplicationService extends BaseService<ApplicationEntity, ApplicationView, Integer> {

private final ApplicationValidationService applicationValidationService;
private final CourseWorkRepository courseWorkRepository;

private final InfoServerUtils infoServerUtils;

private final EmailSender emailSender;

public ApplicationService(ApplicationValidationService applicationValidationService,
CourseWorkRepository courseWorkRepository,
InfoServerUtils infoServerUtils,
EmailSender emailSender) {
super(ApplicationEntity.class, ApplicationEntity::new);
this.applicationValidationService = applicationValidationService;
this.courseWorkRepository = courseWorkRepository;
this.infoServerUtils = infoServerUtils;
this.emailSender = emailSender;

@Override
public Criteria<ApplicationEntity> parse(String restrict) {
ApplicationCriteria criteria = new ApplicationCriteria(restrict);
if (SecurityContextAccessor.hasPermission(PermissionsEnum.VIEW_APPLICATION))
criteria.setApplication_owner(SecurityContextAccessor.getBehalfOnEmail());
if (SecurityContextAccessor.hasPermission(PermissionsEnum.VIEW_FACULTY_APPLICATION))

criteria.setDepartments(infoServerUtils.getDepartmentsListByFacultyld(infoServerUtils.getFacultyOfUser(SecurityC
ontextAccessor.getBehalfOnEmail())));
log.debug("We form Application criteria: \n:{}", criteria);
if (isEmpty/(criteria.getCourse_work_statuses()))
criteria.setCourse_work_statuses(ImmutableList.of(Status.ACTIVE));
return criteria;

}

@Override

public List<Map<String, Object>> getList(Criteria<ApplicationEntity> criteria, Collection<String> fields) {
List<Map<String, Object>> res = super.getList(criteria, fields);
log.debug("We prepare list of applications: \n: {}", res.size());
return res;

}

@Override
public void postCreate(final ApplicationEntity entity) {
entity.setStatus(ApplicationStatusEnum.NEW);
entity.setTimeOfCreation(LocalDateTime.now(ZoneOffset.UTC));
entity.setTimeOfModify(LocalDateTime.now(ZoneOffset.UT());
emailSender.sendEmailRequest(new EmailSendRequest(
EmailType.NEW_COURSE_WORK _REQUEST SENT,
"uk",
entity.getEmail(),
Map.of{"topic", entity.getCourseWorkTheme().getTopic())
));
emailSender.sendEmailRequest(new EmailSendRequest(
EmailType. NEW_COURSE_WORK REQUEST,
"uk",
entity.getCourseWorkTheme().getCourseNumber().getEmail(),
Map.of{"topic", entity.getCourseWorkTheme().getTopic())




));
}

@Override

public void postUpdate(final ApplicationEntity entity) {
entity.setTimeOfModify(LocalDateTime.now(ZoneOffset.UT());

}

@Override
public boolean delete(Integer id) {
ApplicationEntity entity = repository.findByld(id)
.orElseThrow(() -> new NoSuchEntityException(ApplicationEntity.class.getName(), "by id " + id));
validationService.validForDelete(entity);
repository.delete(entity);
log.debug("We delete application: {}", entity);
return true;

public Boolean changeApplicationStatus(Integer id, ApplicationStatusEnum status) {
log.debug("We try to change application with id: {} to status: {}", id, status);
ApplicationEntity applicationEntity = repository.findByld(id)

.orElseThrow(() -> new NoSuchEntityException(ApplicationEntity.class.getName(), "by id " + id));
applicationValidationService.validForStatusChange(applicationEntity, status);
applicationEntity.setStatus(status);
postUpdate(applicationEntity);
if (ApplicationStatusEnum.APPROVED == status)

approveApplication(applicationEntity);
repository.save(applicationEntity);
log.debug("We change application with id: {} to status: {}", id, status);
if (ApplicationStatusEnum.REJECTED == status) {
emailSender.sendEmailRequest(new EmailSendRequest(
EmailType.COURSE_WORK REQUEST REJECTED,
"uk”,
applicationEntity.getEmail(),
Map.of{"topic", applicationEntity.getCourseWorkTheme().getTopic())
));
}

return true;

}

private void approveApplication(ApplicationEntity applicationEntity) {
rejectOtherApplicationsInThisCourseWork(applicationEntity);
setApprovedApplicationToCourseWork(applicationEntity);
rejectOtherStudentApplications(applicationEntity);

}

private void rejectOtherStudentApplications(ApplicationEntity applicationEntity) {
ApplicationCriteria criteria = new ApplicationCriteria();
criteria.setApplication_owner(applicationEntity.getEmail());
criteria.setYearPeriod(applicationEntity.getCourseWorkTheme().getCourseNumber().getYearPeriod());
List<ApplicationEntity> applicationsOfUser = criteriaRepository.find(criteria);
if (applicationsOfUser == null || applicationsOfUser.size() == 0)
return;
for (ApplicationEntity application : applicationsOfUser) {
if (application.getStatus() == ApplicationStatusEnum.NEW) {
application.setStatus(ApplicationStatusEnum.REJECTED_BY_APPROVE);
log.debug("We will reject application {} in other course theme because student has already approved",




application.getld());

}
}

repository.saveAll(applicationsOfUser);
for (ApplicationEntity application : applicationsOfUser) {
if (application.getStatus() == ApplicationStatusEnum.NEW) {
emailSender.sendEmailRequest(new EmailSendRequest(

EmailType.COURSE_WORK REQUEST REJECTED,
"uk",
application.getEmail(),
Map.of{"topic", application.getCourseWorkTheme().getTopic())

private void setApprovedApplicationToCourseWork(ApplicationEntity applicationEntity) {
applicationEntity.getCourseWorkTheme().setApprovedApplication(applicationEntity);
emailSender.sendEmailRequest(new EmailSendRequest(
EmailType.COURSE_WORK_REQUEST APPROVED,
"uk",
applicationEntity.getEmail(),
Map.of{"topic", applicationEntity.getCourseWorkTheme().getTopic())
));
}

private void rejectOtherApplicationsInThisCourseWork(ApplicationEntity applicationEntity) {
CourseWorkEntity courseWork = applicationEntity.getCourseWorkTheme();
List<ApplicationEntity> rejected = new ArrayList<>();
for (ApplicationEntity applicationOther : courseWork.getApplications()) {
if (lapplicationOther.getld().equals(applicationEntity.getld())) {
applicationOther.setStatus(ApplicationStatusEnum.REJECTED_BY_APPROVE);
postUpdate(applicationOther);
rejected.add(applicationOther);
log.debug("We will reject application: {} because other application approved", applicationOther);
}
}
if (rejected.size() > 0)
repository.saveAll(rejected);

public Map<String, Object> getApprovedApplicationByCourseWork(final int courseWorkld, final List<String>
fields) {
final ApplicationEntity application = courseWorkRepository.findByld(courseWorkId)
.map(CourseWorkEntity::getApprovedApplication)
.orElseThrow(() -> new NoSuchEntityException("No approved coursework application for coursework: " +
courseWorklId));
applicationValidationService.validForView(application);
return converter.convert(application, fields);

}

public Boolean studentHasApprovedApplication() {
return applicationValidationService.checkIfUserHasApprovedApplicationForCurrentYear();

}

Jlicmune 3.6 - Knac ApplicationService




@Service
@Transactional(propagation = Propagation.REQUIRED, rollbackFor = BaseException.class)
public class CourseWorkService extends BaseService<CourseWorkEntity, CourseWorkView, Integer> {

private final CourseWorkValidationService courseWorkValidationService;
private final MarkingConfigRepository markingConfigRepository;

private final InfoServerUtils infoServerUtils;

private final EmailSender emailSender;

public CourseWorkService(CourseWorkValidationService courseWorkValidationService,
MarkingConfigRepository markingConfigRepository,
InfoServerUtils infoServerUtils,
EmailSender emailSender) {
super(CourseWorkEntity.class, CourseWorkEntity::new);
this.courseWorkValidationService = courseWorkValidationService;
this.markingConfigRepository = markingConfigRepository;
this.infoServerUtils = infoServerUtils;
this.emailSender = emailSender;

@Override
public Criteria<CourseWorkEntity> parse(String restrict) {
CourseWorkCriteria criteria = new CourseWorkCriteria(restrict);
if (isEmpty(criteria.getStatuses()))
criteria.setStatuses(ImmutableList.of(Status.ACTIVE));
return criteria;

}

@Override

public void postCreate(final CourseWorkEntity entity) {
entity.setTimeOfCreation(LocalDateTime.now(ZoneOffset.UTC));
entity.setStatus(Status.ACTIVE);

}

@Override
public boolean delete(Integer id) {
CourseWorkEntity courseWork = repository.findByld(id)
.orElseThrow(() -> new NoSuchEntityException(CourseWorkEntity.class.getName(), "by id " + id));
validationService.validForDelete(courseWork);
repository.delete(courseWork);
return true;

}

public boolean setTeacherMark(int mark, int courseWorkld) {
CourseWorkEntity courseWork = repository.findByld(courseWorklId)
.orElseThrow(() -> new NoSuchEntityException(CourseWorkEntity.class.getName(), "by id " +
courseWorklId));
courseWorkValidationService.hasRightToPutTeacherMark(courseWork);
courseWorkValidationService.validTeacherMark(mark, courseWork);
courseWork.setTeacherMark(mark);
courseWork.setTimeOfTeacherMark(LocalDateTime.now(ZoneOffset.UTC));
calculateTotalMark(courseWork, TEACHER);
repository.save(courseWork);
emailSender.sendEmailRequest(new EmailSendRequest(
EmailType.COURSE_WORK _EVALUATED,
"uk",
courseWork.getApprovedApplication().getEmail(),
Map.of{"topic", courseWork.getApprovedApplication().getCourseWorkTheme().getTopic




));

return true;

}

public boolean setCommissionMark(int mark, int courseWorkId) {
CourseWorkEntity courseWork = repository.findByld(courseWorklId)
.orElseThrow(() -> new NoSuchEntityException(CourseWorkEntity.class.getName(), "by id " +
courseWorklId));

courseWorkValidationService.hasRightToPutCommissionMark(courseWork);
courseWorkValidationService.validCommissionMark(mark, courseWork);
courseWork.setCommissionMark(mark);
courseWork.setTimeOfCommissionMark(LocalDateTime.now(ZoneOffset.UT());
calculateTotalMark(courseWork, TotalMarkingType.COMMISSION);
repository.save(courseWork);
emailSender.sendEmailRequest(new EmailSendRequest(

EmailType.COURSE_WORK _EVALUATED,

"uk",

courseWork.getApprovedApplication().getEmail(),

Map.of{"topic", courseWork.getApprovedApplication().getCourseWorkTheme().getTopic())

));

return true;

}

public boolean setPlagiarismPercentage(double percentage, int courseWorkld) {
CourseWorkEntity courseWork = repository.findByld(courseWorkId)
.orElseThrow(() -> new NoSuchEntityException(CourseWorkEntity.class.getName(), "by id " +
courseWorklId));
courseWorkValidationService.hasRightToPutPlagiarismPercentage(courseWork);
courseWorkValidationService.validPlagiarismPercentage(percentage);
courseWork.setPlagiarismPercentage(percentage);
repository.save(courseWork);
return true;

private void calculateTotalMark(CourseWorkEntity entity, TotalMarkingType type) {
Integer entityFacultyld =
infoServerUtils.getFacultyldByDepartmentld(entity.getCourseNumber().getDepartmentld());
Optional<MarkingConfigEntity> configDB = markingConfigRepository.findFirstByFacultyld(entityFacultyld);
if (configDB.isEmpty() || configDB.get().getMarkingType() == null) {
if (type == TEACHER)
entity.setTotalMark(entity.getTeacherMark());
else
entity.setTotalMark(entity.getCommissionMark());
}else {
TotalMarkingType typeConfig = configDB.get().getMarkingType();
if (type == TEACHER && typeConfig == TEACHER)
entity.setTotalMark(entity.getTeacherMark());
else {
int mark = 0;
switch (type) {
case SUM:
mark = entity.getCommissionMark() + entity.getTeacherMark();
break;
case TEACHER:
mark = entity.getTeacherMark();
break;
case COMMISSION:
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mark = entity.getCommissionMark();
break;

}

entity.setTotalMark(Math.min(100, mark));

Jlicmune 3.7 - Knac CourseWorkService

Hns xnacy ApplicationService O0yno n0oAaHO BUKIUKU CEpBICY HOTU(IKALIN st

HACTYyIHUX CUTYyaIli:

1) micast cTBOpEHHSI HOBOI 3asBKU CTYJACHTY Ta BUKIIaJady OyAyTh HaJiClIaHl JUCTHU 32
mabnonamu  NEW COURSE WORK REQUEST SENT (pucynox 3.1) Ta
NEW COURSE WORK REQUEST (pucyHok 3.2) BIAIIOBIIHO.

2) y BUNIQJKY BIAXWJIEHHS 3asgBKM BUKIJIAJayeM, CTYAEHTY OyJe HaJaiCIaHO JIUCT 3a
madnonoM COURSE WORK REJECTED (pucyHok 3.3).

3) y BUNAAKy MIATBEPIXKEHHSI 3as8BKU, CTYJEHTY 3 MiATBEPKEHOIO 3aiBKOIO OyJie
Hajicnano Juct 3a madaoHoM COURSE WORK APPROVED (pucyHok 3.4), a ycim
IHIIUM CTYJI€HTaM, K1 TAaKOK CTBOPUJIM 3asiBKU Ha JJaHy TeMY, OyJie HaICTaHO JIUCT
3a wabnonom COURSE WORK REJECTED.

Hns knacy CourseWorkService Oyno NOJaHO BHUKJIUKH CEpBICY HOTU(IKAIN st

HACTYyIHUX CUTYyaIi:

1) micast BCTAHOBJEHHS OIIIHKM BHKJIAJadeM, CTYJIEHTY OyAe HaJiclaHO JIMCT 3a
madnonoM COUNSE WORK EVALUATED (pucyHoxk 3.5).
2) micisi BCTAHOBJICHHS OI[IHKU KOMICI€I0, CTYJIEHTY OyJ€ HaJliCJIaHO JIUCT 3a a0JIOHOM

COUNSE WORK EVALUATED.



€N Bignosictu

° SMART_TEST
Komy: CmetaHtok Bonogumup OnekcilioBuy

3anuT Ha KypcoBy poboTy HagicnaHo
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NATIONAL UNIVERSITY OF
KYIV MOHYLA ACADEMY

3anuT Ha KypCcoBYy po6oTy Hajjic/1aHO

Bauuty 3asBKy Ha Temy "TecToBa Tema KypcoBoi” 6ys10 HaJlic/IaHO BUK/Iazjauy.

Haujionanehuii yHiBepcuTer "KueBo-MoruisHceKa akagemis”
By/1. CkoBopou 2, Kuis 04070, Ykpaina
Ten.: 425-60-59

BebcaiiT: smart.ukma.edu.ua

> Tepecnaty
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Pucynox 3.1 - Jlucm 3a wabaonom NEW _COURSE WORK REQUEST SENT

<\ Bignosictu

Pucynok 3.2 - Jlucm 3a wabnonom NEW _COURSE WORK REQUEST

Tema: TecToBa TeMa KypcoBoi.

Haujionanbuuii yniepcurer "KueBo-MornasHcbka akajjemis”
Byn. Ckoopogu 2, Kuie 04070, Ykpaina

> Tepecnatn

&> G
NATIONAL UNIVERSITY OF
KYIV MOHYLA ACADEMY

HoBuii 3anuT Ha KypcoBy po6oTty

IlaHoBHMit BUK/azau! Bu oTprManu HOBHIA 3aMUT Ha BUKOHAHHS KypCOBOi po6OTH.

s geransHoi inpopMauii nepeiiaiTe o BebGcaiity smart.ukma.edu.ua.

25-60-59

mart.ukma.edu.ua




3anuT Ha KypcoBy po6oTy BigxvuneHo

° SMART_TEST D O« « »

Komy: CmeTaHtok Bonogummp OnekciioBuy

3anuT Ha KypCcoBy po6oTy BiiX1ieHo

Bauu 3anuT Ha BUKOHaHHS KypcoBoi poboty Ha Temy "TectoBa TeMa KypcoBoi" 6yB Bigxu/eHuii.

Haujionansnuii ynisepcurer "Kueo-MorunsHcbKa akaziemis”
Byn. CkoBopopu 2, Kuie 04070, Ykpaina
Ten.: 425-60-59

BebcaiiT: smart.ukma.edu.ua

< Bignosictu > TMepecnatn

Pucynox 3.3 - Jlucm 3a wabaonom COURSE WORK REJECTED

3anuT Ha KypcoBy poboTy cxBasieHO

° SMART_TEST D O« « o

Komy: CmeTaHtok Bonoaumup OnekcilioBuy

NATIONAL UNIVERSITY OF
KYIV MOHYLA ACADEMY

3anuT Ha KypCcoBy po6oTy CXBa/IeHO

Bauu 3anuT Ha BUKOHaHHs KypcoBoi po6oTi Ha Temy "TecToBa TeMa KypcoBoi" 6yB cxBaseHHii

BHKJ/IaZlauem.

Harjionanshuii ynisepcurer "Kueso-MorunsHcbKa akajjemis’”
Byn. Ckoopopau 2, Kuis 04070, Ykpaina

Ten.: 425-60-59
BebcaiiT: smart.ukma.edu.ua

<\ BignosicTu > Mepecnatn

Pucynok 3.4 - Jlucm 3a wabnronom COURSE WORK _APPROVED



Bawa KypcoBa po6oTa ouiHeHa
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° SMART_TEST
Komy: CmeTaHtok Bonoanmup OnekciiioBuy

NATIONAL UNIVERSITY OF
KYIV MOHYLA ACADEMY

Baiia KypcoBa po6oTa oijiHeHa

Barua kypcoBa po6ora Ha Temy "TectoBa Tema Kypcoeoi” 6yia oL{iHeHa BUK/1aJaueM.

Jins petaneHoi iHpopmauii nepeiiaiTe o Bebcaiity smart.ukma.edu.ua.

Haujionanehuii ynisepcuter "Kueso-MorunsHcbKa akagemis™
By1. CkoBopogu 2, Kuie 04070, Ykpaina
Ten.: 425-60-59

Bebcaiit: smart.ukma.edu.ua

€\ Bignosictu

Pucynok 3.5 - Jlucm 3a wabaonom COURSE WORK _EVALUATED

3.4 BucHoBKkH 10 po3ainy 3

> Mepecnatn
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VY po3auii IpoAEMOHCTPOBAHO CTBOPEHHS IA0JIOHIB JIUCTIB 3 BUKOPUCTAHHSAM MOPAJT

IUIsl HAWKpamioi CyMICHOCTI Ta YHHMKHEHHS CHaM-(QuUIbTpIB, HaBEAEHUX Yy po3aum 1,

MPOTECTOBAHO CTBOPEH1 MIa0JOHKW 3a JOMOMOTOI0 cepBicy Mailtrap, Ta HaBeIEeHO

pe3ynbTaTh y TaOJHIl, TPOJEMOHCTPOBAHO PO3LIMPEHHS CEPBICY KypCOBUX pOOIT Ta

pe3ynbTaTh poOOTH 3 BUKOPUCTAHHSM CEpPBICY HOTU(IKAIIH.
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BUCHOBKHA

VY npaniit po0OOTI OyJ0 PO3TJISSHYTO OCHOBHI apXITEKTYpHI MIAXOAW 10 MOOYI0BU
3aCTOCYHKIB, IHCTpPYMEHTH Ta (PpeiiMBOpPKH Ha MOBI mporpamyBaHHs Java s podoTu 3
0azaMu JaHUX, MIrpaiisiMi, BeO-cepBepamMu, 3aXUCTOM 3aCTOCYHKIB, SMTP nmpOoTOKOJIOM,
Firebase. Takox Oyl0o HNOCHIKEHO JO€Talll Ta MNPUHUUNN PoOOTH crnam-(UIbTPIB,
peKoMeHAaIli 100 MPaBWIBHOTO HaNAIITyBaHHS MporeciB s podotu 3 Email Tta

moOy1I0BH JIUCTIB Ta MIa0JIOHIB.

PosrnanyTti TexHonorii Ta mopaau OyJlo 3acTOCOBaHO [Jisi MOOYJIOBU CEpBICY
HoTu(ikamiil. OpeliMmBopk Spring Boot Oyno BUKOPHUCTAHO SIK 0A30BUM 1HCTPYMEHT st
noOynoBu cepsicy. byno po3poOieHo cxemy 0Oa3um JaHUX Ta BUKOPUCTAHO MIrpari,
mo0y/I0BaHO THCTPYMEHTHU JJig poO0TH 3 Email, Firebase ta Git KI1€HTOM JJi1 OHOBJICHHS
nucTiB. Po3po6i1eHo KoHTpoiepH 1 aBTOpHu3allli Ta podotu 3 Firebase CIOBIIICHHAMH, a
TaKoXX OOpOOHUK YeprH JUisl HAJCWIAHHS JIUCTIB uYepe3 €JNEKTPOHHY MOIITY IJis PiBHA

KOMYHIKaIlii.

VY pe3ynbpTari CTBOPEHO MIKPOCEPBIC ISl pOOOTH 31 CIOBIIIEHHSMH Ta PO3POOJIEHO
1a0JIOHH JIMCTIB, OB’ s13aH1 3 KypcoBUMHU poboTamu. [IpoTecToBaHO CTBOpEHI 11a0JI0HM 32
JIOTIOMOTOI0 cepBicy Mailtrap Ta poO3MIMPEHO CEPBIC KypCOBUX POOIT BUKOPUCTAHHIM

cepBicy HOTU(DIKaIii.

Jlnst MalilOyTHHOTO MOKpAIEHHS! CEepBICY MOKHA 30UIBIIMTH KUIBKICTH Ta THUIU

11a0JIOHIB JIMCTIB Ta A0JAaTH BUKOPUCTAHHS Y 1HILI CEPBICH CUCTEMH Smart.
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