636

Liezina A. V.

Candidate of Economic Sciences, Associate Professor,

Associate Professor of the Department of Business Economics and Entrepreneurship,
Kyiv National Economic University named after Vadym Hetman
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In modern conditions, the Ukrainian critical infrastructure sector is in a state of
total transformation. Moreover, it cannot be characterized as exclusively positive.
Currently, there is many destructions and deteriorations in the quality of services
provided to ensure important means of livelihood for the population (such as heat,
water, electricity supply). Accordingly, the issues of strengthening the level of security
for the relevant enterprises are becoming urgent. In general, the energy sector is an
important component of the country's state security and its restoration in the post-war
period should become a priority for the authorities [1]. Unfortunately, there is a high
level of corruption, constant change of regulatory levers and shady aspects of
conducting business processes of enterprises, which significantly reduce the overall
level of investment attractiveness for foreign representatives. In this case, it is worth
turning to compliance management. From the point of view of the development of
scientific achievements, this direction has long ceased to be purely technical
compliance with formal legislative norms and standards. Currently, there is a
significant transformation of this management function into a strategic tool for
reducing risks, avoiding threats and protecting the economic interests of enterprises.
Accordingly, the effective use of compliance tools will enable energy enterprises to
increase the level of trust and investment attractiveness to restore the energy
infrastructure.

From the point of view of the available methods and tools in scientific and
practical aspects, there is currently a major problem regarding the lack of a general
standardized approach to risk assessment in the energy sector [2]. It is especially worth
noting the conditions of uncertainty and increased threat in the context of geopolitical
changes (both in Ukraine and in the world as a whole). Established and traditional
methods of strengthening economic security are formed based on focusing on the state
of physical security of facilities and/or on conducting an audit, which leads to the
elimination of issues of forecasting changes [3]. But energy is a rather specific industry,
because the product of its activity has an inelastic demand and there are no substitute
goods for it. This makes the consumption of the product of the activity of energy
enterprises constant and requires additional government interventions. It is also worth
considering high corruption risks. Therefore, it is quite appropriate to present a
mathematical justification of the conceptual model of a compliance-oriented tool for
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strengthening the economic security of an energy enterprise. It is seen that this is a
model of integration of compliance procedures into the enterprise risk management
system, which is aimed at improving all indicators of its economic security. The main
element of such a model will be the generalized compliance resilience index (/cg) of
the energy enterprise. According to the author's approach, it allows to assess the level
of protection of the energy enterprise from internal and external regulatory risks. Its

calculation can be carried out as follows:
i

Iep = 211 <Wi * Rc;ct) * (1 — Ploss) ) (1)

tol
where w; — weighting factor of the i-th type of risk (anti-corruption,

environmental, tax, etc.);

R%,; — the actual level of residual risk after implementing compliance measures;
L | —the acceptable level for this type of risk, determined by the overall security
strategy of the enterprise;
P,,ss — the likelihood of financial and reputational losses in the event of a
violation of compliance standards.

It is seen that when applying the specified approach and calculating the
generalized compliance-stability index, the goal of preventing probable risks and
threats will be achieved. And the practical application of the calculation by the
management of the energy company will help to identify poorly formalized and hidden
risks in a timely manner, which will increase the level of economic security of the entire
enterprise.

The results of the conducted research allow us to draw conclusions that in the
current conditions of changes in the energy sector of Ukraine, compliance management
is becoming an important element of ensuring economic security. First, the specified
changes are due to a change in the management paradigm as a whole. From traditional
methods of formalizing the implemented, the management component moves to a
proactive position of predicting future changes and building a strong development
strategy. It has been established that the main element in forming the sustainability of
the country's energy system is the transparency of internal business processes, which
is an obligatory element on the way to European integration processes of restructuring.
The presented mathematical calculation of the generalized compliance-stability index
(ICR) helps to establish objective safety indicators, presenting them in quantitative
terms. The indicated approach allows not only to identify risks in a timely manner, but
also to reduce the consumption of basic resources by optimizing them and reducing
costs. Accordingly, together, the tools of compliance management and economic
security of enterprises form a new paradigm of the strength of energy enterprises and
reliable protective barriers against all possible threats. The applied aspect of the
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proposed combination is to create a transparent operating environment that reduces
shadow costs and directly affects the increase in the level of macroeconomic stability
of the energy sector of Ukraine.
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THHOBAIIMHI NIIXOM 1O EHEPTO3BEPEKEHHS
MPOMUCJIOBUX MIINPUEMCTB

Y cydacHMX yMOBax €KOHOMIYHOi TpaHcdopmallii Ta MICIIBOEHHOTO
BIJIHOBJIEHHSI YKpaiHM OCOOJIMBOi aKTyaJIbHOCTI HaOyBae (opMyBaHHS €(EKTHUBHOI
€KOCHCTEMH 1HHOBAIIIMHOTO MIAMPUEMHHMIITBA, 3AaTHOI 3a0€3MeUYNTH MOJICpPHI3allii0
MIPOMHKCIIOBOTO CEKTOPY Ta MiJABUIICHHS PIBHS €HEProe(EeKTUBHOCTI BHUPOOHUIITBA.
OnHUM 13 TOJIOBHUX HAMpPsIMIB TAaKOTO PO3BUTKY € BIPOBAKEHHS 1HHOBAIIMHUX
MIIXOJIB 7O €HEepPro30epexeHHsT Ha MNPOMUCIOBUX MIANPUEMCTBAX, LIO CIPHUSE
panioHaIbHOMY BUKOPUCTAHHIO €HEPreTUUHUX PECYPCIB, MIABUIIEHHIO €(DEKTUBHOCTI
BUPOOHMYUX MPOLECIB Ta 3MIITHEHHIO €HEPTeTUYHOI HE3AJIEKHOCTI] IEPHKABU.

BaxxnuBy ponib y BOpOBaIKEHHI eHeproe()eKTUBHUX PILIEHb BIAIrpae pO3BUTOK
1HHOBAIIMHOTO TIAMPUEMHHIITBA, SIKE CIIPUSE€ CTBOPEHHIO Ta KOMepIliai3allii HOBUX
TEXHOJIOT1H y cdepi eHeprozoepexerns. @opMyBaHHS CIPUSTINBOTO IHHOBAIITHOTO
CEPEeIOBHUIIA, PO3BUTOK MAPTHEPCHKUX B3aEMOJIN MK MIAMPUEMCTBAMH, HAYKOBUMH
YCTAaHOBaMHU Ta JCP>KaBHUMH 1HCTUTYIIISIMU CTBOPIOIOTH MEPEyMOBH JIJISI aKTUBI3AIli1
MPOILIECIB TEXHOJIOTTYHOI MOJIEpHI3allii MPOMUCIOBOCTI.
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