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Microsoft Azure ma AWS das tiozo pozzopmanms

BukoHas:
AxMmaaoB Osiekcin CeprinoBuy

HaykoBuWH KepiBHUK:
I'peuko AHacTacia BajsiepiiBHaA

HAYKMA 2025



Anmyaﬂbnicmb

[lomiMpeHHA XMAapHUX TEXHOJIOTIH
3pOCTAaHHA NONY/JIAPHOCTI MIKPOCEpPBICHOI apXITEeKTYPH

Microsoft Azure Ta AWS € jiijepaMu cepe/Ji XMapHHUX NpPoBalAepiB i3 IIMPOKUM
HAaGOpPOM CepBicCiB

[IpoBanaep YacTKa pUHKY
AWS 30%
Azure 21%

Google Cloud 12%




MeTa Ta 3aaay4l

Mema: P03p06umu aaanmueuy MEHMOPCLKY n/lamgﬁopmy 3 Minpocepeicuom apximenmypom
ma peaaizyeamu ii denaoit y Microsoft Azure ma AWS das nopignanms uacy, eapmocmi,

A€2ZKOCMi ma 3pyuHOCMi GUKOPUCMAHHA YUX Cepaicid ma onanysants HAGUok pobomu 3

yuMu naamgpopmamu

Ilpoexmyasanns Pospobka Aenaou Azure Aenaou AWS Iopieuanna
BusHayeHHA HanucaHHA Koay, HastamurryBaHHA HastamutyBaHHA [lopiBHAHHA Azure i AWS

apXiTeKTypH, BUDIp peaJiizanis 6i3Hec- Azure AKS, peectpy AWS: EKS, ECR, |IAM, 3a KpUTEPISAMHU. BAPTICTh,
TEXHOJIOTIN JIOTIKH ACR, 6a3u, secrets EC2 IBUAKICTb JEIJIOH0,

MacCIITab0BaHICTh,
MOHITOPHUHT

HAYKMA 2025



Punoxr MEHMOPCLKUX nxmmg%pm

ADPList @ MentorCruise $ growthmentor

ADPList — zaobaavHuil MentorCruise — naamna GrowthMentor — 6isnec-¢poryc,

8010HMEPCHLKUTL MAPKemMNAelic nidnucka 6id $50/mic $60—120/mic

HAYKMA 2025



Karouoai nOpiGH}lHH}l

[lnatdopma $ / mic Jlokasisanis Kacromisanis
ADPList 0* EN _
MentorCruise 50-150 EN —
GrowthMentor 60-120 EN —




OO0 OO

Oyukyionaavhi umozu do cucmemu

Peccmpayis ma asmopuzayisn uepes JWT, niompumka poaeii: MENTEE / MENTOR /
ADMIN

[1pochini menmopia i menmi 3 iabmpayieio 3a HAGUUKAMU, KOMNAHIAMU, PETIMUHZOM
Bponioganns ceciti: 3anum, nidmeepoxcenns, ckacy8amms, 3adepuieHHs
Cucmema gideyxia i pelimunzis das 00ox cmopin

Cnogiwgenns nodiit y cucmemi



Obpani mexnoa02ii po3podru

KaTeropis O6paHo

Azure Database for PostgreSQL, Amazon RDS for

b
A PostgreSQL
IMoaii Kafka
OpkecTpalis Kubernetes (AKS pasa Azure, EKS giss AWS)

MOHITOpHMHT Prometheus + Grafana




3azaavHa apximexmypa

Docker Container

Frontend
{(Web Client)

HTTP Requests {3anvT Bl KOPUCTYEaYE)

Docker Container

APl Gateway
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Docker Container
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Auth

Docker Container

Session_Rating

Docker Container

h

Profile

Docker Container

Motification

Cloud DB

Cloud DB

Cloud DE

Docker Container

Kafka (Message
Broker)

Cloud DB




ER-diazpama BA

Notification

PK | id SERIAL PRIMARY KEY

FK1| user_id INTEGER NOT NULL, REFERENCES users(id) ON DELETE CASCADE
message TEXT NOT NULL
is_read BOOLEAN NOT NULL, DEFAULT FALSE

created_at TIMESTAMP NOT NULL, DEFAULT NOW()

catalog_industries

PK | id SERIAL PRIMARY KEY

name VARCHAR(255) NOT NULL

catalog_fields

PK | id SERIAL PRIMARY KEY

name VARCHAR(255) NOT NULL

M|FK1 | industry_id INTEGER NOT NULL, REFERENCES catalog_industries(id) ON DELETE CASCADE

Users

PK

mentee_ratings

PK | mentee rating_id SERIAL PRIMARY KEY

FK1| mentor_id NOT NULL, REFERENCES mentor_profiles(user_id) ON DELETE CASCADE
FK2| mentee_id NOT NULL, REFERENCES mentee_profiles(user_id) ON DELETE CASCADE
score SMALLINT NOT NULL, CHECK (score BETWEEN 1 AND 10)

feedback TEXT

date TIMESTAMP NOT NULL, DEFAULT NOW()

id SERIAL PRIMARY KEY

first_name VARCHAR(255) NOT NULL

mentee_desired_fields

last_name VARCHAR(255) NOT NULL

PK

mentee desired fields id

RIAL PRIMARY KEY

role VARCHAR(60) NOT NULL

zx\‘ |

email VARCHAR(255) NOT NULL, UNIQUE

FK1

mentee_id INTEGER NOT NULL, REFERENCES mentee_profile(user_id) ON DELETE CASCADE

field_id INTEGERNOT NULL, REFERENCES catalog_fields(id) ON DELETE CASCADE

password_hash VARCHAR(255) NOT NULL
created_at TIMESTAMP DEFAULT NOW()

updated_at TIMESTAMP DEFAULT NOW()

mentor_skills

PK

mentor skills id SERIAL PRIMARY KEY

mentor_specializations

PK

mentee desired fields id SERIAL PRIMARY KEY

T FKa

MenteeProfile

PK

id SERIAL PRIMARY KEY

Skills

FK1

FK2

mentor_id INTEGER NOT NULL, REFERENCES mentor_profile(user_id) ON DELETE CASCADE

skill_id INTEGER NOT NULL, REFERENCES skills(id) ON DELETE CASCADE

PK

id SERIAL PRIMARY KEY

name VARCHAR(50) NOT NULL, UNIQUE

mentee_skills

PK

mentee skills id SERIAL PRIMARY KEY

FK1

FK2

mentee_id INTEGER NOT NULL, REFERENCES mentee_profile(user_id) ON DELETE CASCADE

skill_id INTEGER NOT NULL, REFERENCES skills(id) ON DELETE CASCADE

FK1

user_id SERIAL NOT NULL, FOREIGN KEY (Users.id)
development_goals TEXT
created_at TIMESTAMP DEFAULT NOW()

updated_at TIMESTAMP DEFAULT NOW()

M | FK2

mentor_id INTEGER NOT NULL, REFERENCES mentor_profile(user_id) ON DELETE CASCADE

field_id INTEGERNOT NULL, REFERENCES catalog_fields(id) ON DELETE CASCADE

recommendations

PK

id SERIAL PRIMARY KEY

M feka
M lek2

MentorProfile

PK

id SERIAL PRIMARY KEY

mentor_id INTEGER NOT NULL, REFERENCES mentor_profile(user_id) ON DELETE CASCADE
recommender_id INTEGER REFERENCES users(id) ON DELETE SET NULL
comment TEXT NOT NULL

created_at TIMESTAMP NOT NULL, DEFAULT NOW()

Session

PK

id SERIAL PRIMARY KEY

FK1

1 FK1

companies

PK | company_id SERIAL PRIMARY KEY

name VARCHAR(255) NOT NULL, UNIQUE
description TEXT
access_key_hash VARCHAR(128) NOT NULL

industry VARCHAR(255)

logo_urt VARCHAR(255)

FK2

user_id SERIAL NOT NULL, FOREIGN KEY (Users.id)
company_id INTEGER REFERENCES companies(company_id) ON DELETE SET NULL

bio TEXT NOT NULL

experience_years INTEGER NOT NULL CHECK (experience_years »= 0)

average_rating NUMERIC(3,2) DEFAULT 0.00, CHECK (average_rating BETWEEN 0 AND 10)
created_at TIMESTAMP DEFAULT NOW()

updated_at TIMESTAMP DEFAULT NOW()

achievements

PK

id SERIAL PRIMARY KEY

FK1

mentor_id INTEGER NOT NULL, REFERENCES mentor_profile(user_id) ON DELETE CASCADE
title VARCHAR(255) NOT NULL

description TEXT

achieved_at DATE

created_at TIMESTAMP NOT NULL, DEFAULT NOW()

FK2

mentor_id INTEGER NOT NULL, REFERENCES mentor_profile(user_id) ON DELETE CASCADE

mentee_id INTEGER NOT NULL, REFERENCES mentee_profile(user_id) ON DELETE CASCADE

topic VARCHAR(255) NOT NULL

scheduled_at TIMESTAMP NOT NULL

duration INTEGER NOT NULL

status VARCHAR(20) NOT NULL, CHECK (status IN (pending’, 'confirmed’, 'completed’, 'cancelled’, "declined’))
created_at TIMESTAMP DEFAULT NOW()

updated_at TIMESTAMP DEFAULT NOW()

mentor_reviews

PK

mentor rating_id SERIAL PRIMARY KEY

FK1

FK3

session_id INTEGER NOT NULL, REFERENCES sessions(id) ON DELETE CASCADE
mentor_id NOT NULL, REFERENCES mentor_profiles{user_id) ON DELETE CASCADE 9
mentee_id NOT NULL, REFERENCES mentee_profiles(user_id) ON DELETE CASCADE
score SMALLINT NOT NULL, CHECK (score BETWEEN 1 AND 10)

comment TEXT

created_at TIMESTAMP NOT NULL, DEFAULT NOW()



MentorMatch

lonoswsa

Iumepdpeiic

MenTopu Cecii
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CTaHb MEHTOPOM ab0o 3Hauau HaCTaBHUKA K MEHTI
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Iumepdpetic

MentorMatCh Fonosxa MesTopu Cecii @ °

nopucmyeaua

!

Jane Doe John Smith John Clark
EkcnepT 3 Data Science CneuwianicT 3 WTYMYHOro IHTeneKTy Full-stack po3potHuK
10 pokie poceiay 7/ pOKIB goceiny S poKiB pocsify

Michael Brown Alber Lee Sara Kim
EKCNepT 3 XMapHMX 06YUCNEeHb CneulanicT 3 Kibepbeaneku ApXITEKTOp NPoOrpaMHoro sabesnevyeHHs
8 pokiB fgoceiny 6 pokis gocsiay 12 pokis pocsiny
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Cmeopenna AKS ma
EKS Amazon AWS

s eks create-cluster \

1ame “"mentormatch-eks™ \

:aws:iam: :476864926250:role/AmazonEKSAutoClus
pc-config subnetIds=subnet-8e74b214%aeaec879, \

1062a1Te8b5881d78, subnet-8b7+c8831189e2fb49, endpointPublicAccess=true

Azure CMaEop1oe Kaacmep ma

HOJ-2pyny 3a 3amo61yGaHHAM

864026250 : role/AmazonEKSNodeRole main™ \

Saeaec979 subnet-88962afeBb5881d70 subnet-8b7fcB881f@9%e2fb4g \

agmomamuuxo. MeHwue

noump(mm, ane ua uanuii

Cmapm.

Y AWS kondpizypayin kaacmepa i nod-zpynu posdiaena.

biavwue KOHMPOA10 — ckaadHiwe HAAAWIMYBAHHA.
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| Load Balancer ma
Microsoft

In gress

Ingress 3 ALB ma anomauyiamu (cmeopme AWS Application Load Balancer)

Kubernetes Service muny LoadBalancer (cmaopioe Azure Load Balancer) ~ ‘-0ad balancers (1/1)

Elastic Load Balancing scales your load balancer capacity automatically in response to changes in incoming traffic.

| Q, Filter load balancers |

& kubernetes =

Load balancer Name v DNS name v | State v | VPCID v | Availability Zones v | Type v

> Move ~ [i] Delete () Refresh 27 Give feedback | k8s-default-apigatew-2... 0] k8s-default-apigatew-2519... @ Active vpc-00379¢9¢7d8343d5b 3 Availability Zones application

 Essentials

Resource group (move) : mc mentormatch-rg_mm-cluster westeurope = § kubectl EEt Z-LI'IEFESS
group (move) : mc mentarmatch-rg mm-cluster wesleurope NAME CLASS  HOSTS  ADDRESS PORTS
Location + West Europe apl-gateway-1lngress <none»> * k8s-default-apigatew-25193b2fel-1423486214.eu-north-1.elb.amazonaws.com 88
Subscription {move) : Azure subscription 1 - %
Subscription ID : 5023f3de-1461-4a7d-89f9-a7b1286c848f
e . tandiard ALB y AWS Console, cmsopenuii uepes Ingress Controller
Tags (edit) . aks-managed-cluster-name : mm-cluster aks-managed-cluster-rg . mentormatch-rg
See more
D api-gateway cefault @ ok LoadBalancer 10.0.246.107 9.163.141.7 2 80:20205,/TCP

Load Balancer 3 Azure P ortal ma agmomMamuvHe cmeopemm 308HIUHBbOZO nopma 13



.EN

=ycur_secret key here

=your_db name

=your_db_user

=your_db password
=your_db_host_url
-5432

=admin@example. com
=Admin
=User

=your_admin password

Secret

S

service-
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30epizanns cexpemis y xmapi ma inmezpauyia 3 Kubernetes uepes CSI

Microsoft Azure - Key Vault Driver

| auth-service-kv1 | Secrets

Amazon AWS - Secrets Manager

= AWS Secrets Manager > Secrets

Key vaults

Search t- Generatenmport () Refresh T Restore Backup ¢£* Manage deleted secrets  ¢/> View sample code Secrets
T Create *** Group by none -

Qvery
o Name Type Status 1 Q Filter secrets by name, description, tag key, tag value, owning service or primary Region
B Activity log ’ y - - 5 - ™
Re e ontr X ADMIN-EMAIL v Enabled
P ADMIN-F / Enabled Secret name Description
Name ADN nable
2\ Diagnose and solve problems
— ADN ~ Ensbled web-portal-secret -
Access pol
Ree " N ALLOWED-HOSTS / Enabled
T IR ; session-rating-service-secret -
DB-HOST v Enabled —,
ents
. )B-NAME ~ Enabled )
Ibjects notification-service-secret o
v Enabled
Secrets B profile-service-secret e
¢! Certificates PB-LISER ~ Enabled
Sattings DEBUG ~ Enabled auth-service-secret Secret for auth_service Django app running in EKS
S Monitoring S v Enabled
Automation = C a . ] 6 ] WS S
Enabled
 hep : enpemu AA ROHCHOZ20 MleOCCPBIC;)) 3 eplzmombc;l G A ecrets
v Enabled
~ Enzbled
v Enabled
PROFILE-SERVICE-URL v Enabled
SECRET-KEY Enabled C:
: ks update-kubeconfig --name mentormatch-eks
<« = » -
Sh g 50f5 pla aut

csi-secrets-store

kubectl &

kubectl apply
kubectl apply -

Komanou dasn acmanosaeuns AWS Secrets Store CSI

. Driver
Haﬂammyeanu}l iHmezpauii 3 Azure Key 15

Vault



Xmapui 6azu danux das mikpocepaicia

Microsoft

Azure Database ﬂ%ﬂmL flexible servers

Default Directory

Create 503 Manage view ™~ (O Refresh Export to CSV B Open query

L) You are viewing_a new verzion of Browse experience. Some featurez may be mizsing. Click here to access the old experience.

| % Filter for any field... Subscription equals all Resource Group equals all > Location equals all = +  Add filter

|:| Name 1 Status Version
|:| B authdbserver Ready 15.12
|:| B notificationdbserver Ready 15.12
|:| B profiledbserver Ready 15.12
|:| B sessionrating Ready 15.12

Azure Database for PostgreSQL Flexible Server

=postgres

thdbserver.postgres.database.azure.com

[idkarouenns do Azure PostgreSQL

Amazon AWS

Aurora and RDS > Databases

Databases (4)

Q, Filter by databases

DB identifier A | Status v | Role v | Engine v | Region... v | Size
auth-db @ Available Instance PostgreSQL eu-north-1c db.t4g.micro
notification-db © Available Instance PostgreSQL eu-north-1b db.t4g.micro
profile-db ® Available Instance PostgreSQL eu-north-1c db.t4g.micro
sessionrating-db ©@ Available Instance PostgreSQL eu-north-1c db.t4g.micro

Amazon RDS for

Secret key P OS tgr&SeQL

JWT_SECRET_KEY IC] ze376v_p

DEBUG 0] True

DE_USER

DB_HOST 0 auth-db. chge2mdeslns . eu-north-1.rds . amazonaws . com

DB_PASSWIRD

DB_PORT 0] 5432

ITidkatouenns do AWS RDS "



Crpunmu

Microsoft Amazon AWS

iamserviceaccount \
region eu-north-1 \

ster mentormatch-eks \
--namespace kube-system \

echo "===== [2/7] Create rasc jrce g o p, ACR, AKS ====="
ate --name mentormatch-rg --location westeurope

o]
=
[+
™
L
™
L
(5]
%]
rt
(1]
i
|
T
(¥4
]
T
i
[aj=]

. . --name aws-load-balancer-controller
oup mentormatch-rg --name mmregistry --sku Basic
.

864926250 :policy/AWSLoadBalancerControllerTAMPolicy \

--5TTEI"-L3;L:_-5“" arn:aws:iam: :

group mentormatch-rg

[8]=]
-

[ ]
1
i
|
|
LA
!
]
]
L
—~+
1)
]
=]
k)
E
[
X
(=)
(4]
-

echo "[5tep 8] Install AWS Load Balancer Controller”
VPC_ID=%$(aws eks describe-cluster \

--name mentormatch-eks \
gion eu-north-1 \
"cluster.resourcesVpcConfig.vpcId” \

o

- A = L~ 233 - L 3

az aks ,PjETE --name mm-cluster --resource-group WeFtW‘TETCW—Fg --atlacn-acr mmreglistry

]
(1 &

echo "===== [3/
az aks get-credentials --resource-group mentormatch-rg --name mm-cluster --overwrite-existin

i
1
!

helm uninstall aws-load-balancer-controller -n kube-system || true

echo "===== [4/7] Install Azure Key Vault CSI Driver ====="
helm repo add secrets-store-csi-driver https://kubernetes-sigs.github.io/secr
helm repo update

m
—~+
LA
]
LA
—~+
]
=
m
]
]
LA
|
]
=
=
|
|E]
3
m
]
(51]
=
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erName=mentormatch-eks \

=2
m
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— |
[ =
=
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[
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1
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m
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™
(%4
=
1
[N
=
I
m
F
-

. i 4 - 4 C =1 +~ ~
T P T = -
ervi1ceAaCCoOuUnt.Create=Talse K

=aws-load-balancer-controller \

]
(1 &

L
(1 &

C
5

t serviceAccount.nam
I 1

\

]
(1 &

n=eu-norcn-

kubectl apply -f https://raw.githubusercontent.com/Azur .
t vpcId=$VPC ID

kubectl apply -f https://raw.githubusercontent.com/Azur

1+

s-store-csi-driver-provider-azure/master/depl
d

s-store-csi-driver-provider-azure/master/

1]
m

app.kubernetes.io/name=aws-load-balancer-controller
echo "===== [5/7] Setup AKS O0IDC and federate _
OIDC ENABLED=%${az aks show --resource oup mentormatch-rg --name mm-cluster --gquery "oidcIssuerProfile.enabled” -o tsv
if [[ "$0IDC_ EMNABLED" != "true" ]]; th

az aks update --resource-group mentormatch-rg --name mm-cluster --enable-oidc-issuer
fi

m 09

1 echo "[Step 9] Install Zookeeper and Kafka with persistent storage

helm install zookeeper bitnami/zookeeper \

=

OIDC_URL=%(az aks show --resource-group mentormatch-rg --name mm-cluster --query "oidcIssuerProfile.issuerUrl” -o tsv)
echo "0IDC Issuer URL: $0IDC_URL"

=

e =l i el =]

Opazmenm Bash-ckpunm das denaoto 8 Microsoft Azure install kafka bitnami/kafka \

t replicaCount=1 \

t zookeeper.enabled=false \
5

|
(5]

L
(%]

t externalZookeeper.server

Opazmenm Bash-ckpunm das denaoro 6 AWS 17



Azure vs

XapaKTCPMCTVlKI/l

Azure A WS

AWS

beskomrTosamit maker TIOCAYT

200$

$100 - HABYAABHMIA 3aKAAA € ydacHMKOM AW S Educate

$30—$75 - He € yuacHukom AWS Educate

ITaneap yIpaBAiHHA

Azure Portal — aerxo 3PO3YMIAMI AAS TIOYATKIBLA

AWS Console THYUKilla, aAe CKAaAHA. AAS BChOTO

HOTpi6Hi HAAQLITYBAHHS MMOAITUK Ta pOAef&

[Tiarpumka Kubernetes

AKS mae npocrimy inTerpanito 3 ACR ta apTomatnune

oHosaenus kubeconfig

EKS aae 6iabire KOHTPOAIO, aAe HOTpCGye PY4YHOTO
HAAALITYBAHHS (OIDC, IAM, LoadBalancer)

BaAaHCYB dHHA HABAHTAXCHHA

ITia kamoToMm

IToBue PY‘—IHC HaAa]_HTYBaHH}I

18



BucHoskru

[[poaHasii3oBaHO ICHYHOYHM CHCTEMH-AHAJOTK Ta CHOPMYJbOBAHO BHMOTU /[0
CTBOPIOBAHOI CUCTEMHU

Po3po06JieHO IMOBHOIL|IHHE Be0O-3aCTOCYBaHHS i3 MIKpPOCEPBICHOKW apXiTEKTyporw, 3
MOXJIMBOCTAMU  JIOKaJsii3amil Ta  Kacrtomisamil. IlpoekTt Mae 1moTeHIian [0
MacClITaOyBaHHS SK BHYTPILIHIK IHCTPYMEHT JJid KOMIIAaHIHM, OCBITHIX 3akJja/JiB Ta
CIIJIBHOT.

BUKOpUCTAHO Cy4YacCHI IHCTPYMEHTHU, AKI 3aCTOCOBYIOTHLCA Yy IPOAAKIIH-CepeJOBUILAX:
Katka, Docker, Kubernetes, Prometheus, Grafana, xmapHi 6asu gaHUX Ta CUCTEMU
30epiraHHs CEKpETIB.

[lopiBHSIHO pO3ropTaHHA CUCTEMM Ha XMapHUX maTPopmax Azure ta AWS

19






