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Aocniantn HanedbeKTUBHIWI TexHikm OSINT

Po3pobuTtu cuctemy ana NOCTiIMHOrO MOHITOPUHTY
30BHILUHbLOrO NEpPUMeETPY

Po3pobutn cnctemy moHitopuHry Stealer noris

[NMoka3aTtn epeKTUBHICTb 3axoais OSINT




Po3pobutn cnuctemy moHitopuHry OSINT

* Jocnigutn metoam aTaku Ta 3axXuUCTy iHOPACTPYKTYpH

MacuBHe ckaHyBaHHA MepexXeBoro npocTopy

* DNS

* SubDomains

* Subdomain Takeover
* SSL

* Emails

CKaHyBaHHA Ta 06pobKa Stealer logs

* Telegram API
* Python + Pandas
* Alerts







KINBOCTI subdomain-takeover
® AHani3 TLS i 3aronoskis 6e3neku
®* NlaHutor DNSSEC

® BunABNEHHA TOYOK HenpaAmMmoro KOHTpoO/1to

® 3006uny 3 Telegram-gamnis







Nmap Scan Results

Nmap Scan Results

Scan ID: 250

Status: DONE
Target URL: ukma.edu.ua

Port Results:

Port

22

80

443

Push to Report

Details

OpenSSH

Apache httpd

Apache hitpd

ornAana
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Security Headers Scan Results

Security Headers Scan Results

Asset: ukma.edu.ua

Scan ID: 102
Result ID: 171

Missing Headers

referrer-policy: Specifies which referrer information should be included with requests made from the document.

x-frame-options: Helps prevent clickjacking by controlling whether the content can be framed.
permissions-policy: No description available,

x-content-type-options: Prevents MIME-sniffing, ensuring proper content-type interpretation.
content-security-policy: Prevents XSS attacks by specifying allowed content sources.
strict-transport-security: Instructs browsers to only use HTTPS, preventing downgrade attacks.

All Headers

Created at: 5/27/2025, 11:46:23 AM
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domain a_records
["194,44.142.174"]

192 + itlaw.ukma.edu.ua [#135.181.9.28"] i1 4]

mx_records

* fin.university.smart-stag..

182 + documents,smart.ukma.edu. .. [¥185.131.52.158"] 0 n
182 + storage.smart.ukma.edu.ua [*185.131.52.158"] i 1§
182 + smart-stage,ukma.edu.ua ["194.44.142.174"] 1§ ]

* support.fin.ukma.edu.ua

["194.44.143.139"] Il i}
["194.44.142.197"] [l (1
["193.169.189.243"] Il 8]
["91,206.226.31"]
[*185.131.52.158"]
["135.181.9.29"] 4 1
182 + newdistedu,ukma.edu,ua [*135.181.9.29"] ] ]
["194.44.142.7"]
["212,111.212,230"]
192 + notifications.smart-stage. ["194.44,142.174"] f] []

+ nextcloud. ukma. edu. ua

* edu.skovoroda.ukma, edu.ua

+ alumni-fen.ukma.edu.ua finance.ukma.edu.ua

* course-work.smart.ukma.ed..

* mag.ukma.edu.ua

+ NZ.ukma.edu.ua

b nzpr.ukma.edu.ua

* nrplit, ukma.edu.ua ["212.111.212.238"] [l [1
["91.206.226.31"] il 8]

182 + www. fin. ukma. edu.ua Wwwl68. wixdns. net ["34.149.87.45"] 4] 8]

* marketing.ukma.edu.ua finance.ukna.edu.ua

182 + elib.ukma.edu.ua ekmair.ukma.edu.ua ["135.181.9.27"] 1§ 8]
182 + www. ktm. ukma.edu.ua {1 0 1
131.52.158"]
["194,44.142.174"]
["185.131.52.158"] [1 [l
["185.131.52.158"] [] i}
* md. ukma. edu. ua [*135,181.9.29"]

* fen.university.smart.ukma.. ["185.

* course-work.smart-stage. .

» fin.university.smart.ukma.,

¢ fsnst.university.smart.uk.

ns_records

potential_takeover
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE

FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE

FALSE
FALSE
FALSE

maybe_vulnerable

FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE

FALSE

FALSE
FALSE
FALSE
FALSE
FALSE




DNS Records for ukma.edu.ua

A Records (First seen; 2024-04-04)

Organization
Hetzner Online GmbH
R | B Iﬂ I I O B Iﬂ I

Hostname Piority ganzation

3ACTOCYHKY

NS Records (First seen: 2022-11-28)

Nameserver Organization

nad bdr.micreasoorline.com Micrasalt Corporation

N BT miercsofioriing.com icrosott Corporaton

it Corparaton

it Coeporation

S0A Records (First seen: 2022-11-28)

Emai

azuredns- hostmaster miero:




Testssl Scan Results Pt 12 R

Aesult ID: 245
Scan 102102

Host: ukmaedu.ua

IP Address. 135.181.9.30
Port: 443

Service: HTTP

RDNS: web.ukma.eduua,

Rating

| BIANOBIA|

rating_spec S5L Server Rzting Guide' (varsion 20090 fram 2020-01-30) INFC

ffgithuby com/ssiabaresearch/wik: - -Rating-Guide INFO.

protoced_suppor_scoe_waighted g INFOY

kay_oxchango_scora INFO

nange_scors. weighled : INFO

cipher_sirengin._ score INFO

Fo

final_store INFQ

overall_grade oK

grade_cap_reason_! Grade capped to A HSTS i not offe:

Vuinerabl

Protocols




Domain: civic.ukma.edu.ua
Scan 1D: 102
Result ID: 185

IP Addresses:

194.44,143.139
HTTP Status Code: N/A
HTTPS Status Coda: NfA

Created at: 5/27/2025, 2AM

Domain: cybsec fin.ukma.edu.ua B Iﬂl I I O B Iﬂl I

Scan ID: 102
Result ID: 166

3SACTOCYHRY

HTTP Status Code: N/A
HTTPS Status Coda: N/A

Created al 72025, 11:53:12 AM

Domain: course-work.smart-stage.ukma.edu.ua

Scan ID: 102
Result ID: 167

IF Addresses:

194.44,142.174

HTTP Status Code: 301
HTTPS Status Code: 200

Croated al: B/27/2025, 11:53:12 AM

Domain: accounts.smart-stage.ukma.edu.ua

Scan ID: 102
Result ID; 168

IP Addresses:




s

Search Credentials

=h Term

{ yandex.ru SEARCH

Fassword File Nama

fapp/downloads/19/0V@TXTLog

14693777 hitps:imega.nz/register Danechka Zaruckly @yandex.ru ddDD2007 @ 15M Lines it

[app/downioads/19/0/@TXTLog

1 Wi i A i i 1 1
4693783 http:fishopper.gwertykmv.ru/msshoppers kiselchicanna @yandex.n annaki212 12M Lines.txt

fapp/downloads/19/0/@TXTLog
12M Lines.txi

14695934 hitps:iipassport.yandex.ru/profile alena-yashkina1994 poker=face1994

h85-AXL-CCU- fapp/downloads/18/0/@TXTLog

14806025  hipsuiportal.gov.by ToksB67 @yandex.ru Yam i

fapp/downloads/ 1 9/0V@TXTLog
12M Lines. txt

14698124 hitpsfonline.. ins.rufproduct: f ization/4_regi ion.xhtml verbov57 @yandex.ru Vgva(444988

fapp/downioads/19/0/@TXTLog
12M Lines. txt

14701400 hitps:ipassport.yandex.rufauth/welcome rer il.com K

fapp/downloads/18/0/@TXTLog
12M Lines.txt

14701433 hitps porl.yandex.ru/auth. bk 1@ vyandex.ru blo 12
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<« - C QO & hitps://www.ukma.edu.ua

Database connection error (2): Could not connect to MySQL.
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