noTpeOyroTh JOAATKOBUX JOCIIIKEHb.

BucnoBok. Omxe, aHani3 MDKHapOJHHX NMPAKTHUK JTO3BOJISE HE JIMIIE BUSBUTH e(DEeKTHUBHI
Mojeni (opMyBaHHS KamliTaly, aje ¥ aJanTyBaTH iX A0 YKpPaiHCBKHX pealiid 3 ypaxyBaHHIM
NPaBOBHX, EKOHOMIYHMX Ta COI[albHUX ocoOmuBocTed. lle BigkpuBae NepCIEKTUBH IS
MiABUIIEHHS ()IHAHCOBOI ABTOHOMII TEpUTOPIaIbHUX TpoOMaja, MOJAEpHi3alii KOMYyHaIbHOT
1H(paACTPYKTYpH MiANPHEMCTB KOMYHAIBbHOI ()OPMHU BJIACHOCTI € Ba)KIMBUM KPOKOM Ha IIISIXY J10
HiABUILEHHS €(QEeKTHBHOCTI MYHIIMIAIBHOTO YIPaBIiHHSA Ta peaji3amii cTpaTerii MiCHEBOro
PO3BHUTKY.
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NEW FORMS OF OPERATIONAL AND COMPLIANCE RISKS CAUSED BY
ALGORITHMIC BIAS OF AI IN THE COSMETIC INDUSTRY

The cosmetic industry increasingly uses artificial intelligence (AI) and automation to
improve demand forecasting and ensure regulatory compliance. While these technologies promise
increased efficiency, algorithmic bias can create hidden risks by distorting forecasts and operational
decisions. This paper examines how algorithmic bias in automated management systems generates
operational, compliance, and economic risks in cosmetic companies. Using the COSO ERM
framework, the study identifies how reliance on “neutral” algorithms can lead to financial
inefficiency and gaps in regulatory compliance.

When addressing potential risks related to algorithmic bias in Al-based personalization and
forecasting, the COSO Enterprise Risk Management (ERM) framework provides a structured
approach for assessing, monitoring, and mitigating these issues. Organizations’ control

127



environments should recognize that Al systems, despite their perceived objectivity, are susceptible
to bias and require human oversight. Effective risk assessment processes should identify
algorithmic bias as a material risk with financial, operational, and compliance consequences,
incorporating regular bias testing and data audits. Transparent communication strengthens
stakeholder trust while enhancing internal understanding of Al limitations and risks. Reliable
monitoring, including periodic model validation and continuous tracking of personalization
outcomes across consumer segments, is essential to detect and address bias before it escalates into
broader business risks.

Analyzing the economic impact of algorithmic bias in Al-driven personalization and
forecasting in the cosmetic industry requires considering multiple theoretical scenarios to capture its
potential effects on operational efficiency, risk management, and compliance structures. High-risk
failure scenarios, moderate-complexity scenarios, and minimal-risk scenarios provide insights into
how bias can lead to tangible economic consequences across different organizational contexts and
Al maturity levels.

In a high-risk failure scenario, widespread, undetected bias can create severe economic
consequences. Misalignment between Al forecasts and actual demand may result in chronic
overproduction of some product lines and underproduction of others, generating high inventory
costs and requiring aggressive discounting that undermines profitability. Bias in personalized
marketing may exclude or misrepresent customer segments, leading to inefficient campaigns,
wasted advertising spend, and reputational damage that reduces trust and customer retention.
Compliance risks may also rise if biased algorithms inadvertently violate anti-discrimination
regulations, resulting in fines and corrective actions that further strain financial resources. Such
failures can exacerbate financial instability, positioning algorithmic bias as a systemic threat to
long-term profitability and competitiveness.

In a moderate-risk scenario, bias is present but detected periodically through audits or
customer feedback, causing episodic operational inefficiencies rather than systemic failures.
Companies may experience localized inventory imbalances, increased logistics costs, and missed
sales opportunities. Marketing campaigns may yield uneven results, effectively engaging some
demographic groups while underperforming with others, reducing marketing ROI. Compliance risks
manifest as reputational criticism rather than legal penalties, requiring targeted PR responses and
minor procedural adjustments. Economically, bias introduces friction in operations and financial
flows, lowering overall efficiency and flexibility without undermining strategic market positioning.

In a minimal-risk scenario, bias is effectively controlled through robust detection, inclusive
data handling, and integrated human oversight throughout the Al lifecycle. Al-based personalization
and forecasting accurately reflect market dynamics, optimizing inventory levels, reducing storage
costs, and enabling rapid responses to seasonal and trend-driven demand fluctuations. Marketing
spend delivers high ROI through precise targeting across consumer segments, boosting conversion
rates and customer lifetime value. Compliance risks are minimized through proactive monitoring,
ensuring Al systems operate within regulatory and inclusivity standards. Economic outcomes
highlight AI’s potential to significantly improve operational efficiency and revenue growth while
controlling bias-related risks, supporting strategic investments in advanced analytics and
automation in the cosmetic sector.

From an operational economics perspective, these scenarios demonstrate how algorithmic
bias affects supply chain flexibility, production planning, and inventory management. High-risk
conditions increase sunk costs and reduce operational agility, whereas minimal-risk conditions
support lean production and rapid market responsiveness. For cosmetic companies, the ability to
quickly align production with fluctuating consumer demand is critical to financial performance, and
algorithmic bias directly impacts the accuracy and reliability of this alignment.

With the development of Al-based personalization and forecasting systems in the cosmetic
industry, new forms of operational and compliance risks are emerging that go beyond traditional
risk profiles. These risks arise from the interaction of algorithmic bias, the opacity of Al decision-
making, and specific operational pressures in the cosmetic market, such as short product life cycles,
high seasonality, and the critical role of personalization in consumer engagement. Identifying and
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managing these new risks is crucial for companies seeking to leverage Al while maintaining
financial performance, regulatory compliance, and market reputation.

1. Data-driven discrimination risks in personalized marketing

Integrating Al into personalized marketing creates potential for algorithmically induced
discrimination, where certain demographic groups are systematically excluded or misrepresented in
campaigns due to biases embedded in training datasets or model architecture. Such bias can result in
disproportionate targeting of some consumer segments while ignoring others, leading to inefficient
allocation of marketing resources and lost revenue opportunities. Economically, uncontrolled bias
reduces marketing ROI, increases customer acquisition costs, and limits market expansion, directly
affecting revenue growth trajectories.

2. Product quality liability risks related to algorithms in personalized formulations

The shift to Al-based personalized formulations, such as individualized skincare or color
matching, introduces new forms of product quality liability if Al systems recommend inappropriate
products that may cause allergic reactions or ineffective results. This generates operational risks
related to customer dissatisfaction, product returns, and potential reputational damage. Within the
COSO ERM framework, these risks are mitigated through measures such as human oversight of Al
recommendations, transparent communication of Al limitations to manage customer expectations,
and continuous monitoring of adverse events to quickly minimize impact and improve Al-driven
processes. Proactive management of these risks transforms Al-based personalization from a
potential source of problems into a valuable factor for customer safety and trust.

3. Supply chain fragility due to overreliance on Al forecasting

The cosmetic industry’s dependence on Al for demand forecasting and supply chain
management can cause operational instability if models fail to accurately predict demand across
product lines or regions. Algorithmic errors or data inaccuracies can lead to inventory imbalances,
overproduction in some areas, and shortages in others, increasing storage costs, markdowns, or lost
sales. Risk management systems must account for the systemic nature of these vulnerabilities, as
forecasting errors can disrupt production planning and distribution logistics in global supply chains.
The economic consequences include higher operational costs, revenue losses during peak demand,
and reduced margins due to discounting excess inventory. Under COSO ERM, managing this risk
involves treating algorithmic forecasting as a critical business risk, implementing double-check
mechanisms, and continuously monitoring forecast performance with market-driven model
adjustments.

4. Non-compliance risks from unjustified Al decisions (“black-box” AI)

Using Al as a “black box” for marketing personalization and demand forecasting generates
compliance risks related to transparency and accountability, particularly under data protection laws
(GDPR, KISA) or consumer rights regulations. COSO ERM guidance includes establishing a
control environment, implementing Explainable Al (XAI) frameworks, and clear communication
protocols for Al decisions to consumers and regulators. By analyzing these risks within COSO
ERM, cosmetic companies can transform potential integration challenges into managed risks while
maintaining operational efficiency, regulatory compliance, and consumer trust.

Managers should regularly audit Al algorithms for bias and use representative datasets to
detect hidden discrimination by age, skin tone, or region. Early detection of such errors reduces
financial losses and reputational risks. Implementing XAl enhances transparency and accountability
of Al decisions, facilitating internal audits, customer interactions, and regulatory compliance (e.g.,
GDPR), while building consumer trust. Algorithmic bias should be recorded in corporate risk
registers. Periodic model testing and audits increase Al reliability, and open communication within
the company and with customers fosters a culture of transparency.

Al improves forecasting accuracy, but excessive reliance without human oversight is risky.
Hybrid models combining Al analytics with expert judgment help avoid overproduction or stock
shortages, minimizing financial and operational risks.

Actively addressing algorithmic bias strengthens brand reputation and consumer trust. Clear
communication about Al processes differentiates the company in the market, reducing negative
reactions and enhancing ethical brand perception.
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KPI tracking for Al accuracy and fairness provides early warning of systemic failures and
errors, while continuous monitoring supports operational excellence.

Forecasting errors increase storage costs and lost sales, and incorrect personalization raises
customer acquisition costs. Understanding these consequences helps justify investments in
improving Al models.

Cross-functional collaboration among technical, marketing, compliance, and finance teams
improves risk management, ensures practical controls, and aligns Al with business objectives,
reducing the likelihood of systemic errors.

Managers and teams need to understand Al functionality and limitations to increase process
resilience and reduce the risk of errors. Developing employee literacy enables prompt responses to
deviations.

Al practices should align with future transparency and fairness standards, as proactive
regulatory compliance prevents costly adjustments and helps companies lead ethically while
maintaining competitive advantage.

In conclusion, as Al-based personalization and forecasting continue to transform the
cosmetic industry, managing algorithmic errors will be critical to ensuring these technologies fulfill
their promise of enhancing operational flexibility and market responsiveness without introducing
hidden risks that could undermine organizational objectives. By adopting a proactive, risk-based
approach to Al management aligned with the COSO ERM framework, cosmetic companies can
leverage Al as a sustainable driver of competitive advantage, financial resilience, and consumer
trust in an increasingly digital and personalized market.
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IHTEJEKTYAJIIBAIIA EKOHOMIYHUX CUCTEM: BIJIl PEAKTUBHOI'O
YIIPABJITHHSA 10 TIPOAKTUBHOI ITAPAIUT MU

CyuacHa ekoHOMiKa (yHKIIIOHYE B YMOBaxX BHMCOKOI TypOyJIE€HTHOCTI, HemependauyBaHUX
r100anbHUX 30ypeHb Ta CTPYKTYPHHX TpaHCOpMaIliii, 0 BHMAarae MOIIyKYy HOBHX IIIXOJIB JIO
VIOPaBIiHHS EKOHOMIYHHMH TMpolecamMu. TpaauiiiiHi peakTHBHI METOIH, SKI IPYHTYIOTbCS Ha
aHaJi31 MUHYJIUX TOMAIN Ta MPUUHATTI PIIIEHb HA OCHOBI ICTOPUYHMX JIaHUX, HE 3/IaTHI 3a0€3MEUnTH
HEOOXIIHY IBHUAKICTH ajanTaiii, epeKTUBHE MPOrHO3yBaHHS PU3UKIB 1 CBOEYACHE pearyBaHHS Ha
30BHIIHI Ta BHYTPIIIHI MIOKA. Y IOMY KOHTEKCTI OCOOJIMBOTO 3HAuUCHHS HAOyBa€ KOHIICIIIiS
1HTeJIeKTyaTi3alii eKOHOMIYHUX CHCTEM, SKa Iepeadadae He JuIiie muQpoBi3aliio Mporecis, a
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