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Goals and tasks

The goal — research methods for detecting bots and trolls on the social media platform Telegram

The tasks:
e Review existing research, methods and tools related to bots and trolls detection.
e Combine the information gathered from the research and develop new detection methods.
e Build a Minimum Viable Product(MVP) for the detection system



Active measures and trolls factories

Uudposas Apmua Poccum
ﬂ 3apaua Ha 27.05 ﬂ

Ha3BancA xoxnom, Nonesai B KoTen

KOHKYpPWPOBaTE € BAMHOECKON B CKOpPOCTW 2apabaTeieaHiy Gabna
MOTYT TONBKO YKPANHCKUE BOBHKOMEL. BOT yiKe KOTODYH HEAENH
CO3HAHWE CEMAOMBIX YKPaMHLUEE BYA0paxunT HOBOCTE O TOM, UTO
OABCCKWIA HAYaNBHWK BOBHKOMATA CKONOTIA Cefie HEXUNDE TaKoe
COCTOAHWE, KOTOPOTD XEAaTUAO Ha BUANY B MICNaHWA W NHOKCOBLIRA
aeTomobne.

Wi EOOGLLE NOpa EPYYWTS rocHarpagesl P@. 3a uto? A
NPeAcTaBLTE, CKOABKD BPWrag, a TO M NOAKOE OH He OTMPABWA Ha
¢poHT! 3acnyr neped Poccneld? 3acnyril 3To LWYTKA, KOHEUHO, HO
e e 3TOT XEaNeHblil YKpauHCKA NaTpUoOTUEM € MPUBKYCOM
rigHOCTI? POAWHE B OMAcHOCTW, 3 OHW pa3ba3apuakoT CaMmoe LiIEHHoE
— UenoBeUeCKUil pecypc! YTUIMZMPOEaTs ero Nog baxmyTom —3To
Apyroe (3 o, BaxmMyT yxe He aKTyansHo. Mg y HaC Tam HOBaA
mMAcopybkaz)

YkpanHckan MoBUNn2auma JoCTUra TaKoro yCnexa, 4To CKopo Ha
YKpawuHe NepecTaHeT CyLecTEOBaTs Takau! MpocTo paGoTaTe
HEKOMY, HUKTO He XoueT. TenenopTUpoEaTLCA B FOPAUYH TOUKY
SKENMOLLMX MAN0. VILLLYT XeHLUWH CO CEOUM 3BTO. A MYXUKKN
roTOBLI NepenbiTe JyHail, Mk Bel He BoeBaTb.

JapaiiTe pacckaxem of 3TomM NoceTMTenamM yKponaGamkos!

Bnpunumm: GujeHull - 8 K p kd nocmy

PaboTaliTe co BTOPOrO aKKayHTa, MHCTRYELNA TyT.
. Kanane! gnA pacnpocTpaHeHna:

®awwnk JoHeuskniA hitps://t.me/gistapapapa

TLk News https://t.me/tlknewsua

3AXIA YKPAIHW https://t.me/joinchat/sXETxXKCirplNzZFi

MNews Cherkassy httpsy//t.mesnews_chrkssy

HoBuHW XKuTomupa | pzhytomyr hittpsy/tme/pzhytomyr

3710 Kpueoid Por, AETKA httpsy/t.me/joinchat/Xn0m_veRBCFIYmMVi
BEREZOVIEW (Taras Berezovets) hitpsy//t.me/berezoview
MoeecTkn Ofecca hitpsy//tme/povestki

36poiHi Cunu YkpaiHw. BiiHa 2 okynaHTamu hitps:y//tme/zsuwar
YkpaiHceknid Hacryn https:y/t.me/ukrnastup




Why Telegram?

1. Growing popularity

Telegram is experiencing a significant increase in popularity as a social media platform.

The rising user base emphasizes the importance of addressing the issue of bots and
trolls within Telegram.

2. Limited Research Focus:

There is currently a lack of sufficient research dedicated to studying bot and troll
detection specifically in the context of Telegram.

This knowledge gap presents an opportunity for researchers to contribute to the field
and develop effective detection methods

3. Unique Characteristics of Telegram:

Telegram possesses distinctive features and functionalities that require tailored
detection approaches.

Understanding these specificities is crucial for developing accurate and efficient bot
and troll detection systems on Telegram's messaging platform.



User Feedback Reports
Machine Learning
Linguistic Analysis
Graph-Theoretic Model
Holistic Approach
Multi-Feature Analysis

Detection of Fickle Trolls

Researched methods



General system architecture

1. Web service
Monitoring chats and accounts
2. REST API
Interface for the web service
3. Data collection
Module for retrieving data
4. Analysis
Pattern recognition and analysis of data
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Data collection

1. Multiprocessing retrieving and saving data
2. Batched saving to speed up performance

Problems

1. Hidden fields because of Telegram’s privacy
settings

2. Encoding of symbols

3. Different entities which could post a
comment(bot, regular user, channel owner)
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Analysis

Anomaly Analysis: This is a concept that involves examining data or entities (such as posts or comments) to
identify unusual patterns or behaviors. Different types of anomaly analyses are implemented to focus on various
aspects, such as the number of comments or reactions a post receives, the behavior of accounts interacting with
a post, and the semantic similarity between comments.

Semantic Similarity Analysis: This analysis uses advanced natural language processing technigues to calculate
the semantic similarity between comments on a post. If two comments are found to be very similar, it could
indicate potential spam or bot activity, leading to an increase in the suspicion level associated with the post or
the accounts that made the comments.

Rogue Account Analysis: This analysis focuses on identifying accounts that exhibit suspicious behavior. The
percentage of rogue accounts interacting with a post is calculated, and if it exceeds a certain threshold, the
suspicion level of the post is increased.

Analysis Service: This is a service that applies different types of anomaly analyses to an entity. It uses a flexible
design pattern that allows for the easy addition of new types of analyses as needed.
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Results

During work there were processed:

Chats: 70

Posts: 206295
Accounts: 895513
Comments: 14926289

The system detected:

3589 accounts which is considered trolls
6973 suspected to be trolls

1837 posts that were attacked by trolls with
different intensity



Conclusion

Using behavioral patterns can yield good results, but as the amount of data increases, the
speed decreases.

Utilizing a semantic similarity approach requires a well-trained model, particularly when
encountering new slang.

Employing Machine Learning for behavioral analysis necessitates a large dataset, which is
currently unavailable.

Applying a graph database for Telegram analysis didn't yield many advantages, as Telegram
accounts lack publicly accessible relationships. However, it could prove useful for identifying

troll networks in future research.



Future research

Integration subsystems to fully automate all of the processes

Using ML both for analyzing content and behavior

Creating subsystem which integrates with Telegram and automatically
prevent suspicious activity

Developing separate storage for analysis data which could be reused for

further analysis
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