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AHOTALIA

VY naHiii poOOTI PO3MISIHYTI MIAXOAW 1O TPOEKTYBAHHS apXITEKTYpH
MporpaMHOro 3a0e3MedyeHHs, JOCHIDKEH JOCBIA aApEeCyBaHHS apXIiTEKTYPHO
3HAYYIUX BUMOT 10 IporpamHoro 3a0esneyeHs. BusHaueH ckiaj cTeHKXOJaepiB
MPOCKTY Ta iX 1HTEpeCH; BHUSIBJICHI SIKICHI aTpuOyTH, SKi BIUIMBAIOTh HA apXiTEKTYpPy
plLIEHHS; 3alIPONOHOBAHI MPEICTAaBICHHS BIAMOBIIHI 10 TOUYOK 30py CTEUKXOJAEPIB;

po3po0iIeHa apXiTEeKTypa pIILIECHHS.

Kuarwuosi caosa: 1SO 42010, apxitekrypa, SEI, RUP, SAD, TOGAF, ASR,

QA, HeyHKITIOHAIbHI BUMOTH.



Beryn
AKTYaJIBHICTH TEMHU.

EdexTuBHa apXiTeKTypHa JOKYMEHTAIlisl € OJHIEI0 3 YMOB YCITIIXy B pO3poOii
mporpamMHoro 3abe3nedeHHs. YHiBepcaabHOI (popmMu abo MeTojoJoTii HE ICHYE, a
KUTBKICTh (PPEUMBOPKIB MPOCKTYBAHHS 301IBIIYETHCS Y€PE3 PO3BUTOK TEXHOJIOTIN Ta
esourortito cranmapta SO 42010, sxuit Buepie 3’ sBuBcst B 2011 pori. Ha eBomoriito
CTaHJapTa B TOMY YMCII BIUIMBAaIOTh ICHYIOUYM (QpelMBOpKH — poloda rpymna

PO3pPOOHUKIB CTAaHAAPTY JOCHIIKYE 0J113bK0 80 (PpeMBOPKIB, KOPOTKUMN OMUC SIKUX €

JOCTYITHUM Ha caiTi po3poOHukiB cranmapty (http://www.iso-architecture.org/ieee-

1471/afs/frameworks-table.html). Taka pi3HOMaHITHICTb TOSCHIOETBCS THM, IO

3ajlaya  CTaHAapTry 3a0e3lmedyuTH  ONTUMajbHYy  TpaHChOpMAllil0  IHTEpECIB
CTEHKXOJIIEPIB B 3pO3YMUTY apXITEKTYypHY JAOKYMEHTAllil0, IPU I[bOMY CKJIaJ TaKUX
CTEHKXOJIJIEpIB, CKJIAJHICTh 337a4, KOHTEKCT ICHYIOUHX pIIIEHb MOXKE CYTTEBO

BIUIMBATH HA BUMOTH JI0 apXITEKTYpH Ta i1 JOKYMEHTYBaHHS.

B paniii po6oti posraspaerbes npoekT HoBoro IT pimenHs, ToOTO He Mae
OoOMEXEHb BiJ MONEpeNHIX ab0 ICHy4YMX CHCTHUM. TaKMM UYHMHOM € MOXJIHMBICTbH

PO3pOOUTH BIACHUHM MOJIETIIEHUH MiAX1]] 10 TPOEKTYBAHHS apXITEKTYPH PIIIECHHS.

Merta pociigkenHs. Po3pobutu apXiTekTypy nporpaMHoro 3a0e3neueHHs AJis

BIPTyaJIbHOI KIMHATHU JJAHUX BUKOPUCTOBYIOUYM BIACHUM MIAXII.

3aBananHs jaochaixkeHHsa. [IpoBectn aHami3 ICHYIOUMX TIPAKTUK MO0
MPOEKTYBaHHS apXITEKTypu MporpamHoro 3adesmnedeHHs Ta crangapty 1SO 42010.
JlocniauTy ICHYIOYM TaKTUKH, K1 aIpecylOTh BUMOTH SIKICHUX aTpUOYTIB, YMOBH iX

BUKOPHCTAHHSA, Ta BUOPATH Ti, K1 BIAMOBIJAIOTH BUMOTaM MPOEKTA.

O006’exT nocaigkenns. Po3podka mporpaMHoOro 3ade3neueHHs Uil BipTyaabHOI

KIMHATH JaHUX.

Ipeamer  gocaimskenHsi. IIpoekTyBaHHST — apXITEKTypd  MPOTPAMHOTO

320€3MeYeHHS.


http://www.iso-architecture.org/ieee-1471/afs/frameworks-table.html
http://www.iso-architecture.org/ieee-1471/afs/frameworks-table.html

Jkepesia nociiaxenHsi. EIeKTpoHHI pecypcH, eNeKTpOHHI Bepcli ApyKOBaHOT

niteparypu, cranaapt ISO 42010.

HaykoBa HOBHM3Ha ojep:xkaHuX pe3yiabrTaTiB. HaykoBa HOBU3a moisirae B
CTBOPEHHI 1 BAKOPUCTAHHI BJIACHOTO MIJXOIy A0 MPOEKTYBAaHHS apXITEKTYpHU HOBOTO

MPOrpamMHOro 3a0e3MeyeHs.

IIpakTu4He 3HAYEHHS OJEepP:KAHMX pe3yabTaTiB. Po3pobiena apxiTekrypa
pIIEHHS BHUKOPUCTOBYETHCS JJIg pPO3POOKH MPOrpaMHOrO 3a0e3MeyeHHs Ui
BIPTyaJIbHOI KIMHAaTH JaHUX. BUKoOpUCTaHMI MiAXiJ NPOEKTYBaHHS apXITEKTypu
BianoBigae kpurepism crangapty ISO 42010 mns dpeiimBopkiB Ta Moxe OyTu

BUKOPUCTAHUMN JIJ1s1 (POpMaIbHOTO OMKUCY HOBOTO (pEMBOPKY.



1. Ilo Take Virtual Data Room Ta BuOip miaxoay cTBOpeHHSI MPOrPAMHOI0

3a0e3meYeHHs.

1.1. Hasimo me oqua VDR.

BipryansHa kiMHata ganux, nain VDR — e IT pimenss, mo 103BoJise
OTpaHi3yBaTH KOHTPOJIbOBAHHUH Ta 3aXUINEHUN JOCTYII 10 JOKYMEHTIB JJISI TIEBHOTO
Habopy kopuctyBauiB. Piemenns VDR npuiinuii Ha 3aMiHy TpaguUiiHOMY MIAXO1Y
oprasizaiiii KIMHATH JIaHHX, 10 € CKJIaI0BO0 yacTuHOO nporecy due diligence
(mepeBipka) npu npoaaxi 6i3Hecy (merges&acquisitions abo M&A tpan3axiiii) abo
BUXIJl KOMITaHii Ha myO:iuHi punky Kamnitany (IPO). 3 po3BUTKOM TE€XHOJIOTIH Ta
rio6anizauii 613Hecy pimenHs VDR Takox moyanu MHUPOKO BUKOPUCTOBYBATH B
THIIUX CUTYaIlIX, K1 TOTPeOyIOTh HAJJaHHS TOCTYIy TPETIM 0co0aM J10 BETUKOL
KUTBKOCTI KOH(1ICHIIIHHUX JOKYMEHTIB 1 JIe HACHIIKU BiJl BUTOKY 1H(popMalii
MOXYTb OyTH UyTJIMBUMH Ta KOMEpIIiitHO 3Hauymumu. Hanpukian, npu npoBeAeHH1
aynuTy, oopMiIeHHI maTeHTiB abo JileH31i, CKIIaJHUX CYJ0BUX IIpoIiecax, TOIIO.
Icnye nocuth Gararo pimens om0 opranizaitii VDR, ski Bipi3HAIOTHCS
(GyHKII10HAJIOM, TEXHIYHUMHU XapaKTEPUCTUKAMH, KOMEPIIIITHOIO MOJIEIUTIO, PIBHEM
3pYYHOCTI JUIsl KOPUCTYBaviB, 3aco0amu 3axucTy iHpopmaiiii. [lepenik HaiOLIbII

MOIIUPEHUX MpoBaaepiB HajaH B Jlomatky 1.

[TpoTe GinbIIICTh TaKKX pilieHb 3’ aBIKCH B 2000-X Ta MatOTh BiTHOCHO
oOMeXXeHy 3py4YHICTh JJIsl Koabopallii mpu aHasi3i iHgopmariii, ToMy 3BaKarouu Ha
11e 1 Ha BJIACHUHM JOCBIJl KOMITaHis, SKa KOHCYJIbTYE 3 MuTanb M&A, Bupimmuia

PO3POOUTH PIIIEHHS IJIsl BIACHUX MOTPeO Ta JJisi IPOCyBaHHS HAa PUHKY.



1.2. Orasa npouecy po3padoTKu MPOrpaMHOro 3ade3nevyeHHst

3Ba)kalouu Ha BUCOKI BUMOTH /10 O€3IMEKH Ta 3aXHUCTy 1H(pOopMalii Ta po3MipH
MOTEHIIMHUX 30MTKIB Y pa3l HEHAJIEKHOTO KOPUCTYBaHHS 1HPOpMaLlii, IKa MOXE
OyTH po3MillEHa B PENO3UTOPIi MpoBaiiepa cepricy, OyJI0 BUPILIEHO OpPraHi3yBaTH
PO3pOOKY PIlIEHHS BUXOJAYM 3 HAUKPALIUX MPAKTUK MOOYJOBU POrPAMHOIO

3a0€e3MeYeHHS.

MnaH

MoBHi BNPOBaXXAEHHA
BpeliHCcTopMiHT 3aTpatm
Mobyaosa Bunyck ana
AHani3 AHaniz ROI pilleHHA KOPWUCTYBaHHA

Bumoru ApxiTeKTypa Mnan MnaH npuiiomy
6i3Hecy Ta pileHHA TeCTyBaHHA
KOPMUCTyBayiB MNepepaya
IHTepdeiicn TecToBe 3HaHb

CucremHi OTOYEeHHA
BMMOrHn CueHapii ana MoHitopuHr Ta
KopucTyBaya Tectn nigTPUMKa

BuningroTs 8 OCHOBHUX €TalliB )KUTTEBOTO LIUKILY PO3POOKU MPOrpaMHOTro
3a0e3ne4eHHs — JOCIIKEHHS, BU3HAYEHHS BUMOT, TOOYA0Ba OIO/IKETY, MO0y 10Ba

apXITEKTYpH, po3po0OKa, TECTYBaHHSI, BOPOBAIKEHHS, TIATPUMKA.

®dokyc maHoi poOOTH Ha AU3aliHI apXITEKTypH PIIIEHHS Ta TUM €Tanam, 1o

MepeayoTh B MeXKax HEOOXITHUX JJIsl PO3POOKH apXITEKTYpH.



1.3. Un Tak BaxJMBa apxiTeKkTypa i siki OyBaroTh il BUan

KoHuenis apxiTeKTypu NporpaMHOro 3a0e3neueHHs Breplie 3’ sBUjiach Ha
nouatky 1970-x B nociikmkernsx Edsger Dijkstra ta David Parnas, siki Bkazaiu, 1o
CTPYKTypa KOMIT AITEPHUX CUCTEM Oe3MocepeIHbO BIUIUBAIOTh HA TAKUX CUCTEM 1
BUOIp MPaBWIHHOT CTPYKTYPH HaA3BUUYANHO BaxiuBuid. [lani, B 90-x ocHOBHI
ACIIeKTH apXITEKTYpPH MPOTPAMHOI0 3a0€3MEUYCHHS K JUCIUILTIHA OyIu BU3HAUYCHI
Ha I1/ICTaBl JOCJIIIPKEHb 3aC001B OMUCY apXITEKTYPH, CTUJIIB, TATEPHIB,
JOKYMEHTaIliil Ta OCHOBHUX MeToiB. [Ipu oMy cJIij] 3ayBa’KUTH, 110 HE M€
KOHCEHCYCY 111010 BU3HAYEHHS TIOHSTTS apXITEKTYpH, TOMY HaBeIeMO BU3HAUCHHS

,ZIGKiJII)KOX ABTOPUTCTHUX J[KCPCIILL

e |ISO/IEC

ApXITEeKTypa MporpamMHoro 3ade3neyeHHs — e PyHaaMeHTaabHi KOHIENTH
a00 BJIACTUBOCTI CUCTEMU B CBOEMY CEPEJIOBUIII BT1JICHI B CBOiX €JIEMEHTAaX,

BIJIHOCHHAX M)XK HUMH Ta MPUHIUIIAMU JU3aiHY Ta PO3BUTKY.

e Software Engineering Institute (SEI)

ApXITEKTypa MPOTPaMHOTO 3a0€3MeUeHHS — 1€ CYKYMHICTh CTPYKTYP
HEOOX1THUX JJIS OMKCY CUCTEMH, SIKI BKIIFOUAIOTh €JIEMEHTH IIPOTrPaMHOI0

3a0e3neueHHs, BITHOCHH MK HUMH Ta BJACTHBOCT1 000X.

e Mictosoft Application Architecture Guide

ApXITEeKTypa MporpaMHOTro 3a0e3MeueHHs — I MPOIeC BU3HAUYCHHS
CTPYKTYPOBAHHOTO PillIEHHS, SIK€ BIATIOBIAA€ yciM O13HECOBUM, TEXHIYHUM Ta
orepamiifHuM BUMoraM. BiH BKJTIOYA€E Cepiro pillleHb 3aCHOBAHUX HA
IUPOKOMY KOJI1 (PaKTOPIB, /1€ KOKHE TaKe PIIICHHS MOKE MaTH 3HAUHUI

BILJIMB HA AKICTh.

BaxxnuBicTh apXiTEKTypH BUXOJIUTH 3 TOTO, 10 Oy/Ib-Ka cucrema abo
mporpamMHe 3a0e3MeUeHHs Ma€ apXiTeKTypy He 3Ba)Kalouu Ha T OMKCaHa BOHA YH Hi.
[Tpu oMy KOXKHA CUCTEMa Mae€ JIMIIE OJHY apXITEKTYypy, sIKa MOXKe OyTH

MpeCTaBICHa PI3HUMH 3aco0amMu. MK 1HIIIM 3 IIbOTO BUTUIMBAE HACTYITHUN
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BHCHOBOK — X04Ya KOXHa CUCTEMa Mae€ apXiTeKTypy, HC KOXXHa Ma€ apXiTeKTypy, SgKa

SKICHO BiJOOpakeHa B apXITEKTYpPHIH JOKYMEHTAIII].

P03BUTOK HAYKOBHX Ta MPAaKTUYHUX JTOCIIIKEHb CTOCOBHO CTBOPEHHS
apXITEKTYPHOI TOKYMEHTaLli /1711 IPOrpaMHOO 3a0€3MeUeHHS BTUIUBCS B PO3POOKY
crangapry 1SO 42010, sikuii BU3HAYa€E 110 Take apXITEeKTYpHUi (GpeiBOpK Ta
cneniaigbHi BUMoru Jiist Takux ¢peitmBopkis. Crannapt 1SO 42010 Bnepuie OyB
3aTBepKeHui Ta onyoaikoBanuii B 2011 porti. Hanpukinmi 2020 poky OyB 3akiHYeH

Neperisi] CTaHAapTy Ta HanpaslieH cekperapiaty 1SO s 3aTBepKeHHS.

Sk 300paxkeHo Ha PucyHky 1, apxiTeKTop nporpaMHOro 3a0€3rneyHHs BUKOHY€
KIIFOUOBY pOJIb B [IbOMY IPOILIEC], BAKOPUCTOBYIOUH 3arajJbHOBXUBAHI IPUHIUIIN Ta

(bpeitMBOpKH 114 €(PEKTUBHOI KOMMYHIKAIIll apXITEeKTYPHOTO PIllICHHS.

Architectural relates Interelement
Element 2.n 1.n | Relationship
/P 1.n
comprises comprises

‘ 1.n

P guides
Architecture
Definition [~ the Architecture L System
definition
Process 1.n
of
can be documented by addresses the needs ¢
follows Sadions
| 9 J/ 0..n 1.n \L
creates . .
Architect L ahd o AI;Ch"‘?C:!"a' documents architecture for Staiehcider
owns escription 1.n
L ’ 1.n | 1.n
captures the concerns of
. has
comprises
1.n 1.n
conforms to addresses
View Viewpoint Concern
0..n 1.n 1.n
0.n 1.n
shaped by
0..n
Perspective 1. addresses

Pucuox 1.
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ApXITEKTypH TaKOXK PO3PI3HAIOTH 33 TUIIAMU, X04a €JMHOT Kiacudikalii 3a
TUMAMU He ICHY€. 3ayBa)XUMO, 1110 cepell IHIIUX BUAUIAIOTE [T apXiTekTypy

MIIMPUEMCTBA, SIKa MAa€ CTPATETIYHUN XapaKTep Ta Ma€ Ha METI:

ONTHMI3yBaTH HasBHI CEPBICH Ta CUCTEMH,
- CKOPOTHTH HAJIJTUIITKOBICTb,

- CTaHJapTYBaTH CEPBICH Ta CUCTEMH,

- MOKpAIHUTH €(heKTUBHICTB,

- ckopotutH IT pusuku.

B Toii yac, Ak apxiTeKTypa pillIEeHHs BUPIIIYE TAKTUYHI 1 KOHKPETHI 3a7a4i 3

(dhokycoM Ha:

- yCHilTHE BIPaBaXKCHHS PIIICHHS,
- Au3aiiH Ta po3poOKy e(heKTUBHOTO PillIEHHS,
- CBO€YAaCHE BUSBJICHHS Ta YNPABIIHHS TEXHIYHUMU PU3UKAMU,

- CKOpPOYCHHA TCXHUYHUX pI/ISI/IKiB.

12



1.4. DTanu MiArOTOBKM apXiTeKTYPH PillIeHHS Ta BUMOTH 10 JOKyYMeHTAa LIl

3aBaaHHAM OOYIOBU apXITEKTYPH PIILIEHHS € TpaHCcPopMallisi BUMOT 110
MIPOrPaMHOrO 3a0€3MEeUEHHS B apXITEKTYypY, 110 OMHUCYE BEPXHbOPIBHEBY CTPYKTYPY

Ta 11€HTU(DIKYE i1 KOMIIOHEHTH.

Business Goals > Quality Attributes

v
Nonarchitectural Solutions Architecture

Pucynok 2.
TakuM ynHOM 117151 TOOYJOBH apXITEKTYPH PILLIEHHS HEOOX1THO

- TpoaHali3yBaTH 013HECOBI 1ILJI1 Ta ApaliBepH;

- BU3HAYMTH CTECHKXOJACPIB, iXHI IHTEPECH Ta BUMOTH,

- 3i0paTH Ta IpiopiTH3YBATH apXITEKTypHO BakiauBi Bumoru (architecturally
significant requirements, ASRs);

- BU3HAYUTH roJIOBHI sikicHI arpuOyTH (quality attributes, QAS) ta Bubparu
BIJIITOBIIHI TAKTUKH JUIS 1X JOCSOKHEHHS,

- pO3pOOUTH LITBOBY APXITEKTYPY Ta 3aJOKyMEHTYBATH ii.

[Ilom0 apXiTEeKTypHOI TIOKYMEHTAIlli, TO ICHYE BEJIUKA KIJIbKICTh 11a0JIOHIB
Software Architecture Document (SAD), siki 10oOMOTarOTh SKICHO CTPYKTYpyBaTH
KOHTEHT JJIsl MOTpeO pi3HUX KOPUCTYBauiB, B TOMY YMCII1 BiJl BU3HAHUX OpraHi3alliid,
sk Hanpukiaaa Software Engineering Institute (SEI), The Open Group, Rational

Software Corporation (3apa3 Bxoauths g0 |IBM).

e Crpykrypa SAD BignosigHo a0 madnony Software Engineering Institute
Mae€ Taki eIeMEHTHU
o Orusn noKkyMeHTali
o Omnwuc BxigHOT 1H(MOPMAIIIT I apXITEKTypH
o llpencraBneHnns
= Has3Ba npencraBiieHHs

13



= 3o0pakeHHs

* EJleMEeHTH KaTajory

» KoHTeKCTHa Jiiarpama

= MOXIHUBOCTI 3MIH

» JlocuinaHHS Ha BX1IHI BUMOTH

e The Open Group 3anpononysanu The Open Group Architecture Framework
(TOGAF) nns Bu3HAYCHHSI I IXOIIB 1O PO3POOKH, IJIaHYBaHHS,

BIIPOBAXKEHHS M yrpasiinHA [T apxiTekryporo nianpueMmcta. CTpyKTypa
SAD srimno TOGAF Mae HacTynmHUI BU/:

O

© O O O O O O

Pesrome

IcTopis Bepciid, 3MmicT, 3a1a4i

i1, BUMOTH Ta OOMEKEHHS, apXITEKTYPH1 MIPUHITUATIH
bazoBas apxitekTypa

OOrpyHTYBaHHS MIAXOIB TPOCKTYBaHHS

[{impoBa apXiTeKTypa

GAP ananisz

O11iHKa BIUTUBY

e Rational Software Corporation ojHi 3 nepiux 3anpornoHyBajy iTepaTUBHUI

mijxo/ 10 po3poOku mporpamuoro 3adesneyenns — Rational Unified Process

(RUP). Bignogigao 10 RUP mokymeHTallist 10 apXiTeKTypi CKIaIaeThCs 3:

O O 0O O O O

BBenennsa
300pakeHHS apXITEKTYpH
iz Ta oOOMEeXEHHS apXiTeKTypH
Use-case npencraBieHHs
JloriuHi mpeacTaBiIeHHS
[IporiecHi npencraBieHHs
» [IpencraBiicHHsS pO3rOpTaHHS
" [Ipencrasienns Oe3nexu
»  Omneparii
= [IpencraBieHHs JaHUX
* [IpoayKTHBHICTH Ta MACIITA0OBHICTh
= SIKiCTh

Sk MOKHA MOOAYNTH BCi MIIXOAM BUMAraloTh PETEIBHOTO aHaJI3y IJIeH Ta

00OMEKEHb MPH IIbOMY PI3HITHCS B HAOOPI MPEICTABICHb, SIKI TPE3CHTYIOTh

14



CIPOEKTOBAHY apXiTEKTyp, TOMY IIPU BUOOPI CTPYKTYPH JOKYMEHTAIIli cepe]] IHIIOTO
CJIiJ] BpaXOBYBAaTH CKJIQJIHICTh PIIIIEHHS Ta KPYT CTEUKXOJIIEPiB, Kl OyayTh
BUKOPUCTOBYBATH JTOKYMEHTAIII0 ITPH MOAANIbIIII po3po0lil 3acTOCYHKY. B
HACTYITHOMY PO3/1J11 Ha 0a31 JOCTIKEHHS BUMOT CTEHKXOJIJIEPIB MU BU3HAYEMOCH 3
MEePENTIKOM MPEJICTABIIEHb, SKUMHU OYJEMO OMUCYBATH apXITEKTYpPY AJIs LbOTO

IIPOCKTY, Td BUKJIAJACMO PC3YJIbTATU IIPOCKTYBAHHA.
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2. IIpoekTyBaHHS apXiTeKTypPH 3aCTOCYHKY ISl BipTyaJbHOI KIMHATH JaHUX
2.1. locaigkeHHs] BUMOT CTeiiKoJIIepiB, 00Me:KeHb Ta BUSHAYEHHSI MPUNYIIEHb.

Ha nepomy etani BU3HAUMIIA CTEHUKXOJIJICPIB MPOEKTY, IKUX JJIS IiJIeH JaHo1
poOoTH 00’ €aHAIIA B HACTYITHI POJIi — CIIOHCOP MPOEKTY, APXITEKTOP, PO3POOHUKH,
tectyBambHUKM, IT daxiBili 3aMOBHHKA, KITI€EHTChKI MEHEIKEPH 3aMOBHHKA, TOTI-
MEHEIKMEHT 3aMOBHUKA. Ha mijicTaBi CHijKyBaHHS 3 CTEMKXOJIepaMH Ta
AHKETYBaHHS BU3HAYMJIM OCHOBHI (DYHKIIIOHAJIbHI Ta HE(DYHKIIIOHAJIbHI BUMOTH,

nepesik mpooaeM sKi IX XBUIIOTb.
DYyHKIiOHAJIbHI BUMOTH:

e Be06 3acTocyHOK /UIsi BAKOPUCTaHHS Ha KOMIT IOT€pax Ta MOOUIbHHUX MPUCTPIIX
e CTBOpEHHS KIMHATH JaHUX

e 3aBaHTaXCHHS JOKYMEHTH Ta BU3HAYUTH 1X CTPYKTYPY B 3pYUHHI CITOCIO
o IligTpumka dopmaris .jpeg, .docx, .pdf, .pptx, .xIsx

e JlonaBaHHS KOPHCTYBAUiB 3 JOCTyIaMH Pi3HUX PIBHEH

e MynbTiakTOpHA ayTeHTH(IKaLls] KOPUCTYBayiB

e BiakputTs gocTymny 10 KIMHATH

e MOHITOPUHT aKTUBHOCT1 KOPUCTYBaYiB

o [loBimomiieHHS Y peanbHOMY Yaci

e [ligTprMKa HACTYIMHUX KaHATIB JIJIS MMOBIOMICHBL — email, sms.

e 3aKpUTTA KIMHATH JaHUX

HedyHkuioHajbHI BUMOIH:

e [linTpuMmka 1 MiioHa 3apeeCTPOBAHUX KOPHUCTYBAUiB 3 MOXKIUBICTIO
301IBIINTH KUIbKICTh

e IliaTpumka 10000 kiMHAT 3 MOKJIMBICTIO 30UTBIITUTH KITBKICTh

e [linTpumka ocTaHix Bepciii cydyacHuX BeO Opay3epiB

e Cucrema Mae OyTH JOCTyIIHA NPOTATOM POOOYHX YaCiB

e Bci n1okymenT MaroTh 30epiratucs 3amuppoBaHUMU Ta MepelaBaTUCh Yepes
3aXUIEeH] KaHaIu

e PiBens 3axucty Mae OyTH Ha piBHI BUMOT JI0 3aXHUCTY Ui (PiHAHCOBUX YCTAaHOB
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OO0OMeKeHHA:

e Xwmapue pimenns Ha AWS
e MikpocepBicHa apXITEKTypa
e KonTeiinepesaris

Tabnuug 1. Ilepenik iHTepeciB rpyn CTEUKXONIEPIB

CreiikxoJjep/ dokyc/InTepecu IIpencraBieHust

pPoJIb

Project roadmap, business
Cnoncop [IpoeKkT MOXe BUITH 32 paAMKH
canvas, work-breakdown
IPOEKTY OIOIKETY
structure, product backlog

DOyukIioHa bHI TA
He(pYHKITIOHAJIbHI BUMOTH,
KIIFOUOBI USE cases, business
canvas, OonmuTyBaJIbHUKHU Ta
YEKJINUCTHU

He Bc1 KJIFO40OB1 BUMOTH BKa3aHl
IT ApxiTekTop
3axXHUCT JaHUX

CxitaiHicTh peati3allii BAMOr

6 : Logical diagram, development
€3MEKHU Ta IPOAYKTUBHOCTI1

Po3pobnmKH diagram, deployment diagram,

HexoHuTponboBaH1 3MiHI i
CKOHTPOJIbOBAHI 3 A0 sequence diagram, backlog

Oexyory

UiTKI BUMOT'H, HAJIAIUTYBaHHS

OTOYCHHS JISI TCCTYBAHHA MOKE Deployment diagram’ |Ogica|
TecTyBanbHUKH OyTH CKIaHIM diagram, sequence diagram,

CyTTeBa HEBiANOBIIHICTH OTOYeHp [PE3Y/IBTATH TCCTYBAHHA

11 pO3pOOKH, TECTIB Ta pei3iB

Project roadmap, functional
IT ¢paxiBui PimeHHs MOXe He BIANOBIAATH .
decomposition, deployment
3AMOBHHKA BUMOTaM O€3MeKH .
diagram
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SIKi KOHKYpEHTHI IepeBaru

KiienTchbki HesnieBueni B ¢pyHkiionansHocti  |Use cases, project roadmap,
MEHEDKEPH waThopmMu product backlog, functional
3aMOBHHKA , , decomposition

Uu 10CTaTHLO 1HCTPYMEHTIB IS

KJIIEHTCHKOI MiATPUMKH
Ton-

product roadmap, 3BopoTHii

MCHCIXKMCHT o . . . .

Komm BHUHUJIC HAa PUHOK 3BA A30K B1J KJII€HTIB, I1JIaH
3dMOBHHKA Ipoaaxx
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2.2. BusHaueHHs nepesiiky apxiTeKTypHO BaxauBux BUMOr (ASRS). AHaui3 Ta

npiopure3anis sikicui arpudytis (QA)

Ha mincrasi 310panux BUMOT Oysi BUOpaHi Takxl, 110 MOTEHIIHHO BayKJIHBI 3

TOYKH 30pY apXITEKTypH PIIICHHS, Ta OLIHEH] 3 OISy PiBHA BILUTUBY Ha Oi3HEC Ta

apXITEKTYpYy.

Tabnuus 2. OriHKa BIUVIUBY apXiTEKTYPHO 3HAYYIIIUX BUMOT

Tun Bumora (ASR) Bruus Bruus
Ha Oi3Hec Ha
(low/ apxirek-
medium/ TYpy
high) (low/
medium/
high)
JlocTyTI 3TiTHO POJICiA: H M
e AdmIn — cynmepKopUCTyBa, MOXKE
JI0/TaBaTH/BUAISATH KOPUCTYBauiB, KOHPIrypyBaTH
CUCTEMY, HE Ma€ JOCTYIY JI0 IaHUX, HE MOXKE
penaryBaTu MaTPHITIO JJO3BOJTIB
e Client admin — 3aBaHTa)Xy€e JOKYMCHTH,
. aJMIHICTPY€ MaTPUIIIO JOCTYIIIB, KOPUCTyBadiB
% VDR
= e KopuctyBau VDR — nocTyn Ha YuTaHHS
Er e Menemxep KIIi€HTa — aHAJTITUKA Ta 3BITHICTh 0e3
= nocrymy 10 VDR
S e KiieHTCchKa MiATPUMKA — IOCTYII J0 JIOT1B, alepTiB
6e3 nmoctyny 1o VDR
[HTYITHBHE aAMIHICTPYBaHHS J03BOJIB JJIsl JOCTYITY H L
MacoBe 3aBaHTaKECHHS H L
3axuiieHe 30epirants iHGopmMallii 3aKpUTHUX KIMHAT M M
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Bunaua nomyky criepiiie npornoHye Hakparii

pe3ynbTaTH

CropeHHsI HOTAHOK Ta iX MOIIKUPEHHS Cepell IHIIUX

KOPHUCTYBauiB

[ToBiOMIIEHHS TIPO BHECEHHS 3MIH JI0 JAHUX

Bces indopmartist BimoOpakaeThest 3 BOASHUMA 3HAKAMUA

Quality Attributes

=L Cucrtema Mae 3aBaHTaKyBaTH JJOKYMEHTH LIBUJLLIE HIXK

S

= é’ 50 Mb/s

2

E =

‘B Cucrema mae 0yTu gocrynHa 99.95% gacy

s 2

g  ©| Cucrema Ma€ aBTOMaTHYHO B1THOBJIIOBATUCH

=
KopucrtyBau mae Oytu ayreHTH(IKOBaHUH
AHTHUBIpYCHUH 3aXHCT 3a0e3meuye, o0 3aBaHTaKEH1
¢aitnu He 3apakeHi OyIb-sIKUMHU BIJJOMUMH BipyCcaMu

H .

2 JlocTyIl 10 TOKyMEHTIB BU3HAYAETHCS MAaTPUILICIO TIPAB

=

<

o JOCTYILY
MosxnuBe HalalmTyBaHHs AOCTYy A neBHux IP aagpec
Bces indopmaitis Mmae 6yTu 3amu@poBaHoOrO

A 301IbIIEHHS KUIBKOCT1 ofHO4YacHUX ceciid 3 1000 1o

o . .

'E 100 000 He Mae MOTIPIIMTH MPOAYKTHUBHICTh

)

'S

E Cucrema Mae 3a0€30€YUTH OAHOYACHUNA JOCTYI A0

Q . .

§ oHOrO JOoKyMeHTy/KiMHaTh 1uist 1000 kopucTyBauiB

o o] Cloud native AWS application

o =
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MikpocepBicHa apXiTeKTypa L M

Microsoft stack M M

B pesynbTaTi mpiopuTH3aiiii BUMOT MIPH MPOEKTYBaHHI apXiTEKTYPH BUPIIICHO

30CEPEeIUTUCH Ha HACTYMHUX SIKICHUX aTpuOyTax:

e Macmrabosuicts (Scalability)
e JloctymHicth (Availability)
e IlponykruBnicts (Performance)
e besneka (Security)
Ha Pucynky 3 nepeBo KOpUCHOCTI BiIoOpakae BU3HAUEHI apXITEKTYPHO

3HAYYIIl BUMOTH Ta METPHKH 1 iX IJIbOB1 3HAYCHHS, SIK1 MalOTh OyTH 3a0e3MeueHi

MpHu 100y 10B1 PillICHHS.

Perf
(Performance) (M,H) Ul pearye MeHLL Hix 3a 200msec

- I (M,H) 3aBaHTakeHHA AOKyMeHTIB MiH 50 Mb/sec
— MpoayKTUBHICTL _’I 3arpumka gaHnx }—[{

(M,H) picT kinbkocTi kopucTyBadie 3 1 go 100 TUC He BNAMBaE

MacwTtabysaHHs _| MacwrabysaHHs NPOAYKTUBHICTbL
™  (Scalability) EHCTAS

| (L.M) CinxpoHiizaujis agaHux B peanbHOMY Yaci

Virtual Data
Room

(L,H) Cuctema mae aBTOMaTUYHO BifHOBNIOBATUCH
[ocTynHicTb —
—"| (Availability) —>{__36iii nnarchopwy
| (M,H) Cuctema mae 6yTn goctynHa 99.95% vacy

Besneka
(Security)

3axucT gaHux H,M) Bca iHchopmauin mae 6yTu 3aindposaHoln
A pma| YT p

KoHTpone ngoctyny }—»l (M,H) Second factor for authentication should be introduced

Pucynok 3. JlepeBo KOpUCHOCTI
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2.3. Orusia Ta BUOIp npeacTaB/IeHHD I OMUCY PillleHHSA

Jlis anpecyBaHHs IPOOJIEM Ta IHTEPECIB, SIK1 € MPIOPUTHUMU IJIS
creiikxonnaepis, B cranaapti 1SO 42010 icHye MOHATTS «TOYKH 30pYy» BU3HAUCHE K
poOouMil MPOAYKT, AKUH BCTAHOBJIIOE IPaBUJIa KOHCTPYIOBAHHS, IHTEpIIpeTalli Ta
BUKOPHCTAHHSA apXiTEKTYPHOTO MPEICTABICHHS ISl CTPYKTYPYBaHHS IEBHUX
CUCTEMHUX 1HTepeciB. [Ipy IbOMy KOXKH1M TOUKM 30pY BIANOBIIAE OJHE
npencrapiaeHHs. KoxHuil ppeliMoBpk o0y J0BH apXITEKTYPHOI JOKYMEHTALlli Ma€e
CBi¥ HaO1p mpecTaBIeHb 1 BIAMOBIAHUX TOUOK 30py. Hanmpukinan, dperimBopk RUP

BKJIIOYAE TaKi MpCaACTABJICHHA:

- Use case view (BUKOpUCTaHHS)

- Logical view (;ioriunuii)

- Implementation view (peairizarii)
- Process view (tiporiecHwi)

- Deployment view (po3ropransi)

Po3zancki 1 Byac B cBoiit poOOTI BU3HAUMIN 6 HAO1IbII BXKUBAHHUX MPEJICTABICHD Ta

IpoaHai3yBald X PEJIeBAHTHICTD JJIA PI3HUX THUIAX CUCTeM (auBHCh Tadmuio 3):

e KonrtekctHe (Context)— 300pakye BITHOCHHHM, 3aJIC)KHOCTI Ta B3a€MO/IIT MiXkK
CHUCTEMOIO Ta OTOYCHHSIM

o Oynkrmionansre (Functional) — 300paxxye QyHKIIIOHAIBHI €IEMEHTH CUCTEMHU
pH 11 BUKOHAHHI, iX BIMOBIJAIBHICTH, IHTEp(dENCH Ta € KIIOUYOBUM TIPH
MPOCKTYBaHH1 OUIBIIIOCTI apXiTEKTYP.

e [udopwmariiine (Information) — onmcye sik cucrema 30epirae, 06pooIIse,
YIIpaBJIsi€ Ta PO3MOBCIOKYE 1HHOPMAIIIIO JJIsI TOTO, 11100 BIJIMOBICTH Ha
KJTFOYOBI TTUTAHHS [IOJI0 3MICTY, CTPYKTYPH, 3aTPUMKH, TIOCHJIaHb Ta Mirpariii
TaHWX.

e [lapanenpricrti (Concurrency) — 300paxkye napajieibHi CTpPyKTYpH CUCTEMH Ta
OB’ s13y€ 3 HUMU (DYHKITIOHAJIbHI €JIEMEHTH JJI TOTO, 00 YiTKO
11€HTU(IKYBaTH YaCTUHU CUCTEMH, SIKI MOKYTh BUKOHYBAaTUCh MapaJIesIbHO Ta
SK BOHU KOOPAMHYIOTHCS T4 KOHTPOJIIOIOTHCSL.

e Po3poOku (Development) — onricye apXiTeKTypy, sKa MiATPUMYE POIIEC
PO3pOOKH MPOTrpamMHOTo 3a0e3MeueHHs, Ta PEACTABIISIE IHTEPEC I THX
YYaCHHUKIB, 5IK1 3aTy4eHl y TO0Yy/I0B1, TECTyBaHH1, CyIPOBO/I1 CUCTEMH.

e Posropranns (Deployment) — onrcye oToueHHs Jie cuctema Oyie
pO3ropTaTUCS Ta 3aJIEKHOCTI, SKI CHCTEMa Ma€ BiJl €IEMEHTIB TaKOTO
OTOYCHHH.
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e Omnepaniiine (Operational) — 3006paxye sik cuctema Oyj1e BUKOPHCTOBYBAaTHCh,
aJMIHICTPOBYBATHUCH Ta MiITPUMYBATUCh B BAKOHABUOMY OTOUYCHHI.

Tabnuug 3. PeneBaHTHICTh 3aCTOCYBaHHS MPE/ICTABIICHD

Iczlli’j(;fmation Calculation Service/ DSS/MIS High-Volume Enterprise

System Middleware System Web Site Package
Context High Low High Medium Medium
Functional High High Low High High
Information Medium Low High Medium Medium
Concurrency Low High Low Medium Varies
Development  High High Low High High
Deployment High High High High High
Operational Varies Low Medium Medium High

PimieHHs 1151 BipTyalbHOI KIMHATH JaHUX MOXKHA BigHecTH a0 rpymu High-
Volume Web Site, 1is1 sik0o1 piOPpUTEHUMH € HACTYIIHI TPEICTABICHHS —
byHKIIOHATBEHE, PO30POOKH Ta PO3TOPTAHHS, sIKI OyAyTh MIPEICTABIICHI B HACTYITHUX

po3iax.
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2.3.1. Jloriunmii mpeacrasiaenns (Logical view)

JloriyHu# npencTaBiIeHHS ONUCYE SKY QYHKIIOHANBHICTh JJIs1 KIHIEBOTO

KOpPHUCTYyBaya 3a0e3Ieuy€e CucTeMa Ta CKIAAA€ThCs 3 HACTYITHUX €JIEMEHTIB

e Admin panel — miarpumye ¢pyHKIii aqmiHicTpaTopa
e User — kepye KkopucTyBa4YaMu CUCTEMHU

e Support —3a6e3neuye QyHKINT 1100 MATPUMKH KOPUCTYBayiB

e Notification — kepyBaHHS TOBIIOMICHHIMH
e Permission management — yrpaBiiHHS JOCTyaMH

e Room and Document management — yrpaBiiHHS JJOKyMEHTaMH

e Monitoring — MOHITOPHHT [Iii B CUCTEMI
e Archive — cTBopeHHs apXiBy

e Analytics — 0i3Hec aHamiTHKA

e Search — morrykoBi iIHCTpyMEHTH

I_ Admin Panel _|

Foom Managameand

Dozument Managemen: Tirtestarp apened
Fokler Maragment '
Farmishian Management o

Il i cati o Canta

I_J-n‘hive Maragrer. _I

Tost

Typs of nodrfication

| Channg

| e

Urinque I3
hlzma

Set of Rooms
Archivaing dete

onitoring

-
|

L o
N
|

=

Canlact misabors

| MOOSEN0NS SENL

-

Search

By Versian

,_ —_— _l Raom
User Unizue I
|— — I Mame
Unigue 1D - Stard date
Name [ Parmission Group o s
Surname Unique I Inited 3 ihe faam
Fassvnnd | Mee
Type of Lisar | Type
Email Level af aczess Document Folder
Pratzrabia Davica Farriission maris
Susscrption ) EE“W o
Raoms :nh;r-\epnon
Prrmissi by
[ — rmissinn Perriisslon
unioue 1D
Mame
Type Document
—_— ool & Mame
vvel of Access i
Support B:nlemn:n
- By document Authar
Eml sending By folder Version
Chit Bt By foom MosFication dere
Call By Version Fillears
Language
‘ Document Security
Cynariic walarriatkng Document Upload
View threugt the secwrity grid s
Erarypicn Bulk ugload
Sync contend from a
I |_ Inc oriva
Lestpernd

| Lowgical Graupng 1 Logical obgect ,
: :

Pucynok 4. Jloriune npeacTaBlieHHs
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2.3.2. llpencraBaennsi po3podoku (Development view)

[IpencrapieHHs: po3poOKU AEMOHCTPYE CUCTEMY SIK ii Oa4aTh MporpamicTu Ta
MOKa3y€e OpraHi3allilo CHCTEMHU Ha PiBHI MOAYJIB. ApXITEKTypa pillIEeHHS BIPTyaJIbHOI

KIMHATH JIaHUX CKJIQJA€Th 3 JOJAATKOBUX 3aBHIIIHIX CEPBICIB Ta 5 1MIapiB:

e Data Layer

e Data Access Layer

e Business Layer

e Presentation Layer

e External Services: External Libraries and Monitoring system

B ‘]
5 -

Component

Pucynok 5. [IpeacraBineHHst po3poOKu
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2.3.3. IIpeacraBaenns po3roprannst (Deployment view)

3 ypaxyBaHHSIM BHMOT II[0JI0 BUKOPUCTAaHHS XMapHUX cepBiciB AWS BuOpan
CIICHapil po3ropraHHs iHGpacTpyKTypH Ha 6a3i cepicy Amazon CloudFormation,

AKUU J103BOJIIE CTBOPUTH 1HPPACTPYKTYpy B Amazon.

Frontend 5
End users 3. User auth 0B (8)

i F
2. Token request ‘ 5 K Isolated network © N
gy Lo \ premmep
Identity Access with -
2 Canfemation recuest

it

1 e
Second factor
authentification
[<—3. Push notfcation—e-1 1o, agmin and resselers
staff
Phone

Legend

Pucynok 6. [IpeacraBineHHst po3ropTaHHs
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3. Peanizaniss BUMOr fiIKicCHUX aTpuOYTiB B HLIbOBIl apXiTeKTypi pilieHHs

Panimie Oyyiv BU3Ha4€HI SIKICHI aTpUOyTH Ta METPUKH, SIK1 103BOJISIOThH
KUTBKICHO MIPSITH Ta TECTYBATH BIAIMOBIIHI aTpUOYTH HA BIAMOBIIHICTH /10 IIIbOBUX
3HaueHb. TOOTO 32 JOMOMOIOI0 TAKUX aTpUOYTIB MOKHA BU3HAYUTH HACKLIIBKH
CUCTEMa 3aJI0BUIbHSIE BUMOT'aM CTEMKXOJAEpIB. B 1bOMY pO3/1111 MU pO3TISTHEMO
CIIEHApIi pIllIeHb, K1 JIO3BOJISIIOTH JOCATTH TUX UM 1HIIUX SIKICHUX MOKA3HUKIB, Ta
BU3HAYEMO JAU3alHU BIANOBIIHUX PILIEHb 3@ JONIOMOTOK MOIIUPEHNUX

apXITEKTYpPHUX TAKTHUK.
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3.1. DocrynHicTnh (Availability) e o3Hakoro 3acTOoCyHKY, 110 BKa3ye Ha HOro
CIPOMOYKHICTh BUKOHYBATH CBOI 3a7[adi, Ta TAKOX IOB’s3aHAa 3 TAKUM SIKICHUMHU
aTpuOyTamu, SIK 3aXUCT, POIYKTUBHICTh Ta CTIHKICTh TO 3001B. TakTHKH 111010
JTOCTYITHOCTI MOXYTh OyTH CTpyIIOBaHi HACTYITHUM YHHOM — BUSIBIICHHS 30010,
BIJTHOBJICHHS T11CIIsl 30010 Ta 3amo0iranHs 30010. BiIbII IeTaqbHUM TIEpeTiK TaKTUK

npejacTaBieH Ha PucyHky 7.

Availability Tactics
Detect Faults Recover from Faults Prevent Faults
Preparation Reintroduction
and Repair J
Ping / Echo Active Shadow Removal from
Redundancy Service
Monitor State
Passive Resynchronization Transactions Fault
Heartbeat Redundancy Masked
Timestam Escalating Predictive or
Eault P Spare Restart Model Repair
au i Made
» Sanity Exception Excenpti »
Checki ; Non-Sto xception
ecking Handling P Prevention
Forwarding
Condition Rollback
Monitoring offbac Increase
Softw Competence Set
Voting Sl L
Upgrade
Exception Ret
Detection e
Ignore Faulty
Self-Test Behavior
Degradation
Reconfiguration

Pucynox 7. TakTUKH JOCSTHEHHS TOCTYITHOCTI

Mo:xHa cka3aTH, 110 JOCTYIHICTh Oy1y€eThcs Ha GyHAaMEHTI aTpuOyTy
HaniiaocTi (reliability) Ta 3marHocTi BigHOBUTHCS Y pa3i 30010. B cBotO uepry
HaJIIMHICTB — I1e 03HaKa CUCTeMH OyTH Ipalie31aTHOIO MPOTATOM Yacy, sKa
BUMIPIOETHCSI HMOBIPHICTIO, IO cHCTeMa He Oy/ie MaTu 3001B Ta Oy/ie mpairoBaTu

3FiI[HO BHMOTI IIPOTATOM BU3HAYCHOI'O HacCy.

JIJ1st TOCSITHEHHST HaIIMHOCTI Ta IOCTYITHOCTI 3aCTOCYBaJIM MaTepH event

sourcing B KOMOiHAIIiT 3 MIKPOCEPBICHUM CTHJICM:
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MikpocepBicHa apxiTeKTpa BUKIIIOYA€E 3011 CUCTEMU depe3 3011 OKpeMoro
exeMenTy (Single point of failure) Ta 3a0e3neuye mIaBHe 3ropTaHHsA CUCTEMH Y pasi
3001B. 3BaXKal0uu Ha PO3MOIIICHUI XapaKkTep CUCTEMHU OOYI0BaHOI HA
MIKpOCEepBIcax KOOpJMHALlIA Ta BUKOHAHHS IOBIMX O13HEC-TIPOLIECCIB Tpedye

AO0OAaTKOBUX 3YCUJIb.

Reliability and availabillity with event
sourcing implementation.

Availability Zone A/B/C

Event store. Write storage.

| Amazan Kinesis Amazon Kinesis Data Amazan Simple
| Firehose Storage Service (S3)
|

Read events
and update
read storage

Publish event

r— - - - - A r— - - - - il r———-—-—--- a r— - - - - il
| I | | | | | |
| | | | | | | |
| - I | ™ | I . I I <> I
| [Igf_:D [ | I}_f_{l | [ [I‘_{’D | I = |
| | | | | | | |
| | | | | | I Amazon APl |
Amazon API Gateway Amazon APl Gateway Amazon AP Gateway

I I | | | | I Gateway |
| | | | | | | |
| | | | | | | |
| | | | | | | |
[ . I [ I I I
| | | | | | | |
| | | | | | | |
| ReplicaSet | | ReplicaSet | | ReplicaSet | | ReplicaSet |
| | | | | | | |
| | | | | | | |
| | | | | | | |
| | | | | A, | | |
| | | | | E | | |
| | | | | | |

| DocumentDB (with | | DocumentDB (with | | DocumentDB (with | | |
| MongoDB | | MongoDB | | MongoDB | | Amazon |
| Compatibility) | | ‘Compatibility) | | Compatibility) | | Redshift |
L — — — J L - — — ] L - — — Nl L — — ]

Users L
management Room Notifications Analytics engine
management service

b e e e e e e e e e e e = 4

All components are deployed in 3 availability zones

Pucynok 8. IMmiemenrarist event-sourcing

Event-sourcing marepH 3aCTOCOBaHHit 10 PO3MOIIICHUX CUCTEM rapaHTye

KIHIIEBY Y3TOPKCHHICTh CUCTEMU Ta HAIIMHY 00pOOKY TOBFOTPUBAIIUX MPOIIECIB.

29



Bces akTuBHICTB cuctemu Oyjie 30epiratucs K He3MIHHI MO/1i B HAWOLIbH
HainiitnHomy AWS cxoBuiiie — S3, 1110 103BOJIMTH BIJIHOBUTH CTaH CUCTEMH B Oy/Ib

SIKAU 4Jac.

Reliability and
availability.
Self-healing
. Unhealthy instance
I:J Healthy instance Get image request
Get documents request
Load Balancer
r . User User
New instance
L
Get documents request
Get image request l
A redundant instances for r——— ="
high availability | |
Application Application
Instance | Instance l
[ : | |
L — — 1
~ N |
~ ~ AN Provision and run a new instance,
Healthcheck AN | if one of current instances is dead
~ < Healthcheck |
~ N X
~ ~ AN Healthcheck
~ AN |
~
~ - N I
AN
~
~
RN |
RN

Autoscaler

Pucynok 9. IMnnemenTaliis aBToMaTUYHOTO BITHOBJICHHS

KoHTposb cTany cucTemMu Ta aBTOMacIITa0yBaHHs 3a0€3Me4yI0Th MOXKIUBICTh
aBTOMATUYHOTO BIJHOBIICHHSI CHCTEMH — aBTOMaTUYHHUI CTapT HOBOTO €K3EMILISIPY

3aCTOCYHKY 3aMiCTh TOT0, III0 Ma€ 3001, nerani Ha Pucynky 9.

CxoBuire Amazon S3 3a6esneuye 99.999999999% noBroBiuHICTh JAHUX, 1110

POOUTH HOTO 171eaTbHIM BUOOPOM J1J1s 30€piraHHs MOIiH.

Amazon DocumentDB — NoSQL cxoBuiiie, 1110 Ma€e MIMPOKi MOKIUBOCTI JIJIst
($13UYHOTO PO30OUTTA TaHUX 3aCTOCYHKY Ha po3iiau. BinneigHo Bes iHdOpMaIlis, 1110
CTOCYEThCSI OJIHOT KIMHATH JaHUX, Ma€ 30epiraTucs B OJJHOMY PO3AiTi. Y pasi SKIIOo
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Oyne sikuiich 3611 y DocumentDB, 11e Moke 3allIKOAUTH JIUIIE HE3HAYHIN KIJTBKOCT1

KIMHAT 3 JaHUMHU.

3acrocyBaHHs €vent sourcing maTepHy Ui pillieHHs 00y I0BAaHOTO Ha

norokoBomy cteky Amazon Kinesis no3Boiisie qocarti HaaiiHocTi. Cuctema Oye

KIHIIEBO Y3TOPKEHOIO Y pasi, SIKILO JEsIKi CepBICH 3a3HAIOTh 300i. 30epeKeHHs CTaHy

cucteMu Ha S3 poOUTH BTPATy JAHUX Mai’ke HEMOXKJIMBOIO. 3aB/ISKH BUKOPHUCTAHHIO

koMmrnoHeHT AWS 3arasibHa JOCTYITHICTh CUCTEMHU JT0piBHIOE 99.63% B 0/1HII 30H1

noctymnHocTi (auBuch Tadmuirio 4). 4Po3MmileHHs BCIX KOMIIOHEHTIB CHCTEMH B

JeKUTbKaX perioHax 301IbIIy€e JOCTYIHICTb 10 99.99%.

Tabmuus 4. Iepenik komnonenTiB AWS ta ix SLAS

Hasga JIOCTYIIHICTh B O/THOMY perioHi
API| Gateway 99.95%
DocumentDB 99.99%
Amazon EKS 99.9%
Amazon Kinesis 99.9%
Amazon Kinesis Firehorse 99.9%
Amazon S3 99.99%
3arajibHa JOCTYNHICTh 99.63%
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3.2. MacmiTaboBHicTh Ta npoaykTuBHicTh (Scalability & Perfomance)

[TpoaykTuBHICTH (performance) B mepiry 4epry CTOCY€EThCS Yacy Ta
MO>KJIMBOCTSM IPOTPAMHOT0 3a0€3MEeUYECHHS] BATPUMATH BUMOT'O CBOEYACHOT 00pOOKHU
MpolieciB Ta 3anuTiB. /151 Be63aCTOCYHKIB KUIBKICTh 3aIMTIB MOKE CATaTH JAECTIKU
MIJIBHOHIB, TOMY POJYKTUBHICTh SIK IPABUJIO € EHTPAIBHUM SIKICHUM aTpUOyTOM.
MeTpukamMu NpOoAYKTUBHOCTI MOXYTh OyTH NPONYCKHA 3/1aTHICTb, Yac PeaKiiii,
3aTpUMKa. PilIeHHs, 1110 A03BOJISIOTh AOCATTH IPOTYKTUBHOCTI, OJIISIOTH Ha 2

IpyIu — KOHTPOJIb 3aMIUTIB HAa PECYPCH Ta YIPaBIIHHS pecypcaMu, JUBUCH

Pucynok 10.
Performance Tactics
Control Resource Demand Manage Resources
Event Manage Sampling Rate Increase Resources Response
— > o >
Arrives Limit Event Response Introduce Concurrency Generated within
Prioritize Events Maintain Multiple Time Constraints
opies of Computations
Reduce Overhead Copi Computati
, . Maintain Multiple
Bound Execution Times Copies of Data
Incrgase Resource Bound Queue Sizes
Efficiency
Schedule Resources

Pucynok 10. TakTUKM TOCSKHEHHS IPOTYKTUBHOCTI

[TpoIyKTUBHICTH TICHO MOB’si3aHa 3 MAaCIITA0OBHICTIO, SIKa YaCTO aCOIIIOETHCS
3 XMapHUMH OOUYUCIICHHIMHU, JIIMO1a apXiTeKTypaMu, MikpocepBicamu. IcHye 6arato
BHU3HAYCHHh MACIITA0OBHICTI, aJie X MOEIHYE Te, 110 BOHU B CBIH CIIOCIO OMHUCYTh
BJIACTUBICTh CHCTEMH BUTPUMATH 301JIbIIICHE HABAHTAKCHHS 0€3 MOT1pIIeHs

MPOJYKTUBHOCTI.
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EGoT 1 dimep B cBoiif podoTi BuaALIMIM S0 IpaBUI MacIITabOBHICTI, K1
HaiO1JIbII 3aCTOCOBaHI MpH MO0y 10B1 1H(DOpMaltiiftHuX Beocuctem. [Ipauno 19
TOBOPUTH, 110 Ttocaadmoun ACID B1acTHBOCTI y3roKEHOCTI MOXKHA JOCITTH
3HAYHOI THYYKOCT1 npu MaciTabyBanHi. TakuMm pimenusam € BASE apxitekTpkypa
(Basically Available, Soft state, and Eventually consistent), sika qo3BoJisie 6a3am
JAHUX CTATH Y3TOJKEHOIO 3 4aCOM, 1[0 YaCTO BUKOPUCTBY€EThCs B NOSQL 6a3zax

TaHUX.

JI71st 1OCSITHEHHS MMOKa3HUKIB MacIITa0OBHICTI Ta MPOYKTUBHOCTI
Bukopucrtaian marepad CQRS ta event sourcing. MikpocepBicHa apXiTeKTypa
J103BOJIsIE MacIITabyBaTu Oy Ib-IKUi MikpocepBic. Kpim Toro, Mu BiJIOKpeMHIH
orieparlii YuTaHHs Ta 3aIUCYy, 10 JI03BOJISIE PO3IUIUTH BiAMIOBIIHI 3aIIUTH,
HAIPUKJIIA, KOJIM BIIKPUBAETHCS KIMHATA JJAHUX 1 CUCTEMa OTPUMYE Oarato 3amuTiB
Ha YUTAHHS BiJl pI3HUX KOPHUCTYyBadiB. B TOH e yac event sourcing 1030Biisie He
30epiraT BCl CTaHU KIMHATH, a BITHOBUTH 1X MPU HEOOX1THOCTI 3aCTOCOBYIOUHN

BIJITIOBITHY TIOCJTIIOBHICTD TTOIH.

Virtual data room.
CQRS + Event sourcing patterns are used to address scalability

Frontend Services

r— = 7 —

Power search

Event Store

e

I Event subcribers

Room owner

| Analytics engine
| Notifications service

API
= |Gateway

Reports service

I_, Write model | -———Commands— |

Archivator service
Support staff

|-q— Read model 4—QUE-"05—"'

Room management

| Investor

Users management

T

L

Pucynok 11. IMniemeHTariss MacmraboBHICTI
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3.3. Be3neka (Security)

besneka — 11e Mipa MOKJIMBOCTI CUCTEMH 3aXUCTUTH 1H(GOPMAIIIO Bl

HECAHKI[IHHOrO IOCTYIY B TOM Yac KOJIM, aBTOPU30BaH1 KOPUCTYBayl Ta CUCTEMU

MaroTh Takui goctyn. Haildoinbi npocTuii maxia 10 ONUCY 3aXUCTy MA€ TPU

XapakTepucTHKU — KoHpineHiiHicTs (confidentiality), mimicuicTs (integrity),

nocrynHicts (availability), aco CIA.

Software Engineering Institue gae mmpokwuii mepeik TaKTUK, SIKi MOXKYTh OyTH

3aCTOCOBaHI ISl TOCSKHEHHS He(DYHKIIIOHAIbHUX BUMOT 10 3aXUCTY, 5Kl

MOAUISIIOTHCS. HA YOTUPH TPy — BUSIBICHHS aTaKy, CyIPOTUB aTalll, BIMOBIIb Ha

aTaky Ta BIAHOBJICHHS ITICJISI aTaKHU.

Attack

Detect ﬁft{acks

|

Detect
Intrusion

Detect Service
Denial

Verify Message
Integrity

Detect Message
Delay

Security Tactics
_a--""/-'-'-' Hax'mx
Resist Attacks  React to
Attacks
Identify \
Actors Revoke
Access
Authenticate
Actors Lock
Authorize Computer
AL Inform
Limit Access Actors

Limit Exposure
Encrypt Data

Separate
Entities

Change Default

Settings

~Recover
from Attacks

Maintain Restore
Audit Trail l

See
Availability

System Detects,

Pucynok 12. TakTUKM TOCATHEHHS O€3MEKU
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3r1IHO BUMOT KOPUCTYBa4l MalOTh JOCTYII JIO TaHUX TUIBKU MICIIS
MyJIbTI(QaKTOPHOT ayTeHTHULIIKAIT. J{71s1 BUpileHHs 11T 3a1a41 MU BUKOPUCTAIIH
natepH (eneparuBHoi inentnydocti (federated identity), B skomy moctyn
00pOoOIAETHCA MIKPOCEPBICOM ayTeHTU(]IKAITT, SKUH B CBOIO YEPry Ma€ JOCTYM JI0
JIOBIPEHHOT0 MpoBaiiaepa ineHTudikaTopa (TokeHa). Takuii nmposaiigep 0opoodse
3auT Yepe3 cepBic ayTeHTHdIKAIlT CollalbHIX MEPEX 1, Y pa3i yCIixy, OBepTae
TOKEH MikpocepBicy. Ha 1ipomy erari 3BU4aitHuil KOpUCTYBad OTPUMYE JTOCTYII J10
CUCTEMHU, B TOM Yac SIK aMIHICTPATOP MAa€ MIATBEPAUTH 3aMUT HA JTOCTYT 32

JIOTIOMOTOI0 JIPyTOTO (hakTOopa.

Virtual Data Room

Security Flow based on
Federated Identity Pattern

-4——3. Toker request——
Social Media Apps 9

Auth 5. Returns

[ token |

Identity Provider /
STS

6. Token 2. Auth
provided

request
Customer 1. Login request———— = Auth Service
A
7. Request
for 2FA
-———————————
L8, Confirmation—e| 2FA for admins
9. Auth confirmed-

Pucynok 13. ImmiemenTartiss MynbTiakTOpHOI ayTeHTUDIIIKAITI].
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BucHoBkn

B nepmiomy po3aini podotu chopMynboBaHa 3a7adya, BU3HaAUCHA BaXKIUBICTh
AKICHOT apXITEKTYPHOI IOKyMEHTalli pu no0yA0B1 MPOrpaMHOro 3a0e3Me4eHHs],
MPOBENICH OIJIAJI MIIXOIB 10 MPOLECY PO3POOKH apXITEKTYPH PIlLIEHHS, CTPYKTYPHU

apXITEKTYPHOT TOKYMEHTAIIli.

Jpyruii po3 i BUCBITIIIOE aHAJI3 BUMOT CTEHKXOJIIEPiB, OMIHKY
He(DYHKIIIOHAIbBHUX BUMOT B pO3pi3i SIKICHUX aTpHOYTIB, 1X MPIOPUTU3ALIIO Ta BUOIp
BHMOT, K1 MalOTh HAOUIBIINI BILUIMB HA apXITEKTypy pilieHHA. B mtaHHOM po3aim
TaKOK PO3TJISHYJIH MIIXOIU 10 HAOOPIB MPEICTABIEHb, SIKI MAIOTh aApECyBaTU
IHTEpPECHU CTEMKXOJAEPIB, Ta iX PEIEBAHTHICT /10 PI3HUX THUMIB 3a1a4. Ha mijncrasi
aHaJi3y BU3HAUYMUIM HaO1p MpeCTaBICHb, TOCTATHIN JIJIsl JOKYMEHTYBaHHS
apXiTEKTYypH PEIICHHS BIpTyaJbHOI KIMHATH TaHUX, Ta 3pOOUIIN JU3aiiH TaKUX

MpeaACTaBJICHbD.

B tpeTpomy po3aiii Oyiu po3riisiHYTI MOXIIMBI CLIOCOOU aipecyBaHHs
IHTEPECIB CTEUKXOJJIEPIB, BUPAKEHUX YEPE3 METPUKU SKICHUX aTpUOYTIB, IKI MAIOTh
HaNO1IbIIMI MOTEHLIMHUI BIUIUB HA apXiTeKTypy pimeHHs. Ha migcrasi aHamizy
TaKTHK Ta Kpal[uX MPaKkTUK (MaTepHiB) po3po0seH] apXITeKTypHI PIlLIeHHS 1S
JOCSIKHEHHSI HEOOX1/THOI JJOCTYIHOCTI, MPOAYKTUBHOCT1, MAaCIITA0OOBHICT1 Ta O€3MEeKU

aHUX.

Jlana pobGota Oyna 30cepekeHa aclieKTax po3poOoKU MPOrpaMHOTo
3a0e3neueHHsl, sIKI MaloTh 0e3M0cepeaHIi BIUIMB Ha apXITEKTYpy pILIEHHS, TOMY 1032
MeXaMHu 111€i poOOTH, ajie B paMKax MPOEKTY OYJIM TaKOX JE€TaJbHO PO3IJISHYTI 1
M1ITOTOBJICH] USE-CaSe crieHapii, iepapxiuHa CTpyKTypa podoT, OI0KET, poaMen
MIPOEKTY Ta KOHBeEP po3poOku ([lomgaTok 3), 10 pazoM A03BOIUIIO MEPEUTH 10

HACTYITHOTO €Tamy — po3pOoOKH MPOTPaMHOT0 3a0e31eYCHHS.

3 iHIIOro OOKY MiAXOA 0 MPOEKTYBAaHHS APXITEKTYPH PILIECHHS, IKHI1 OyB
3aCTOCOBaH B JaHHOM MPOEKTI, MOTEHUIHHO MOYXE€ BUKOPUCTYBATH SIK PperMBOPK
JUIS 1HITUX TMPoeKTiB. 3rigHo ctanaapty 1SO 42010 ¢peliMBOpK BiANOBiHa€E

MIKHAPOJIHOMY CTaHJIAPTY, AKIIO BiH BKJIIOYAE
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[ndopmartito, sika ioro onucye

OpnuH abo OIbIIIE IHTEPECIB

OnuH a0o OUIBIIE CTEHKXONIEPIB, SIKI MAlOTh TaKl IHTEPECH

Opny a0o OuTbIIe TOYOK 30y (BKIIIOUAIOUH iX crierudikalii 3rigHo
MDKHAPOJIHOTO CTaHIapTy)

[IpaBuiia 3B’s3Ky, SIKi IOB’A3yIOTh TOUKH 30pY (3T1IHO 11.5.7. CTaHIApTY)
YMoBU a1 3acTOCYBaHHS (3Tri/1HO 11.6.1. cTaHgapTy)

VY3romkeHicTb PpeMMBOPKY 3 MOJOKEHHIMHA KOHIIENTYaTbHOT MOJIEI1

CTaHAapTy.
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Honarok 1. TOII 10 pimens VDR 3rigno dataroom-providers.org

1 iDeals

2 Firmex

3 Intralinks

4 Citrix

5 watchDox

B Merrill

7 Onehub

8 DealRoom

9 Digify

10 Donnelley

4.92/50

4.81/50

4.72/5.0

4.59/50

4.51/s50

4.32/50

4.23/50

4.17/50

4.05/50

3.90/50

iDeals virtual data room proposes a wide range of customization and
collaboration tools. The easy to set up software and its user-friendly
interface ensure any cnline deals or document management services
are smooth. The iDeals VDR allows the user to generate graphs and
customs reports on user activity. The VDR is widely used by
companies of all sizes.

Firmex virtual data room specializes in highly secured cloud services
for online deals and file-sharing. Firmex has gained the reputation of
being a secure and helpful platform. This VDR provider is among the
top VDR providers because of its high-quality standards and flexible
approach to clients' needs. The provider offers different software
packages suited to the needs of both small and large businesses.

Intralinks is trusted by many large companies and well-known global
brands. It is an experienced traditional virtual data room provider
with high-quality standards and representatives in several countries.
It is a true giant in the data room industry and its target market is
large sized businesses. Intralinks’ VDR solution might feel not flexible
enough for younger entrepreneurs that prefer agile software.

Citrix Systems is a reliable company providing cloud services for online
business deals and employee workflow needs. Citrix Workspaces is
virtual data room software for online deals and includes all tools
necessary for decument management. Clients can use additional
Citrix Systems software to cover process needs.

BlackBerry Workspaces [fka WatchDox by Blackberry) is a VDR
provider that may be a bit difficult to use but redeems itself with the
easily-available user and admin guides, trainings, and documentation
for users. This VDR has a wide range of advanced tools for virtual
space customization. This VDR provides services for businesses of all
sizes.

Datasite is an updated software product of Merrill Corporation.
Datasite is a VDR that provides excellent solutions for complex deals.
Merrill also provides quality extra services that help in consulting,
content administration, and other processes required for profitable
corporations.

Onehub offers multiple cloud solutions and secure services for
business document flow. Pricing for the Onehub data room may be on
the high side but it guarantees the best technical support and
software product guality.

DealRoom is an M&A due diligence Saas. The software is expensive,
pricing wise, but it does provide advanced online tools for both the
buy-side and sell-side of the ME&A process. The software also has
features that tackle each aspect of the M&A deal lifecycle.

Digify is a relatively young virtual data room provider. Despite its late
entry into the VDR market, it proposes all basic virtual data room
tools and is well known to be a user-friendly platform targeting small-
sized businesses.

Donnelley Financial Solutions Group's Venue provides basic cloud
instruments for business deals done online. Venue features tools for
digital document flow and file sharing.
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Honarok 2. Value proposition

Gain Creators

Option for sharing documents to
your teammates

"a or ideal customer

M&A and financial consultant (buy side)

Advanced UIJUX design and new
interface

Ability to create personalised
documents set

Clever and fast search system

Ability to edit document with version
system onboard

Customer care department and 24/7
support

Advanced security with ability to
document for i

Super skilled 24/7 support and
personal manager

Pain relievers

New UNUX design

Inteligent search

person

Document tagging.

history of reviewed documents

making and saving notes in a
reviewed document

sharing notes with teammates

toa to

Flexible documents i

review a document

creadting list of reviewed
documetns with notes - {file
name, [nates]}
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Virtual Data Room

Pains

Long time to find necesary
document

allowed to analyze documents in
VDR only

no notification if new document
added/ access rights granted

same steps 10 access already
i files

Gains

making notes in the document
saves my time if i need to recall

Assess amount of documents

have initial plan for analysis

make notes if found something,
update the plan

copying tables/numbers from
documents provides better accuracy
of my report

friendly interface lets me focus on
my job

i can share my notes with my
colleagues

dont forget cross refemces if any

review documents according to the
plan

make a report

search result by key words
contains only relevant files

support the report with reference list




HMonatok 3. KonBeep po3poOKu mporpaMHOro 3a0e3nedueHHs JJIsl BIpTyaabHO1
KIMHATH JaHUX.

v g
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