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Attacking Adversarial Attacks as A Defense

https://arxiv.org/abs/2106.04938


A Closer Look at Accuracy vs. Robustness

https://arxiv.org/abs/2003.02460


Local Lipschitzness and r-separability



Adversarial attacks 



Types of attacks 



State-of-the-art attacks

➢ FGSM

➢ L-BFGS

➢ PGD

➢ Square

➢ RayS

➢ FAB (later Deepfool)

➢ C&W

https://arxiv.org/pdf/1608.04644.pdf


L-BFGS



Jacobian-based Saliency Map Attack (JSMA)

At a high level, the attack is a greedy algorithm that picks pixels to modify one at a 

time, increasing the target classification on each iteration. 

They use the gradient to compute a saliency map, which models the impact each 

pixel has on the resulting classification. 

A large value indicates that changing it will significantly increase the likelihood of 

the model labeling the image as the target class l. Given the saliency map, it picks 

the most important pixel and modify it to increase the likelihood of class l. 

This is repeated until either more than a set threshold of pixels are modified which 

makes the attack detectable, or it succeeds in changing the classification. 



DeepFool (later evolves into FAB)

Deepfool is an untargeted attack technique optimized for the L2 distance metric. It 
is efficient and produces closer adversarial examples than the L-BFGS approach 
discussed earlier. 

The authors construct Deepfool by imagining that the neural networks are totally 
linear, with a hyperplane separating each class from another. 

From this, they analytically derive the optimal solution to this simplified problem, 
and construct the adversarial example. 

Then, since neural networks are not actually linear, they take a step towards that 
solution, and repeat the process a second time. The search terminates when a 
true adversarial example is found.

https://arxiv.org/abs/1511.04599


DeepFool in a nutshell



FGSM



Square and RayS

Square and RayS are black-box attacks based on extensively querying deep networks. 

They tend to stop queries once they find a successful adversarial example so that the 
computation budget can be saved. 

Yet, such a design makes attacks stop at the adversarial examples that are closer to 
the unharmful example, which is the example one step earlier before the successful 
attacking query. 

This explains why they are so vulnerable to defensive perturbation. 

The black-box constraint of not knowing the gradient information of the model may also 
prevent them from finding more powerful adversarial examples that are far away from 
the decision boundary.



FAB

FAB can be considered as a direct improvement of DeepFool. 

Unlike other white-box attacks that search adversarial examples within B(x, a), 
FAB tries to find a minimal perturbation for attacks (as shown in the picture). 

However, this aim of finding smaller attacking perturbations also encourages them 
to find adversarial examples that are too close to the decision boundary and thus 
become very vulnerable to defensive perturbation. 

Thus, even on the undefended standard model where they generate smaller 
perturbations than on robust models, they can still be hugely nullified by random 
perturbation, and the robust accuracy increases from less than 1.0% to 74.57% 
and 84.37%.



PGD and C&W

Attacks like PGD and C&W show better resistance against perturbations. 

However, with Hedge Defense, the robust accuracy can still by improved by 3.0% 

to 11.0%. 

Interestingly, several commonly believed more powerful attacks turn out to be 

weaker when facing perturbations. 



Adversarial attacks in action



Hedge defense



Hedge defense

Hedge Defense again achieves 

huge improvements. In particular, 

it improves the state-of-the-art 

model against AutoAttack from 

37.29% to 45.00%.



Defences against adversarial attacks

To better understand the theory-practice gap, several existing methods on a few 

image datasets with a special focus on their local Lipschitzness and generalization 

gaps were investigated. 

There are 3 ways to train a model to be adversary robust:

➢ adversarial training (AT), 

➢ robust self-training (RST)

➢ TRADES

https://arxiv.org/abs/1706.06083
https://arxiv.org/abs/2002.10716
https://arxiv.org/abs/1906.00555


Robust self-training



Other technique to combat adversary perturbations

➢ Projection - The development of generative models, such as auto-encoders and 

generative adversarial networks, gives rise to another line of research, which 

removes adversarial noise by fitting generative models on the training data. 

The input to the classifier is first fed into the generative model and then classified. 

Since the generative model is trained on natural examples, adversarial examples 

will be projected to the manifold learned by the generative model. 

Furthermore, “projecting” the adversarial examples onto the range of the 

generative model can have the desirable effect of reducing the adversarial 

perturbation. 

➢ Detection (as simple as that) - training a plain binary classifier. The approach 

lacks in generalization, though.



Randomization as defense

Adversarial perturbation can be viewed as noise, and various methods have been 
proposed to improve the robustness of DNNs by incorporating random 
components into the model.

The randomness can be introduced to: 

➢ the input; i.e., randomizing the input of a neural network to remove the 
potential adversarial perturbation (e.g., Xie et al., 2018; Cohen et al., 2019), 

➢ the hidden layer output; i.e., adding Gaussian noise to the input and hidden 
output (e.g., Liu et al., 2018b) and introducing pruning methods to randomize 
the network output (e.g., Dhillon et al., 2018), or 

➢ the parameters of the classifier; i.e., leveraging a Bayesian component to add 
randomness to the weights of the model (e.g., Liu et al., 2019). 



More regarding adversarial training

Weak models may fail to learn non-trivial classifiers. In the case of small capacity 

networks, attempting to train against a strong adversary (PGD) prevents the 

network from learning anything meaningful. 

The network converges to always predicting a fixed class, even though it could 

converge to an accurate classifier through standard training. 

The small capacity of the network forces the training procedure to sacrifice 

performance on natural examples in order to provide any kind of robustness 

against adversarial inputs. 
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