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The growing adoption of CRM systems increases the need for effective user access control
mechanisms. This paper analyzes the hierarchical role-based access control (RBAC) model in the
context of CRM platforms, emphasizing its role in ensuring data protection and centralized access
management. A comparative overview of the OAuth Scopes approach is also presented, highlighting
their conceptual differences, advantages, and appropriate areas of application. Although OAuth Scopes
provide flexible and temporary permissions for API interactions, the hierarchical role model remains a
fundamental basis for stable, scalable, and structured internal access management in CRM systems.

lepapxiuna mozmens poneit y CRM — ne cuctema, y sIKili poji KOpUCTYyBadiB MalOTh
«BEPTHKAJBHI» B3a€EMOBIJHOCHHH: KOPHCTYBau i3 BHIIOIO POJLTI0O MOXE MEperiisiaTd JaHi

mijyIeryiuxX, aje He HaBmaku [1]. OCHOBHI CKJIamoBI 1i€l MOJAENI BKIIIOYAIOTh: KOPUCTYyBaya,
POJb, IPodib, a TAKOXK JTO3BOJIH Ta PiBHI BUAMMOCTI (IUBHCH PUCYHOK 1).
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Pucynox 1 — Cxema pobomu icpapxiunoi mooeni ponetl

Poni BU3HA4a0Th, sKi 3amKcH (HANPHUKIAA, YTOAW a00 KOHTAKTH) KOPHUCTYBad MOXKeE
nepernsaata. Hanpuknaz, perioHanbHUNA MEHEKep Ma€ AOCTYH J0 AaHUX CBOIX MiJUIETIHNX Y
MeXax perioHy, ame He a0 iHdopmarii iHmwX BigmimiB. Ilpodins Bu3Haugae, ski mil
KOpUCTYBau MOKE BHKOHYBATU 3 IMMH 3allICAaMH — CTBOPEHHSI, TEPETJIsijl, pelaryBaHH,
BUJAJICHHS, IMIIOPT YU €KCIopT y pizHuX Monyisx CRM (imm, KOHTaKTH, Yroau TOLIO).
Jlo3BONM Ta BHIUMICTh BCTaHOBIIOIOTH 0a30BHil piBEHb JOCTYIy B MeKax OpraHizaiii.
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Hanpuknan, neBHuit moxyns Moxke Oytu “Public” (myOnmiunmi) — moctymHuil yciM, abo
“Private” (mpuBaTHHI) — JINIIE BIACHUKY Ta HOTO KEPIBHUKAM Y CTPYKTYPi).

Y cyvacHux iH(pOpMalidHUX CHCTEMax ICHyE€ KilbKa MiAXOJIB MO YIPaBIiHHS
JocTynoM kopuctyBadiB. Halimommpenimumu € OAuth Scopes [2, 3] Ta RBAC (Role-Based
Access Control) [3—5] — BoHH pi3HATHCS 32 MPUHIMIIAMHE JIii Ta cheporo 3acToCyBaHHS:

- OAuth Scopes — 1me psaKud A03BONIB, MPHB’S3aHI 10 TOKEHIB JOCTYITy, SKi
BU3HAUYAIOTh, L0 CaMme JIOJaTOK MOXe pOOUTH 3 JaHMMU KOpUCTyBada. BOHM THMYacoBi,
OLIBII THYYKI Ta BHKOPHCTOBYIOTBhCS TEPEBAXHO [UIS 30BHIIIHIX iHTerpamiid 3 API, ne
MOTPiOHI KOPOTKOCTPOKOBI JO3BOJIH.

- RBAC - Hamae mpaBa JOCTYyIy Ha OCHOBI poJieii KOpHCTyBaya, TpyHyrudd il
BIMOBITHO 70 CIy)K0oBUX 000B’si3kiB. lle cratmyHMi minxin, oOpi€eHTOBaHHWN Ha
JOBIOTPUBAINI BHYTPIMIHIN JOCTYH Y KOPIIOPATUBHUX CHCTEMAX.

Haenemo B Tabuuii | mMOpiBHSHHS XapaKTEPUCTHK 000X IiIXOJIB JI0 YIPAaBIiHHS
JOCTYIIOM KOPHCTYBayiB.

Tabauysa 1 — Iopieusanns nioxodie 00 ynpasiinHsa 00CHynom

XapaKTepUCTHKA OAuth Scopes RBAC
Tpusaiicts il TumuacoBa (3a71€KUTH Bif [ocriitna (Ha OCHOBI poJIi)
TOKEHA)
PiBenn gerasizamii Bucokwuit (st KOHKPETHHX 3aranpHUH (715 BCI€T POITi)
pecypciB)
I'nyukicTb Bucoka, HanamroByeThCA Hwxua, motpedye pyuHoro
JTUHAMIYHO OHOBJICHHS
Tumnose 3acTOCYBaHHSI 3oHimrHI API-iHTerparmii BryTtpimmHiit goctym
KOPHUCTYBauiB

Ilonpu mosiBYy HOBHX METOMIB aBTOpHW3alii, iepapxiuHa Mmoxaenb poneii (RBAC)
3AIAIMIAETHCS BAXIIMBOIO, aKe BOHA 3a0e3ledye YiTKy CTPYKTYpy HOCTYITy, BimoOpakae
opraHizaliiiHy iepapxiro (Hampuknan, “‘aomin — meneddicep — Kopucmysay’), Ta TO3BOJISIE
LEHTPaJIi30BaHO KePYyBaTH IpaBaMH BEJIUKOI KITBKOCTI MpaliBHUKIB.

VY cucremax, A€ piBeHb IOCTYIy BHU3HAYAETHCS CIYyKO0BUMH 000B’si3kamu, RBAC
CTIpOIIy€ aJAMIHICTpYBaHHSI, MiJBUILYE MPO30PICTh 1 3abe3redye cTabuTbHE JOBrOTPHUBAJIC
yIpaBIliHHS JOCTYIaMHU.

Xoua OAuth Scopes HamalOTh BHCOKY TOYHICTH 1 O€3MeKy KOHTPOIIO JOCTYITY, iXHs
POTb 0OMEKYEThCS KEPYBAaHHSM KOHKPETHHMH JIO3BOJAMHU B Mexax pecypciB un API. Bonn
e(eKTUBHI JUIsi KOPOTKOCTPOKOBUX TEXHIUHUX CIICHApIiB, aje HE 3aMIHIOIOTh CTaOLIbHY
iepapxiuHy CTPYKTYpYy, sKy 3a0e3neuye RBAC.

lepapxiuHa MofeNbh TapaHTy€e TOCTiIOBHICTH, IEHTPATi30BaHUNA KOHTPOJH 1 JOTIUHY
HIAMOPS/IKOBAHICTh MPaB — I 0COOIMBO BAXKJIMBO ISl BEIMKHUX OpraHizamiid i BHYTPIiIHIX
CHCTEM.

Takum YHUHOM, iepapxqua MOJCIIb pOHeﬁ 3AJIMIIAETBCA KIHOYOBHUM CJICEMCHTOM CY4YaCHUX
cucteM O€3NEeKH, OCKUIbKM 3a0e3nedyye 4iTKy CTPYKTYpy MAOCTYyINy, IO BigoOpaskae peajbHy
oprasizauiiiny iepapxito. Bona crpolirye yrnpasiiHHS IpaBaMi KOPHUCTYBadiB, 3HWKYE PU3UK MOMHUIIOK
y JOCTyIax 1 MiJABHIIYE KOHTPOJb HaJ iH(GOpMaIliero. 3aBIsSKH 3p03YMIIOCTI Ta MacIITa0OBAHOCTI, 115
MOZIeTIb 1 Hajadi 3alMIIAEThCSI e(EKTHBHOI OCHOBOIO JUIS MOOYIOBH O€3NMeYHHX KOPHOPaTHBHUX
CHCTEM.
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The paper is devoted to the research and evaluation of ethical regularities of Artificial Intelli-
gence as a certain digital existence in the context of worldview parameters. A critical review of the
main provisions and principles surrounding the issue is given, finding and developing the progressive
criteria in them and establishing a unique theoretical-worldview concept corresponding to modern
requirements. The relationships fixed between the thinking of the fields of humanitarian and exact
knowledge around the issue are shown in an original way; a kind of attempt is presented to
understand and evaluate the system-conceptual model developed on the basis of moral criteria in the
digital world of organized management in a new way.

The discursive resource of the axiological approach and the potential of constructing reflexive
conclusions with the dialectical method are utilized and used. It is indicated what probable moral
consequences can result from the solution of the intellectual dilemma established in modern digital
practice, more specifically, the alternative task of the protocol and software of the creative-argu-
mentative algorithm associated with it, In particular, the latter can only be considered in the format of
an admissible possibility or present it in the form of an implemented cybernetic reality. The expected
difficulties of interaction between natural and artificial intelligences and appropriate control mecha-
nism paradigms are described and analyzed, namely, the concepts of the ethical value of the artifact
are demonstrated - within the framework of essential and principled reliability/unreliability.

Introduction: Challenges in the process of developing moral criteria over time give rise to the
need and necessity to review the traditional principles accompanying worldview knowledge. Based on
the research question, it is interesting for us to find out what to expect in the field of worldview
understanding and evaluation of Artificial Intelligence - from the aspect of ethical dimension. It is
significant that two main aspects are still not clearly defined in the field of scientific discourse:

*  What is the main function of applied ethics in the practical implementation of constructed
knowledge about Artificial Intelligence?

* How well will the system of ethical values work following the software operation of the
algorithmic mechanism of the simulated intelligence?

As is generally known, Ethics is a field of humanitarian knowledge, thus it conveys interdis-
ciplinary knowledge and skills on one-world topics and uses open concepts, but when it comes to the
concept of Artificial Intelligence, which acts as human intelligence in a certain field, and then Ethics
moves from the category of humanitarian thinking to the line of exact sciences. And this is because the
computer, as an Artificial Intelligence, must clearly define how to behave, and this is done on the basis
of moral considerations, but the same spiritual and moral competences in turn, must already be
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