OCOBJIMBOCTI MOBU TA

EKRKOCUCTEMW CRYSTAL Y KOHTERCT]
PO3POBKW BEB-CEPBEPHUX
3ACTOCYHKIB

MPE3EHTALLIA 1O KBAMI®IKALINHOT POBOTU

ALINI 0 POBOTH
~ 3AXOMKEHKO 1.0.

BMROHAB CTYAEHT

KPUBOLLEEB I.C.
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poboTtun 3 Monop,ofd' Ta He MOBHICTIO COOPMOBAHOK EKOCHUCTEMOIO Y KOHTEKCTI
po3po6bKn RESTful 3acTOCYHKY.
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Ana peanisauii wabnony DI B Crys'rql BMKOpMCTOByBaJ'IaCb
6ibnioteka Crystal-DI. BoHa niaTpumye peectpauito
3aN1€XHOCTEN B OKPEMOMY MOAYNI, aBTOMATUYHY iH EKLitO
3aN1€eXHOCTEN B KOHCTPYKTOPU Knacis, 36epexeHHA
EAMHOro 06’eKTy cepsicy




Sequence Diagram

Crystal_REST_API

|
Login Request |

-
quiz_results
£id
user_id
quiz_api
difficulty
|

L Authorization Token |
|

Quiz Info Request

category

status

password

score
date_started

1
Quiz Information date_completed

[Answer Questions] %
question_results
|

: |
L Answer Question Request ]
| |

| Confirmation of Answer Saved |

Lid
quiz_result_id
user_id
category

| | difficulty

| Complete Quiz Attempt Request _ | question

¥

score

correct_answer

1rdrawSQL incorrect_answers

L_ Quiz Completion Confirmation Jl
| |
| |
| |

Sequence Diagram Database diagram




=] File Edit Selection View Go Run Terminal Heip « 2 test [WSL: Ubuntu}

@ EXPLORER = G question results_controlier.cr @ results dios.cr @ question results_service.co & auth_controlier.cr @ question_results speccr 1 @ backar M

vyestws:ue.. [ B2 0 @  course > back > | shardymi

/O w course / back 1 name: back course > back > src > services > @ results_service.cr > ...
4 _ 2 versicn: 0.1.8 il require "db"
> publ) 3 S0 raciire ha
g&_ > spec 4 authors: 3 require "../config/*"
~ SIC L] 5 - Ivan Kryvosheiev 4 reguire “"crypto/bcrypt/password”
ﬁr‘) > config 6  dependencies: 5 require "../models/result"
R i ; kem.? N 6 require "../exceptions/*"
github: kemalcr/kema 7
Q*.- :Mlh'_mmm“r:ml ol g PE: 8  module Services
question results control.. g github: will/crystal-pg 9 class ResultsService
L_l@ @ resuts_controller.cr 11 kemal_jwt_auth: 1@ def result_statuses
= > die 12 _Gll'"Ul’: dscottboggs/kemal-jwt-auth 11 { started: "Started", completed: "Completed" }
~ exceptions 13 di: 2 end
@ @ db_exceptions.cr 14 github: funk-yourself/crystal-di 13
i5 Jwt: 14 def get 1t_by_id(id : Int32
e 16 github: crystal-community/jwt Sl [ o )
X / X bt 15 Result.find by ({:id => id})
@ jwt_handler.cr 17 R 16 end N
~ jwt 18 github: gdotdesign/cr-dotenv 17
ai_""—“_“"-di“a" 19 jer:r.:ifer-.' ; e 18 def get_user_results(user : Int32)
~ migrations 28 github: 1'I'I|dr‘azn-":l;2"1f€r“€" 19 Result.where { c("user_id") == user }.to a
= 1sq) 21 version: "> 8.13 3 end
@ 20240506165836178 a1 2% development_dependencies: ;i
o o 33‘ m:»s;;:‘::?-|c919335m“s_s = 22 def has_result_by id(id : Int32)
@ hel 5 g : P 2 Result.where { c("id") == id }.exists?
pert 25 crotest: 24 d
i 3 en
°quesl|un_resull.cr 26 github: emancu/crotest 5
y 27  targets: - : .
@ result.or Be 26 def set_result_completed(id : Int32, date_completed : String
28 back:
@ userar :9 ma;n‘ Srerhackeon 27 statuses = result_statuses
v services ;e ' i : 28 res = get_result_by_id(id)
@ auth service.cr = 29 if (lres)
@ question_results_service... 5 eryatels =3 faia" EL) raise NoSuchRecordException.new(id)
@ results service.cr 33 31 end
@ backcr M 34 MIT 32 s
5 ar 33 res.status = statuses[:complete:
O editorconfig . L : ]
g 4 ¢ DEBUG CONSOLE  TERMINAL 1 34 res.date_completed = date_completed
L = 35 ras_save
aitignore 4 TERMINAL 36 end
R LcENSE s: [307], time: 429.4 37
(@ READMEmd ) . B
£ shardlock 18 passed, 3 assertions, @ failures, @ errors, @ pending
@ ! shard.ymi M
> ruby Finished in 14.36 seconds
{?}- 3 ik Ban - 9 examples, @ failures, B e @ pending
& > TIMELINE user@DESKTOP-913INF9:~/te
\J ]



course > back > src > controllers > ° question_results_controller.cr > ...

1 require "../services/*"

2 require "json"

3 require "../dto/*"

4 require "../jwt/*"

5 require "../config/inject"

6

7 question_results_service = Inject.resolve(Services::QuestionResultsService)
3 results_service = Inject.resolve(Services::ResultsService)

9

18 get "/questionResults/:quiz_id" do |env]|

11 user = (env.get "user").as(JWTUserData::User)

12

13 quiz_id = env.params.url["quiz_id"].to i?

14 if (lquiz_id || !results_service.has_result_by_id(quiz_id))
15 halt env, status_code: 400, response: "No such quiz result"

end

quizResult = results_service.get_result_by_id(quiz_id)
if (!lquizResult || quizResult.user_id != user.id)

| halt env, status_code: 403, response: "Forbidden"
end

res = question_results_service.get_results_by_quiz_result_id(quiz_id)
res.to_json
end

post "/questionResults/:quiz_id" do |env]|
user = (env.get "user").as{JWTUserData::User)

quiz_id = env.params.url["quiz_id"].to_i?

if (lquiz_id || !results_service.has_result_by_id(quiz_id))
halt env, status_code: 408, response: "No such quiz result"”

end

quizResult = results_service.get_result_by id(quiz_id)
if (lquizResult || quizResult.user_id != user.id)
halt env, status_code: 403, response: "Forbidden"

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
PE]
24
25
26
27
28
29
30
31
32

course » back > src > handlers > @ jwt_handler.cr > ...
require "kemal"
require "../jwt/*"

class JWTHandler < Kemal::Handler
exclude ["/auth/*"], "POST"

def call(env)

end

end

return call_next(env) if exclude_match?(env)

if (env.request.method === "OPTIONS")
env.response.status_code = 200
env.response.headers.add("Access-Control-Allow-Headers", "authorization")
return

end

begin
auth_header = env.request.headers["Authorization"]
if (lauth_header.starts_with?("Bearer "))
raise "Incorrect Authorization header”
end
token = auth_header[7..-1]

user = JWTUserData.decode_user(token)
env.set "user", user

rescue ex
puts ex.message
env.response.status_code = 481
return

end

call_next(env)




1\\5 PE3YJIbTATU [

B pe3ynbrati 6yna po3pobneHa REST API 3
BIiANOBIAHMMM eHANOIHTaMMU:

. POST /auth/register — peecTpaliis KopuctyBaya
33 NepeaaHUMKM NapameTpamu HikHelmy, NOLWTKN Ta
napons. NNoBepTaeTbcA TOKEH aBTOpPU3aLLii

. POST /auth/login — noriH KopucTyBaya 3a
nepeAaHMMKM NapameTpamMu HikHelmy Ta napons.
NoBepTaeTbCA TOKEH aBTOpPU3aLLii

. GET /results/user — OoTpUMaTH BCi pe3ynbTaTy
TecTiB KopucTyBaya

C POST /results — cTBOpeHHA cnpobu Tecty
KopucTyBaua.

. PUT /completed/:id — nepeBegeHHs Tecty y
3aKiHYEeHMW CcTaH 3a iaeHTUdiKaTopom

. GET /questionResults/:quiz_id — oTpumaTi BCi
pe3ynbTaTh BiANOBiAEN KOPUCTyYBaya Ha NUTaAHHA
NeBHOro TecTy

. POST /questionResults/:quiz_id — cTBOpeHHA
pe3ynbTaTy BignoBigi KOPUCTyBava HA NUTAHHA NEBHOro
TECTY.




d\"", args: ["user", "user@gmail.com”, "$2af1e$lewImROaFZco3djbbiZTjuKewlcFNEALMIkdrQmxOIiKh2Y9ZEGHC"], time: 299.8
2024-85-14T720:26:40.495531Z DEBUG - d == query: “"COMMIT", time: @.1
335
eyJ@eXAi0iIKVIQiLCIhbGeiniIIUZIINIIS . eyI1lc2VybmFtZSI6InVZZXIiLCIpZCIEMZMILC] 1eHAIOFE3MTUAMDQIMDBS . tu-qqpSNbEgIRIpro7-5s1410bmXmoREBibDyvwrib3e
2024-85-14 20:26:40 UTC 28@ POST /auth/register 484.1ms
26:48.502080Z DEBUG - db: -- query: "START", time: @.2
:26:40.502483Z DEBUG - db: -- query: "INSERT INTO \"quiz_results\"(\"score\", \"quiz_api\", \"difficulty\", \"category\", \“user_id\"
\"date_started\", \"date_completed\") VALUES ($1, $2, $3, $4, $5, $6, $7, $8) RETURNING \"id\"", args: [18, "Quiz API", "easy", "Scie
335, "started", "2024-05-14 2 9 +80:00", nil], time: 373.3
2024-85-14T20:26:40.502485Z DEBUG - db: -- query: "COMMIT", time: @.1
2824-85-14 26:48 UTC 28@ POST /results 2.27ms
2024-85-14T20:26:40.504677Z DEBUG - db: -- query: "SELECT \"quiz_results\".* FROM \"quiz_results\" WHERE \"quiz_results\".\"id\" = $1 LIMIT 1 ", a
rgs: [254], time: 348.8
2024-85-14T20:26:40.504908Z DEBUG - db: -- query: "SELECT \"quiz_results\".* FROM \"quiz_results\" WHERE \"quiz_results\".\"id\" = $1 LIMIT 1 ", a
rgs: [254], time: 284.5
2024-85-14T20:26:40.505094Z DEBUG - db: -- query: "START", time: ©.2
2024-85-14T20:26:40.505427Z DEBUG - db: -- query: "UPDATE \"quiz_results\" SET \"status\"= $1, \"date_completed\"= $2 WHERE \"id\" = $3", args: ["
Completed”, "2024-85-14 20:26:40 +00:00", 254], time: 313.4
2024-85-14T20:26:40.505429Z DEBUG - db: -- query: "COMMIT", time: @.1
2824-85-14 26:48 UTC 28@ PUT /results/completed/254 4.84ms
2024-85-14 20:26:40 UTC 200 GET /results/user 673.8us
24-85-14T720:26:40.509868Z DEBUG - db: -- query: "SELECT \"quiz_results\".* FROM \"quiz_results\" WHERE \"quiz_results\".\"user_id\" = $1 ", arg
[335], time: 493.8

18 passed, 3 assertions, @ failures, @ errors, @ pending

Finished in 16.47 seconds

8 exampl ilures, 8 err




® user@DESKTOP-9J3INF9:~/test$ wrk -t2 -c18@ -d3@s --latency --header "Authorization: Bearer eyJl@eXAiOiJKV1QiLCJhbGciOiJIUzI1NiJ9.eyJ1lc2VybmFtZSI6InR1l
€3QzNTUiLCIpZCI60CWiZXhwIjoxNzE10DgzODYwFQ. EI@CXnii7xRcNpXrBe_f5exEdI9DdHXCAMAmMUSEBiIU" http://127.0.0.1:3000/results/user
Running 30s test @ http://127.0.0.1:3000/results/user

2 threads and 160 connections

Thread Stats Avg Stdev Max +/- Stdev
Latency 218.17ms 171.84ms 1.98s 82.93%
Req/Sec 268.25 68.85 555.68 74.79%

Latency Distribution
50% 121.57ms
75% 325.88ms i
90% 517.46ms
99% G558.48ms
15459 requests in 308.63s, 25.260MB read
Requests/sec: 514.72
Transfer/sec: 859.04KB
user@DESKTOP-9J3INF9:~/test$ I I

O




( MAaTTEPHIB Ha Temy
JWT TokeHiB, 6i6nioTeky
[ANA AAHOTO 3aCTOCYHKY.
aHanis NPOAYKTUBHOCTI A04ATKY.

® 3 pe3y/bTaTiB BUKOHAHHS 0060T o4a Crystal LWe € 4OCUTb MOIOA0I0 MOBOIO
NPOrpamyBaHHA 3 He MOBHICTIO PO3BMHEHOI EKOCUCTEMOIO, BiH A06pe NiaxoanTb Ana epeKTUBHOI po3pobkm REST API
3aCTOCYHKIB
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