OIHAHCOBO-KPEIUTHA [IANbHICTb: MPOBJIEMM TEOPIT | MPAKTUKM 2021 N2 5 (40)

UDC 336.71:342:340.111.5
Mykhailiuk G.
Doctor of Science in Law, Associate Professor,
Professor of International and European Law Department
at the National University «Kyiv Mohyla Academyy, Ukraine;
e-mail: galyna.mykhailivk@ukma.edu.u; ORCID ID: 0000-0002-7363-9230
Rustamzade A.
Doctor of Science in Law, Associate Professor,
Head of Law Department
at the National Aviation Academy, Baku, Azerbaijan,
e-mail: rustamzadeax@hotmail.com; ORCID ID: 0000-0002-9410-960X
Mpykhailiuk N.
Ph. D. in Philological Sciences, Associate Professor,
Associate Professor in Department of Foreign Languages for Professional Communication,
International Humanitarian University, Odesa, Ukraine;
e-mail: nina.mykhailiuk@gmail.com; ORCID ID: 0000-0002-8230-2808
Zaitseva-Kalaur 1.
Ph. D. in Science in Law, Associate Professor,
Associate Professor at the Department of Civil Law and Procedure,
West Ukrainian National University, Ternopil, Ukraine;
e-mail: innavzk@gmail.com; ORCID ID: 0000-0001-5924-5844

REGULATION AND SUPERVISION OF FINANCIAL SERVICES
IN THE ERA OF GLOBAL DIGITALIZATION: EXPERIENCE OF AZERBAIJAN
Abstract. The COVID-19 pandemic necessitated the urgent regulation and renewal of financial
and banking services in Azerbaijan in the era of global digitalization. A number of important steps have
been taken in the country, which are highlighted in the present article. First and foremost, numerous
adopted legal acts, measures taken to increase the volume of non-cash payments and minimize the
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experience have been applied. The widespread use of mobile services over the Internet to facilitate
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and potential customers.
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PET'YJIFOBAHHS 1 HATJIA A 3A ®ITHAHCOBUMMU ITOCJIYTI'AMU
B EPY CBITOBOI JIJIZKUTAJIIBAILIL: JOCBIJ ASEPBAMI)KAHY

Anoranis. [Tangemis COVID-19 Bukiukana HeOOXiAHICTH TEPMIHOBOTO PEryJIIOBaHHS I
OHOBJICHHS (PiHAHCOBUX 1 OaHKIBCHKUX MOCIYT B A3epOaiijkaHi B enoxy riaodanbHoi nugposizarii.
Hacamnepen, kpaina 3pobuia HU3KY BaKJIMBHX KpOKIB, sIKI BUCBITJICHO B Ll craTTi. [lepmr 3a Bce,
OyJI0 TpoaHaNi30BaHO YMCJICHHI yXBaJieHI 3aKOHOJABYl aKTH 1 BXKUTO 3aXOJU IIOAO 30LIbIICHHS
00csriB 6€3roTIBKOBUX PO3PAaXyHKIB Ta MiHIMI3allii CyMU TOTIBKOBUX IUIaTeXiB. HaromomieHo, 1o
nocunieHHss poii OaHKiB y (iHaHCyBaHHI Oi3HECYy TakK0X CTHUMYJIO€ EKOHOMIYHE 3pPOCTaHHS
B pe3yJbTaTi BUKOPUCTAHHS MOKJIMBOCTEH, CTBOPEHHMX LU(POBi3aliel0 OaHKIB, IOPUIANYHUX OCIO
1 HaceneHHs. JlOCHIJKEHO BaKJIMBICTh NMPOJOBXKEHHS pedopM y cdepi 3aiiicHeHHS Ta 0OpoOKH
IUIATEXXIB, YJOCKOHAJCHHS 3aKOHOJABYOi 0a3, MOCHJICHHS I1HCTUTYLIHHUX CIPOMOMXHOCTEH.
HaiiBaxnuBiliuMu  nuUTaHHAMH OyJl0 BH3HAHO BUKOPUCTAHHS 1H(OpPMAIIMHUX TEXHOJOT1H
1 migBuIeHHs UdpoBoi rpaMoTHOCTI. [lepexia 10 uudpoBUX TEXHOOTIH € BaKIMBOIO METOIO JIJIS
HOJIMIIEHHS YHpPaBIiHHA pHU3MKaMM B OaHkaxX (BU3HAUEHO SK CTpaTeriyHMiA MiAXig Ha
JIOBFOCTPOKOBY TEPCNEKTUBY). Iyl MOCATHEHHs L€l METH BIANOBIAHO A0 «J{OpOKHBOI KapTu»
YXBaJICHO HOBY HOpPMAaTHBHY 0a3y, sika 3a0X04ye€ NEPeTBOPEHHS (iHAHCOBHX YCTaHOB, a TaKOX
0aHkiB y 1udpoBi, Ta OopraHizoBaHo BiAnoBimHuUN Harisa. Kpim toro, Oyno po3poOiaeHO HOBY
NpPYyJICHLIAHY CHCTEMy pearyBaHHS Ha HOBI BHUKJIMKM 1 3aCTOCOBAaHO HasiBHI 1HCTPYMEHTH
yOpaBIiHHS PU3UKaMU Ha OCHOBI MixkHapojgHoro nocBimy. Lllupoke BuKOpucCTaHHS MOOITHHUX
nocyyr depe3 [HTEpHET /Ui MOJETrmIeHHs AOCTYIly CIIOKMBAYiB O WX IMOCIYT TaKOX Biirpae
BOXJIMBY pOJb y CKOPOYCHHI BHUTpPAaT 1 BTpaTW dacy 3a paxyHOK CTBOPEHHS JIOJAaTKOBHUX
MOXKJIMBOCTEH. BUCBITIIEHO, SK BHUKOPHCTaHHS Cy4YacHHUX TEXHOJIOTIYHMX KaHANiB 301LTbLIMIO
3IaTHICTh 30MpaTH W aHaji3yBaTH OUIbII OOIMPHY Ta MOTPiOHY iH(OpPMAIIiIO MO0 MOTOYHUX Ta
HOTEHIIMHUX KIIIEHTIB.

Knwuosi cnosa: (¢dinaHcoBa cuCTeMa, NpyJAEHLIMHICTh, (IHAHCOBUII aBTOpUTET,
iH(hopMalliiiHI TEXHOJOT11, pETyJISITOp, CTpAaTeriuHa JOPOXKHS KapTa.

®opmy: 0; puc.: 0; Tabm.: 0; 6161.: 19.

Introduction. In March 2020 the whole world faced with COVID-19 problem and as a
result regulation of financial services and supervision had to be urgently updated in the new era of
digital age. A number of important steps have been taken in Azerbaijan on the background of recent
digital changes in the international arena. It should be noted that numerous legal acts have been
adopted and measures have been taken. One of the most important of these legal acts is the «State
Program for the Expansion of Digital Payments in the Republic of Azerbaijan in 2018—2020»,
approved by the Decree of the President of the Republic of Azerbaijan dated September 26, 2018.
The main goal of the program is to increase the volume of non-cash payments and minimize the
amount of cash payments. This, in turn, should support the growth of banks’ financial resources [1].
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Recent research analysis and problem stating. Therefore, in order to achieve the goals, it
is important to carry out reforms in the field of payments, to develop the legal framework, to
strengthen institutional capacity. As a result of the implementation of this State Program the volume
of non-cash payments under the program has increased significantly compared to previous years, in
2020 the volume of transfers of bank customers through e-banking amounted to 95.7 billion. manat,
showing a historical record [2]. The decree noted that digitalization of payments will have a
significant impact on transparency of economy, significantly reducing the costs of cash turnover for
banks and other legal entities. It is emphasized that strengthening of the role of banks in business
financing will also stimulate economic growth as a result of the use of opportunities created by the
digitalization of banks, legal entities and population [1].

A number of similar provisions have been reflected in other previously adopted state
programs. «Strategic Roadmap for the Development of Telecommunications and Information
Technologies in the Republic of Azerbaijan» approved by the Decree of the President of the
Republic of Azerbaijan dated December 6, 2016, can be mentioned as one of them [3]. However,
because of different objective reasons the impossibility of full implementation of all measures on
the coverage of digital payments increase has made it important to take into account these measures
in another «State Program for the Expansion of Digital Payments in the Republic of Azerbaijan in
2018—2020» [1].

Various measures have been identified in the State Program on 2018—2020. Regarding
innovative digital payments, it was noted that new methods such as Fast payments, QR (Quick
Response) codes and mobile applications, POS devices based on Cloud technology, and m-POS
will reduce user costs, making them more convenient and cheaper. The application of new
technologies in the bank brings additional obligations. These obligations apply to both the
controlled entity and the controlling entity. The State Program on 2018—2020, along with the
importance of the application of modern technological solutions in the banking sector, also sets
relevant standards to address the growing risks associated with its application. Paragraph 4 of the
document emphasizes the data security and cyber security, as well as tightening regulations to
ensure them. It is also considered safer to use technological solutions with the use of personal
biometric data, such as fingerprints, images of the relevant part of the eye [1].

«Strategic Roadmap for the National Economic Prospects of the Republic of Azerbaijany»
approved by the Decree of the President of the Republic of Azerbaijan dated December 6, 2016,
and «On Approval of Strategic Roadmaps for the National Economy and Key Sectors of the
Economy» dated December 29, 2012 are about the transition to digitalization in the organization of
state [4]. The use of information technology and the increase of digital literacy were identified as
important issues. This approach is defined as a strategic goal for the long term. The «Strategic
Roadmap for the Development of Financial Services in the Republic of Azerbaijan» approved by
the same Decree states that the transition to digital is an important goal to improve risk management
in banks [5].

To achieve this goal, a new regulatory framework that encourages the transformation of
financial institutions, as well as banks, into digital, should be adopted in accordance with the
Roadmap, and appropriate oversight should be organized. The development of information
technology and the acceleration of digital transformation in the international arena have led to the
formation of modern and different approaches in the financial system, as well as in the operational
part of banks. The formation of a new prudential framework for responding to new challenges and the
application of modern tools for risk management based on international experience have developed
[5]. Along with the formation of a modern payment ecosystem and the promotion of innovation, the
Central Bank always pays great attention to improving the regulatory framework [2].

As noted in the Roadmap, the widespread use of mobile services over the internet to
facilitate access to these services by consumers also plays an important role in reducing costs and
time wastage by creating additional opportunities. The use of modern technology channels has
increased the ability to collect and analyze more extensive and necessary information about current
and potential customers [5].
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The Decree of the President of the Republic of Azerbaijan «On Some Measures to Ensure
the Security of Critical Information Infrastructure» dated April 17, 2021 notes positive aspects of
the rapid development of modern information technology, continuing globalization of systems and
other communications in this area. It is emphasized that this process has also created conditions for
information systems and resources to become the target of cybercrime [6].

It should be mentioned that Azerbaijan has a progress in applying certain technological
innovations to increase access to financial services. In particular, the regulation of remote bank
account opening can serve as an example. Thus, in accordance with paragraph 5 of the «Rules for
Opening, Maintaining and Closing Bank Accounts» approved by the decision of the Financial
Markets Supervisory Authority of the Republic of Azerbaijan dated June 10, 2019, legal entities
and individuals got a new opportunity to open bank accounts. According to the rules, bank can open
a bank account remotely for legal entities and individuals who has an electronic signature and using
video identification. Different rules for opening such accounts are established for resident
individuals. In this case, some different requirements apply. If the account is opened to these people
remotely only through video, the customer can perform transactions on the account for a total of up
to 6,000 manat (about 3600 US dollar) or the same amount in foreign currency for a period of one
year. However, in this case, additional identification by the bank using special information
resources is required. The exception in this case is the payment of salaries and social insurance from
this account. However, if the account is opened on the basis of a joint application of enhanced
electronic signature and video, there are no restrictions on the scope and nature of transactions [7].

The account can be opened in a simpler way, only by identification in the relevant
information resource, but in this case the customer can perform operations on the account for a total
of up to 500 manat (about 300 US dollar) or the same amount in foreign currency for a period of
one year. Also, the funds in such accounts may not be used for the purpose of transfer to accounts
belonging to other persons, except for transactions related to the payment of goods, works and
services. In the case of non-residents, remote accounts can be opened only with the use of enhanced
electronic signatures and video. There are no special restrictions on these operations [7].

One of the most important innovation for banks, regulator and customers was the Decision
of the Plenum of the Constitutional Court of the Republic of Azerbaijan dated August 12, 2020 «On
Interpretation of Article 407.2 of the Civil Code of the Republic of Azerbaijan». The decision
regulates the use of any other analogue of the signature in civil relations, including bank and
customer relations, in addition to the physical and electronic signature forms [8].

The decision states that contracts are often the legal basis for the formation of rights and
obligations in civil relations. The parties voluntarily determine and agree on the terms of the
agreement [9]. Naturally, the state imposes restrictions on a more just, objective solution in civil
relations, as in all legal relations on a number of issues. As stated in Article 59 of the Constitution
of the Republic of Azerbaijan, «the state carries out regulation in the field of entrepreneurship only
in connection with the protection of state interests, human life and health». According to Article 12
of the Constitution, the main interest of the state can be assessed as «ensuring human and civil
rights and freedoms, a decent standard of living for citizens of the Republic of Azerbaijan» [10].

The Decision of the Plenum of the Constitutional Court «On Interpretation of Certain
Provisions of Articles 399.3, 399.4, 445 and 449 of the Civil Code of the Republic of Azerbaijany
dated December 24, 2014 states that the principle of certainty must be observed when formulating
standard terms of the contract. That is, the standard terms of the contract and their legal
consequences must be clearly stated. These conditions must be expressed with a high degree of
accuracy, and there must be no room for unreasonably different interpretations. At the same time,
the parties must be able to fully understand the terms of the contract without the help of third
parties. At the same time, if the agreement of the parties on all important terms of the contract is not
in the appropriate form, the agreement of those terms is not considered the conclusion of the
contract. Therefore, the agreement must be implemented in the required form [11].

According to the legal conclusion of the Constitutional Court, the transaction must be
concluded in writing, one of the necessary conditions for its conclusion is the signing by the parties.
The signature is interpreted as a sign that allows the identity of the person expressing the will to be
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determined. Therefore, the signature may not necessarily be physical or electronic, but may also be
in graphic form [8].

As a result of the mutual analysis of the above provisions, the Constitutional Court
concluded the following: a simple written contract shall be deemed concluded from the moment it is
duly signed by a personal signature or using another analogue; the terms of contracts concluded
using a facsimile of a signature, electronic signature or other analogue of a personal signature by
mechanical or other means shall be as clear, honest and understandable as possible; legal positions
reflected in this Decision also apply to relations of relevant documents signing required by law for
the conclusion of contracts. At the time of signing these documents, the will of the parties must be
expressed in a clear, unambiguous and non-abusive manner [8].

The legal basis for the activity of the financial market supervisory authority in relation to
banks is the Law of the Republic of Azerbaijan «On the Central Bank of the Republic of
Azerbaijan» (Central Bank Law) and the Law of the Republic of Azerbaijan «On Banks» (Law on
Banks) [12; 13].

According to Article 4 of the Central Bank Law, it consists of ensuring the operation of
payment systems, as well as supporting the stable operation of the banking system. According to
Article 5 of the Central Bank Law, the Central Bank ensures the operation of payment systems by
organizing, coordinating, regulating and supervising them. The Central Bank, in addition to
adopting mandatory normative acts on issues within its competence, carries out inspections [12].

The Law on Banks provides for greater regulation of the Central Bank’s supervisory and
regulatory powers in relation to banks, including licensing and permitting, certification,
determination of prudential regulations and requirements, application of enforcement measures to
banks, and resolution procedures [13].

However, there are no broad specific provisions regulating the application of these laws for
control purposes of information technology. In this regard, the established bank must be ready to
implement the information technology system and complete security measures within 180 calendar
days from the date of the decision on the positive consideration of the initial application. Other
broader provisions are set out in Article 38.3. According to the article, the Central Bank «may set
minimum requirements for the reliability and security of the automated settlement and money
transfer systems used by banks, protection of banking information by them». Based on this, the
Central Bank approved the «Rules on Security of Information Systems in Banks» by the Decision
dated December 10, 2014. According to the rules, banks must provide the following in connection
with information systems: take into account issues related to the reliability and sustainability of
banks’ information systems in the strategic plan and compliance of their activities with it;
effectiveness of IT risk management; availability of continuity procedures for IT systems in
emergencies; existence of division of powers in the areas of IT application; availability of IT
systems and security administrators; availability of an appropriate topological diagram containing
the necessary elements for the security of IT equipment, information systems [14].

According to the rules, banks should also ensure: storage and protection of relevant
information, records and copies of automated banking information system (hereinafter — ABIS) to
reduce IT risks; creation and application of authorization mechanisms for documents in ABIS,
information between ABIS and information systems; creation of solutions that make it impossible
to subject this information to any adjustments during the exchange; storage of backup copies of
information systems in the Bank’s Reserve Center.

In addition, a number of technical requirements related to IT risks in the Rules and the
software used on data processing servers, should be agreed with the security administrator and the
structure responsible for IT issues. Antivirus software should be updated on a daily basis. However,
the details of many of the IT security requirements mentioned in the Rules are not disclosed, which
raises questions about the correctness and effectiveness of their application by banks, as well as
their full assessment by the supervisory authority [14].

Another document is the «Rules for the Inspection of Banking Activities» adopted by the
Chamber of Control over Financial Markets on March 11, 2019. The document defines the
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procedures for organizing and conducting more inspections in banks. However, there is no specific
approach to assessing information systems and their security [15].

On the one hand, current situation can be assessed as creating opportunities for banks to
apply modern technological solutions in various areas of activity. On the other hand, this situation
deprives banks of an overall assessment of new IT risks that may arise. In such circumstances,
application of new technological solutions in banking creates difficulties for the supervisory
authority, as well as for the effective control and regulation of IT risks.

The adoption of the above-mentioned normative documents and measures have been taken,
demonstrate the importance that the state attaches to digitalization. In this regard, the International
Summit on Financial and Digital Technologies, which have been held at the state level in
Azerbaijan in May 2020, should be noted [16].

Conclusions from the conducted research. Based on the normative documents discussed
above, the following key points can be noted: digital transformation is one of the main strategic
goals of the government; institutional development must be ensured for digitalization; a new
regulation should be adopted to encourage digitalization; the threat of cybercrime and data
protection is growing due to the application of modern technological solutions; transition to
digitalization creates additional risks and obligations for the supervisory authority and the
supervised financial institutions; control over digitalization, including prudential requirements, risk
management should be improved; increase of digital literacy is important for digitalization
[1; 3—6; 8].

As it can be seen, many of these requirements call for the oversight body to define a number
of new regulations. In order to meet these challenges, it is necessary to define the Central Bank’s
broader powers in the Law on the Central Bank and the Law on Banks in relation to digitalization
and IT security. Supervisory should also implement principles related to application of modern
technological solutions for control purposes taking into account international practice,
implementation of risk-based approach, formation of special legislation on protection of rights of
financial consumers [17—19]. The Central Bank itself notes a number of points as a major
challenge. The most important of these are the introduction of Open Banking and SandBox, the
adoption of laws that define the legal and economic basis for FinTechs’ participation in the
operation of payment services and payment systems, and present more opportunity to offering new
products and services [2].
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