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[locTaHoOBKa 3aaaui

1. Jloc/iiuT cy4yacHi niiXxo iy i3 rapaHTyBaHHS BiAMOBOCTIMKOCTI MiJ 4yac
NIPOEKTYBaHHS Ta pO3POOKH MPOTPaMHOr0 3abe3ne4yeHHs 3 BAKOPUCTAHHAM
MIKpOCEpPBICHOI apXiTEKTYPH.

2. [IpoBecTH aHaJi3 CydacHUX NiAX0/Au Ta GPerMBOPKIB i3 3a0e31e4YeHHs
BiJIMOBOCTIMKOCTI MiKpOCepBiciB.

3. Po3po6uTu BJlacHy peaJiizalito rapaHTyYBaHHS BiZIMOBOCTIMKOCTI HA OCHOBI
IPOBEeLEeHOro aHaJIi3y.

4, [IpoBecTH aHaJi3 ePpeKTUBHOCTI po3p006JIeHO] iMIIJIEMEeHTAL|l.



Ornsa npeaMeTHOI 001aCTi: MiKpOCepBiCHA apXiTEKTYpa
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Ornsa npeaMeTHoOI 0651acTi: BiAMOBOCTIMKICTb

Cdepu BifMOBOCTIMKOCTI B iHQOpPMaAL[iKHUX TEXHOJIOTIAX:

- Hardware Fault Tolerance

- Information Redundancy

- Fault-Tolerant Networks

- Fault Detection in Cryptographic Systems
- Software Fault Tolerance



BiagMoBoCTilKicTb B nporpaMHOMY 320e3neYeHHi
OcHosHi Fault-Tolerance [atepu

- Retry

- Retry Logic  Availability Service Component
- 1meouts

- Bulkhead Service

- Rate Limiter Consumer

- Circuit Breaker

Responsiveness

Timeout
Value




BiagMoBoCTilKicTb B nporpaMHOMY 320e3neYeHHi
[atepH Circuit Breaker

call / raise circuit open

Success

BkJiroyae B ceoe:

- 3 CTaHHU fail [threshold reached]
- HasamtyBaHHSI MOpPOrOBUX 3HAYEHbD
- HanamryBaHHS 3aTpuMOK (timeout)

- fallback ¢ynkmii

- QiabTpalisd NOMUJIOK TAa BUKJIOYEHb

reset tmeout

fail [under threshold]




Fault-Tolerance 6ibnioteku Ta GppenmBopkm
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Circuit Breaker: Moenb nokpaueHHs

- HauMmkoBiCTb Yacy O4iKyBaHHA y call / raise circuit open
CTaHI Open success

- Ilepexig mo MoJeJii y BOX CTaHAX
(ClOSCd <-> Open) fail [threshold reached]

- [IporHo3yBaHHsI MIOBEpPHEHHS Y CTaH
Closed Ha ocHOBi METPUYHUX JJAHUX
reset imeout
- I'myukicTh nigxony -
fail [under threshold]

SuUcCess




06uyncneHHs nporHosy

rating =cl* (1 —FR) +c2*(1—SCR) + c3*SR + c4«TOS/MOT
npucl+c2+c3+c4 =1,
FR,SCR,SR,TOS/MOT € [0; 1]

ne FR — Failure Rate,

SCR - Slow Call Rate,

SR — Success Rate,

TOS - Time in Open State,

MOT — Maximum Open Time — MakcumaibHUIA yac rnepedyBaHHs B ctani Open, 3aannii KOHIrypaili€ro 3aCTOCYHKY,
cl, c2, ¢3, c4— BinmoBigHI KOEMIIEHTH, 3aTaF0THCI KOHPIrypaIli€ro 3aCTOCYHKY




Peanisauis

- MoBanporpaMyBaHH4 - Java

- OcHoBa peaJiizanii - po3mupeHHs 6i6JioTekn Resilience4;

- Jlerka inTerpaunida 3i Spring Boot

- IliaTpuMKa koH}irypanii (HanpukJ/aJ, IOPpOroBUX 3Ha4YeHb) PpeMBOPKY



Pe a" |3 a ul ! calculate transition rating:

success under rating threshold

Cxoxxuu
YKUTTEBUH LIUKJI
Circuit Breaker, fail (threshold reached)

ajie y 2-X CTaHax

Closed

<

time in open state > MAX time in
open state

OR

calculate transition rating:

rating threshold reached
fail (under threshold)




Peanisauis

public float calculateTransitionValue(@NonNull SimpleMetrics metrics,
long currentOpenStateDurationInNanos) {
//always close the circuit breaker when the time in open state is longer than the given threshold
if (currentOpenStateDurationInNanos > DEFAULT_OPEN_STATE_DURATION_THRESHOLD) A
return Float.POSITIVE_INFINITY;

float decimalFailureRating = (1 - metrics.getDecimalFailureRate()) * FAILURE_RATE_COEFFICIENT;
float decimalSlowCallRating = (1 - metrics.getDecimalSlowCallRate()) * SLOW_CALL_RATE_COEFFICIENT;
float decimalSuccessCallRating = metrics.getDecimalSuccessRate() * SUCCESS_CALL_RATE_COEFFICIENT;

//time in open state
float timeInOpenStateRating = (float)
currentOpenStateDurationInNanos / DEFAULT_OPEN_STATE_DURATION_THRESHOLD *x TIME_IN_OPEN_STATE_COEFFICIENT;

return decimalFailureRating + decimalSlowCallRating + decimalSuccessCallRating + timeInOpenStateRating;
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MiH. yac yenimHoi Binnosiai: 50 mc;
Makc. yac BigmoBiaL: 6 c;

MiH. 4ac nepeBipKH CTaHy 3a TaliMepoM:
1c;

Makc. yac nepeBIipKu CTaHy 3a
taiimepoM: 10 c;

VIMOBIpHICTH Tepexojy y CTaH BiIMOBH:
0.2;

MiH. yac BITHOBJICHHS 31 CTaHy BIIMOBH:
1c;

Makc. Jac BITHOBJICHHS 31 CTaHy
BimmoBu: 10c.

Min. yac yemimHOi Bigmosini: 50 mc;
Makc. yac BigmoBiaoL 3 c;

MiH. yac nepeBipku CTaHy 3a Taiimepom: 1

¢

Makc. Jac mepeBipKkd CTaHy 3a TAtMEpOM:

10 c;

VIMOBIpHiCTh mepexoy y CTaH BiIMOBH:
0.3;

MiH. yac BITHOBJICHHS 31 CTaHy BIIMOBH:
lc;

Makc. Jyac BITHOBJICHHS 31 CTaHy BIIMOBH:

10c.

“IHIHLUUIlt DITAACI]

Kinpkicte 3anuTiB: 100
Posmip sliding window: 20
UYac ouikyBanHsa y Open State (s

tpamuniiHoro Circuit Breaker): 3 c.

Failure Rate mopir: 50%

Slow Call mopir: 3 c.

Iopir peiiTHHrY 1JIsl IEpexoay y
craH Closed: 0.45

Kuitpkicte 3amuTiB: 100
Po3mip sliding window: 20
UYac ouikyBanHst y Open State (quist

tpaguniinoro Circuit Breaker): 5 c.

Failure Rate Threshold: 40%
Slow Call Threshold: 1.5 c.

Iopir peiiTuHry 1Ji1s1 Mepexoay y
craH Closed: 0.4

Failure rate: 0.4

Slow call rate: 0.2
Success call rate: 0.3
Time in open state: 0.1

Failure rate: 0.4

Slow call rate: 0.15
Success call rate: 0.35
Time in open state: 0.1

\LuLitosaillialc)




IloBeninka Bi1ajIeHOTO CePBicy

Min. yac yemimHOi BigmoBini: 50 Mmc;
Makc. gac Bigmosinoi 3 c;

MiH. 4ac mepeBIpKu CTaHy 3a TaHMEpPOM:

lc

Makc. yac mepeBipKd CTaHy 3a
tarimepoM: 10 c;

MMOBipHICTH mepexomy y cTaH BiIMOBH:
0.3;

MiH. yac BITHOBJICHHS 31 CTaHY BIIMOBH:

lc
Makc. yac BITHOBJICHHS 31 CTaHy
BimmoBH: 10c.

Kondgirypauist 000x BapiaHTiB
Circuit Breaker

Kuimpkicts 3amuTiB: 100

Po3mip sliding window: 10

UYac ouikyBanHs y Open State (ms
tpaguiiiinoro Circuit Breaker): 5 c.
Failure Rate Threshold: 40%

Slow Call Threshold: 1.5 c.

Iopir peiiTuHry AJ51 Mepexoay y
craH Closed: 0.4

KoedimienTn

Failure rate: 0.4

Slow call rate: 0.15
Success call rate: 0.35
Time in open state: 0.1

PesyabTraTn
(Successcall rate)




BucHoBKM

e 3anponoHOBAaHA MOJieJIb MOXe BUKOPUCTOBYBATUCH 3aMICTh TPAAULIIMHOT O
nusaiiny Circuit Breaker a5 gocsirHeHHs 6i/bI0i cTabiJIbHOCTI B3aEMOil Mix
MiKpocepBicaMu.

e Peasnizanis Ha ocHOBi ppeliMBOpKY Resilience4j ae Mox/IUBICTb “UTH B HOTY 3
YyacoM” Ta BUKOPUCTOBYBATH iHIII Cy4YyaCHi MigX04y Ta NaTEePHU BOJAHOYAC i3
[peACTaBJIEHOIO IMIIJIEMEHTALIELO.

e Mojenb nporuo3yBaHHs cTaHiB Circuit Breaker no3BoJisi€ 1me 6isbIne mok/iaJaTHCh
Ha pe3yJIbTaTU B3aEMO/IIA MiXK cepBiCaMU B CUCTEMI, B IOPIBHAHHI 3 KJIACUYHOKO
peasti3alji€ro maTepHy.
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