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Po3pobuTu cuctemy KepyBaHHS pO3MOAIIIOM aAPECHOTO IPOCTOPY
(IPAM) mis mignpreMcTBa 3 METOIO ONITHMI3allii YIIpaBIIiHHS
3a ]—-[ aHl MEpEXKEBUMH PeCypcaMu Ta MiJBUIICHHS €(PEKTUBHOCTI MEPEKEBOI

1HppacTpyKTYypHU

IlocTanoBKa




bararo minpueMCTB CTUKAIOTHCS 3 TTpodieMamMu yrnpasiiHHs [P-aagpecamu ta
MEPEKEBUMU PECYpPCaMH.

CraH npoOaemMu

Henomiku iCHYrOYHX IT11XO/TiB:
1. He3pyuHi py4Hi METOIH
2. Jlopori roToBi pillleHHS




1.01mnuc OCHOBHUX KOMIIOHEHTIB 1
IIOHATH IIPEAMETHOI 00J1aCTI

IP — Internet Protocol

DNS — Domain Name System

DHCP — Dynamic Host Configuration Protocol
DDI — DNS, DHCP, IPAM

ARP — Address Resolution Protocol

ICMP — Internet Control Message Protocol

KopoTkuii 3MICT

pPOOOTH

SOk wdE




2. Orns g KpuTepliB MOKIMBUX PIIICHb

[ixa

ABTOMaTH3AIIIS
[aTerparis
JlocTymHICTh Ta Oe3meka
On-premises ta cloud
IcHyroui cuctemu

KopoTkuii 3MICT

pPOOOTH

SOk wdE




3. CTBOpEHHS BJIaCHOTO 3aCTOCYHKY

ApXITEKTypa 3aCTOCYHKY

[HCTpYyMEHTH, 00paHi JJIsl peai3allii 3aCTOCYHKY
Onuc OCHOBHUX MOAYJIB Ta iX (DYHKIIIM

[aTepdelic kopuctyBaua Ta 1oro PyHKIIIOHATIBHICTh

KopoTkuii 3MICT

pPOOOTH

Hown e




IlepeBaru Be063aCTOCYHKY:

- KiienT-cepBepHa apxiTeKTypa

- HesanexHicTs Bij mwiargopmu

- JlerkicTh po3p0oOKH KOPUCTYBALIBKOTO 1HTEPGEHUCY

XapaKTEPUCTHKA
PE3YIIbTATIB >
Client Server
Graphical User Business logic
Interface Database




Po3po6xka 3actocynky |IPAM 3 BUKOpUCTaHHSIM BIIKPUTUX
TEXHOJIOT1/ Ta IHCTPYMEHTIB:

- Python

- Django

- SQL.ite

- virtualenv

- Nmap

- huey

- netaddr

- Bootstrap 5

XapaKTEPUCTHKA

pGBYHBTaTlB [ Web-Client ] [ DNS Server API }
HTTP HTTP HTTP HTTP
Requests Responses Requests Responses

[ Django Server H Django ORM H Huey Process }
{ SAlLite Database J { NMap }
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XapaKTEPUCTHKA

pE3YJIBTAaTIB

ER-Mmonens:

SubnetV4

IPV4 Address Entry

PK

id int NOT NULL

PK

id int NOT NULL

subnetip char(15) NOT NULL,

FKA1

subnetid char(15)

FK1

supernetip char(15)

ipaddr char(15) NOT NULL

subnetmaskcidr byte

macaddr char(17)

name char(64)

vlan char(16)

location char(32)

name char(64)

date_changed date

location char(64)

description char(256)

date_changed date

url char(128)

description char(256)

active bool

SubnetVé

IPV6 Address Entry

PK

id int NOT NULL

PK

id int NOT NULL

subnetip char(45) NOT NULL,

FK1

subnetid char(45)

FK1

supernetip char(49)

ipaddr char(45) NOT NULL

subnetmaskcidr byte

macaddr char(17)

name char(64)

vlan char(16)

location char(32)

name char(64)

date_changed date

location char(64)

description char(256)

date_changed date

url char(128)

description char(256)

active bool




XapaKTEPUCTHKA

pE3YJIBTAaTIB

Onuc OCHOBHUX MOAYJIB Ta iX (DYHKITIM:
- urls.py

- admin.py

- models.py

- Views.py

- tasks.py
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Tasks.py — niHryBaHHs XOCTiB

XapakTepucTuKa
PE3YJIbTATIB




IaTepdeiic kopucryBaua: [Tinmepexi

HOME IPV4 Dashboard IPV6 Dashboard |PV4 Subnets IPV6 Subnets Admin Dashboard

IPV4 Subnets Dashboard

ID  Subnet IPV4 Address Subnet CIDR Mask Name Location Date Changed Description
4 127.0.0.0 24 local test May 15, 2024 test
1 192.168.0.0 24 Home Network Vinnytsya May 13, 2024 Home Network in Vinnytsya

HOME 1PV4 Dashboard IPV6 Dashboard IPV4 Subnets IPV6 Subnets Admin Dashboard

IP: 192.168.0.0

ID 1

-5 < ap aKT ep H CTH Ka IPV4 Address 192.168.0.0
. Name Home Network
p e 3 H BT aTl B Location Vinnytsya
y Date Changed May 13, 2024
Description Home Network in Vinnytsya
IPV4 Subnets:
ID  Supernet IPV4 Address Subnet IPV4 Address Subnet CIDR Mask Name  Location Date Changed Description
5 192.168.0.0 192.168.0.128 25 test test May 18, 2024 test
IPV4 Addresses:
ID  Subnet IPV4 Address Status  Mac Address VLAN Name Location Date Changed URL Description
8 192.168.0.0 192.168.0.113 m DE:CO:B9:24:62:AA - phone 2 test May 23, 2024 - test
4 19216800 192168015  [ERNDD - - test test May 16,2024  example.com  test
2 19216800 192.168.0.2 [ pown IS - test test May 3, 2024 - test
5 192.168.0.0 122.168.0.26 m - - phone 1 test May 18, 2024 - test
6 19216200 192.168.0.2 [ pown [ - test test May 18,2024 - test
7 192.168.00 182.168.0.39 m - - Eugene  Vinnytsya May 18, 2024 - Eugene’s computer




[nTepdeiic kopuctyBaua: Anpecu

HOME IPV4 Dashboard IPV6 Dashboard [PV4 Subnets IPV6 Subnets Admin Dashboard

IPV6 Dashboard

ID IPV6 Address Status Mac Address VLAN Name Location DateChanged URL Description

3 al90:a6b7:c81f:c3ab:aec9:c10c:a027:a921 m - - test Vinnytsya = May 15, 2024 example.com  test

HOME IPV4 Dashboard IPV6 Dashboard IPV4 Subnets IPV6 Subnets Admin Dashboard

XapaKTEPUCTHKA

pGBYHBTaTlB IP: a190:a6b7:c81f:c3ab:aec9:c10c:a027:a921

ID 3

IPV4 Address a190:a6b7:c81f.c3abraec9:c10c:a027:a921
Status m

MAC Address -

VLAN -

Name test

Location Vinnytsya

Date Changed May 15, 2024

URL example.com

Description test




IaTepdeiic kopuctyBaya: [lanens agmiHicTparopa

IPAM Admm Dashboard WELCOME, ZHANMAK. VIEW SITE / CHANGE PASSWORD / LOG OUT (&

IPAM Administration

ADMINISTRATION )
Recent actions

Log entries dd  # Change

My actions
AUTHENTICATION AND AUTHORIZATION EntryV4 object ()
Y Entry vd
Groups # Change

EntryV4 object (7}
Users rdd  # Change Entry

XapakTepucTuKa
pPE3YJIbTaTIB

Subnetv4 object (5)

>~ .
Change Subnet vd

Entry vos &

* Entryv4 object (6)

Entry vd

Subnet vds dd ¢ Change
Subnet v6s Add & Change yV4 object (6)

yV4 object (6)

# Entryv4 object (5)

Entry vd




IaTepdeiic kopucryBaya: [lanens agminicTparopa XKXyprain

IPAM Admln Dashboard WELCOME, ZHANMAK VIEW SITE / CHANGE PASSWORD / LOG OUT &

Home > Administration > Log entries

Select log entry to change ADD LOG ENTRY +
ADMINISTRATION

Log entries Search FILTER

By user
AUTHENTICATION AND AUTHORIZATION Action: ‘ 0 of 100 selected
testenko

Groups Add
USER ACTION TIME OBJECTID  OBJECT REPR ACTION FLAG IR

Users Add

XapakTepucTuKa

Entry vds

pE3yIIbTaTIB

Subnet vis

zhanmak May &, , 3112 p.m. 1 EntryVe object (1) Addition
zhanmak May 9, . EntryV4 object (3) Addition
zhanmak May 9 I .m. Entryv4 object (4) Addition
zhanmak , 719 a.m. Entryv4 object (4) Change
zhanmak ) , 719 am. Entryv4 object (4) Change
zhanmak , 7:19 a.m. Entryv4 object (3) Change
Subnet vés
zhanmak ) LTk .. testenko Addition
zhanmak , 7:31 aam. testenko Change
zhanmak 7:32 a.m. testenko Change
zhanmak L TE .m. Entryv4 object (3) Change
zhanmak X , 757 a.m. Entryv4 object (3) Addition
zhanmak L 8:15 a.m. Entryv4 object (6) Addition

zhanmak ) , 10:01 a.m. Entryv4 object (6) Deletion

zhanmak L, 10:01 a.m. Entryv4 object (5) Deletion




InTepdeiic kopuctyBaua: [Tanens agminictpatopa [')pynoBa nosmitrka
IPAM Adm|n Dashboard WELCOME, ZHANMAK. VIEW SITE / CHANGE PASSWORD / LOG OUT @

Home » Authentication and Authorization > Groups

Select group to change ADD GROUP #

ADMINISTRATION

Log entries Search

AUTHENTICATION AND AUTHORIZATION 1 selected

Groups Add
GROUP

Users Add
B test

1 grou
DASHBOARD PRy

Entry vds

XapakTepucTuKa

test

pPE3YIBTAaTIB

Permissions: Available permissions Chosen permissions @

admin | log entry | Can add log entry
admin | log entry | Can change log entry
admin | log entry | Can delete log entry
admin | log entry | Can view log entry
auth | group | Can add group

auth | group | Can change group

auth | group | Can delete group

auth | group | Can view group

auth | permission | Can add permission
auth | permission | Can change permission

mith | narmicrian | ©an dalata narmiccian

Choose all

Hold down “Control”, or “Command” on a Mac, to select more than one,

Save and add another Save and continue editing Delete




IaTepdeiic kopuctyBaua: [Tanens agminictpatopa Kopucrtysaui

IPAM Admlﬂ Dashboard WELCOME, ZHANMAK. VIEW SITE / CHANGE PASSWORD / LOG OUT (&

Home » Authentication and Authorization » Users

Select user to Change ADD USER +
ADMINISTRATION -

Log entries FILTER

By staff status

AUTHENTICATION AND AUTHORIZATION Action: v G0 | 0of 2 selected
Groups Add Ves
KT H THK B USERNAME EMAIL ADDRESS FIRST NAME LAST NAME STAFF STATUS No
Users Add
B testenko
: By superuser status

B zhanmak zhanik1000@gmail.com
DASHEOARD
Yes

_ ) 2 users
Entry vds Mo

Entry vos -
g By active

Subnet v4s
Yes
MNo

Subnet vés

By groups




IaTepdeiic kopuctyBaua: [Tanens agminicTpaTopa Azpecu

IPAM Admlﬂ Dashboard WELCOME, ZHANMAK. VIEW SITE / CHANGE PASSWORD / LOG OUT (&

Home » Dashboard » Entry vds

Select entry v4 to change ADD ENTRY V4 +
ADMINISTRATION
Log entries FILTER

By SubNet IP Address

AUTHENTICATION AND AUTHORIZATION e co | 0 of 7 selected
XapaKkTepuCTUKA
IPV4 ADDRESS SUBMET IP ADDRESS DEVICE NAME LOCATION DESCRIPTION IS ONLINE
° Users Add
192.168.0.113  192.168.0.0 phone 2 test test -
C3VJIbTAT1B
7 192.1 192.168.0. Eugene Vinnytsya Eugene's

DASHBOARD computer

Vinnytsya
Entry vds 192.168.0.3 192.168.0. test test test test
Entry vés ilsls 192.168.0.2 192.168.0. phone 1 test test
Subnet vds 192.168.0.1 192.168.0. test test test

Subnet v6s 127.0.0. 127.0.0. local test test

test test test

7 entry vds




IaTepdeiic kopucryBaua: [Tanens agminicTpaTopa 3MiHA 3aMKCIB

Change entry v6 Change entry v6
EntryV6 object (3) EntryVé object (3)

SubNet IP Address: al190:a6b7:c81f:c3abiaect:c10c:a027:a920

e a190:a6b7:c81f:c3ab:aeco: SubMet |P Address: a190:a6b7:c81fc3abiaecd:c10c:al2Ta922

Macaddr: IPv6 Address: al80:a6b7:c81f:c3abaecs:

Device Name:

XapaKTEPUCTHKA

Location: Vinnytsya

PE3YJIBTATIB |

example.com

Description:
Description:

Changed on:
Changed on:

Is Online: i
Is Online:

Save and add anocther Save and continue editing Save and add another Save and continue editing




JISIKyr0 3a yBary
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