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Entertainment media in the context of hybrid war
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the case of Ukraine

Abstract

The article provides a complex analysis of how entertainment media can serve to undermine a country’s
resilience and security amidst hybrid war using the case of Ukraine as an example.

The paper documents that before the launch of Russia’s aggression against Ukraine in 2014, Russian
media products had been heavily present in Ukrainian media space, including the entertainment segment.
In 2017, Ukraine restricted access to some Russian media products and social media in its territory in an
effort to counter disinformation and the use of user data by Russian security services via their access to the
social media based in the Russian jurisdiction. Despite the measures taken by the state to address security
challenges, build resilience and fight disinformation in the media, the influence of Russian entertainment
media in shaping public opinion remains significant.

In this paper, the authors analyze segments of the media space where Russian entertainment products are
present in Ukraine, the tools used by Russia to enforce its narratives through media content, and the ways
Ukraine has responded to these.

This paper aims at demonstrating the role of entertainment mass media in the resilience of countries and
how it is used in the context of hybrid war. Also, it looks at the efforts to counter this influence.

The research shows that Russian entertainment media and content act as a soft power or cultural affinity
element alongside misinformation or manipulations via news or information content. By using historical
references, demonstrating civilizational and moral superiority, showing Slavic brotherhood, Russia
and russocentric forces use entertainment media to shape and manipulate public opinion. As content
consumption switches from linear media, such as television, to non-linear clusters of conventional and
digital outlets, the room for the distribution of manipulative messages and narratives expands. Among other
things, this undermines the resilience of countries and endangers their national security, especially in the
hybrid war context.

Much is being done to counter this impact. Ukraine’s restrictive measures against some Russian media,
social networks and content have been effective in that they have decreased the consumption and the trust
for Russian media amongst Ukrainian audiences. Offering alternative content, produced domestically and
internationally, has contributed to diversification of the content, moving the audiences from the Russocentric
cultural product to a more diverse one.
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Menux O. B.

KaHOuaaT eKOHOMIYHUX HayK, CTapLUnii BUKNnagad,

kadenpa MixkHapOAHUX BIAHOCUH, GakynbTET COLiasibHUX HayK i CoLianbHUX TEXHONOTIN,

HauioHanbHUI yHiBepcuTeT «Kneso-MorunaHcbka akagemis», Kuis, YkpaiHa

KopOyT A. B.

Mepnia-aHaniTuk, acoujroBaHa OOCNiaHULSA,

Akapemisa nigepcTea 3 MixkHapoaHUX BioHOCUH Koponesn Ennsaesetu ll,

KoponiBCbkuit iHCTUTYT MixkHapoaHux BigHocuH Chatham House, JToHaoH, BennkobpuTaHis

Po3BaxanbHi Meaia B KOHTEKCTi riGpnAHOT BillHM B NOCTPaAAHCBKUX KpaiHaX: kelc YkpaiHu
AHoTauia

Y cratTi Ha npuknagi YkpaiHn npoBOAUTLCS KOMIMJIEKCHUM aHani3 Toro, sk possaxasibHi 3MI MOXyTb
BMAMBATU Ha CTIilKiCTb | 6e3neKy KpaiHu B yMOBax ridopmnaHoi BilHW.

LocnigxeHHsa nokasano, Wo Ao noyartky arpecii Pocii npotu YkpaiHn B 2014 poui pociricbki Meaia-npoaykTn
Oynn WMPOKO NPUCYTHI B YKPAIHCbKOMY Mefia-nNpoCcTopi, y TOMY YMCAi B pO3BaXxanbHOMY cermMmeHTi. Y 2017
poui YkpaiHa obmexwuna [ocTyn A0 AeskMX POCINCbKUX MeaianpoaykTiB i coujasibHUX Mepex Ha CBOii
TepuTopii, Wob npoTuCToaTM Ae3iHdopMaLii Ta BUKOPUCTAHHIO MPU3HAYEeHUX OSI9 KOPMUCTyBaya AaHMX
POCiiCbknMK cny>k6ammn 6e3nekn Yyepea ix 4OCTYN A0 COoLiaNibHUX MepPEeX, WO 3HAX0OATbCS B POCICHKIN
lopuCcavKLji. He3sBaxaloum Ha 3axoaum, L0 BXMUBAKTLCA OEPXaBOIO NS BUPILLEHHS npobnem 6e3neku,
NiOBULLEHHS CTIMKOCTI 1 60poTbbn 3 aesiHdpopmauieto B 3MI, BNIMB poCincbknx po3saxanbHnx 3MI Ha
GOpPMYBaHHS rPOMaACHKOT AYMKN 3a/MLIAETLCS 3HAYHUM.

Y cTaTTi aBTOpU aHani3dyloTb CerMeHTu MefianpocTopy, B SKMX NpeacTaBfieHi POCINCbLKI PO3BaXasibHi
NPOLYKTY B YKPAiHi, IHCTPYMEHTU, BAKOPUCTOBYBaHI POCi€lo 4511 NPOCYBaHHA CBOIX HAPaTMBIB 32 LONOMOrol0
Me[iaKOHTEHTY, a TakoX peakLito YkpaiHun Ha ue.

LocnigxeHHs cnpaMoBaHO Ha AEMOHCTPAaLLilo poJli po3BaXxabHKX 3ac00iB MacoBOi iHpOpMAaLLii Ha CTilKICTb
KpaiH; Ha Te, K e BUKOPUCTOBYETLCS B KOHTEKCTI riOPUAHOI BiliHW; | HA BUBYEHHS 3yCWJIb i3 NPOTUAIT TakOMy
BMAVBY, B TOMY YUCHI LUASIXOM MPOCYBaHHSA afibTePHATUBHOIO KOHTEHTY I iHTerpauvii YkpaiHn B EBPONenchbki
3MI Ta KynbTYpHUI MPOCTIP.

JocninxeHHs nokasye, Lo pocincbki po3saxanbHi 3MITaKOHTEHT Ail0Tb AK ENIEMEHTU M’ IKOT CUIN i CNPUSIOTD
BIQYYTTIO Ky/NbTYPHOI GANM3bKOCTI MapanenbHO 3 MaHinyasuisMn 4epes HOBUHHWUIA 4n iHpOopMaLinHNiA
KOHTEHT. BMKOPUCTOBYIOUM MOCUNAHHA Ha iCTOPIl0, AEMOHCTPYIOUYM UMBINI3aLIiHY 1 MOpanbHY BULLICTb,
roBOPSIYM NPO C/IOB’AHCbKEe BpaTepcTBO, Pocis Ta poCiNCbKOLIEHTPUYHI CUN BUKOPUCTOBYIOTb PO3BaXasibHi
3MI ong ¢opmyBaHHS POMAACHKOI AYMKW W MaHinyaloBaHHS Hew. 3 orngay Ha nepexig CrnoXuBaHHSA
KOHTEHTY Bif, NNiHiMHMX 3MI Ha KWwTanT TenebavyeHHs a0 HeNiHINnHMX KNnacTepiB TpaauLUiiHuX i LMpPOoBUX Mejin
MOXJIMBOCTEN A1 PO3MOBCIOOXKEHHS MaHIiNynaTMBHUX Mecenxis ctae binbwe. Lle, 3okpema, nigpveae
CTIlKICTb KpaiH i CTaBWTb Nif, 3arpo3y iXHI0 HaLioHaNbHY 6e3neky, 0CO6MBO B KOHTEKCTI FiGPUAHOI BilHW.
Barato pobuTtbCsa AN NPOTUCTOSIHHS MaHinynaTMBHOMY Bnany. OOMeXyBasibHI 3axoau, 3anpoBafXeHi
B YKpaiHi CTOCOBHO [Oesikux pociicbkux 3MI, coumepex i KOHTEHTY, nokasanu neBHYy e@eKTUBHICTB,
OCKiNIbK/ 3MOIMN 3HU3UTU CMNOXMBAHHS i JOBIpY A0 pociicbkmx 3MI Ta pociicbkoro npoaykTy B PiSHUX
cermMeHTax ykpaiHcbkoi ayauTopii. [pono3nuis ansTepHaTMBHOIO KOHTEHTY, WO BMPOBASETLCS B YKpaiHi
Ta 3a KOPAOHOM, A0oNoMOorna Ansepcndikysat i NepeBecTn YaCcTUHY ayanTopil 3 POCIMCbKOLEHTPUYHOIO
KYNbTYPHOI0 NPOAYKTY Ha BiflbLL Pi3HOMaHITHUIA.

KniouoBi cnoBa: ribpmuaHa BiliHa; TenebadyeHHs; MixXHapoaHa nonituka; 6esneka; iHpopmaLliiiHa BiHa;
CTINKICTb; MiDXHAPOAHI BIGHOCUHW; Oep>XaBHa noiTmka.

Menbix O. B.

KaHOuOaT 3KOHOMMYECKMX HayK, CTapLunii NnpenogasaTens,

kadenpa MexayHapoaHbIX OTHOLLEHUI, (pakyNbTET COLMasbHbIX HAYK 1 COLMabHbIX TEXHOOMNM,
HauuoHanbHbIn yHMBepcuTeT «Knueso-MormngHckas akagemus», Knes, YkpanHa

KopOyT A. B.

Meana-aHanuTmnk, accouumpoBaHHas nccnegoBaresbHmua,

Akagemunsa nuaepcTea No MexayHapoaHbIM oTHoweHusam Koponesbl EnnsaseTsi I,

KoponeBckuii MIHCTUTYT MeXayHapoaHbIX oTHowweHun Chatham House, JToHaoH, BenukobputaHus
PasenekatesnbHble Megna B KOHTEKCTe rmGpuaHoOiA BOVHbI B MOCTCOBETCKUX CTPaHaXx: Keic YKpanHbl
AHHOTauua

B ctatbe Ha npumepe YKpanHbl NPOBOANTCS KOMMNEKCHbIN aHann3 Toro, kak passnekarenbHole CMW moryT
BINATb HA YCTOMYNBOCTb 1 6E€30MaCHOCTb CTPaHbl B YC/TOBUSIX TMOPUAHOWN BOMHBI.

MiccnenoBaHue nokasano, 4To A0 Havana arpeccun Poccum npoTtuB YkpanHbl B 2014 rogy poccuinckue
MeananpoaykTbl LLIMPOKO MPUCYTCTBOBaIM B YKPAWHCKOM MeauanpoCTpaHCTBE, B TOM 4YuUCNe B
pasenekarenbHoM cermeHte. B 2017 romy YkpamHa orpaHuyinna OocTyn K HEeKOTOPbIM POCCUMCKUM
MeamanpoayktamMm 1 CoumalibHbIM CETSIM Ha CBOEN TeppUTOpPUK, YTOObLI NPOTUBOCTONATL Ae3uHbopMaLmn
N MCMONb30BaHMIO MOJIb30BATENBCKUX AaHHbIX POCCUNCKUMK clyxbamm 6e30MacHOCTM Yepe3 Ux
[OCTyn K coumanbHbiM CETSM, HaxoOsWMMCHA B POCCUMICKOW topucoukumn. HecmoTpss Ha Mepbl,
NnPMHUMaeMble rOCyOoapCTBOM AN pelweHns npobnem 6e30MacHOCTM, MOBbILLEHUS YCTOMYMBOCTU U
6opbLbbl ¢ aesnHdpopmaumrenn B CMU, BnnsiHne poccuiickmx pasenekarenbHbix CMU Ha ¢dopmMupoBaHmne
00LLLECTBEHHOIO MHEHUSI OCTAETCS 3HAYNTESBbHBIM.

Melykh, O., & Korbut, A. / Economic Annals-XXI, 182(3-4), 25-33

26



ECONOMIC ANNALS-XXI
SOCIETY AND ECONOMY: THE CONSEQUENCES OF CONFLICTS

B aToi cTaTbe aBTOPbI aHANM3NPYIOT CEFMEHTBI MEANANPOCTPaHCTBA, BKOTOPbIX NPencTaBAEHb POCCUNCKUE
pasBnekaTtesibHble NPOAYKThl B YKpanHe, MHCTPYMEHTbI, MCNOoJib3yeMble Poccrnein ansa npoaBuxkeHus CBoOUxX
HappPaTUBOB C MOMOLLIbIO MEOVAKOHTEHTA, U TO, Kak YKpanHa Ha 3TO oTpearmposana.

MiccnemoBaHue HanpaBfieHO Ha aHanu3 BAUSIHUA pa3BiiekaTesibHbIX CPeACcTB MacCOBOW MHMOopMaunu
Ha YCTOMYMBOCTb CTPaH; AEMOHCTPAaLMIO TOro, Kak OHU NUCMNONb3YEeTCH B KOHTEKCTE MOPUAHOWN BOWHLI, a
TakxXe Ha N3y4eHne ycununi no NpoTUBOLAENCTBMIO 3TOMY BO3LAENCTBUIO, B TOM YMCNE NYTEM NMPEasIOXEHNS
anbTEPHATMBHOIO KOHTEHTA N MHTErpaunm YkpamnHol B eBponerickne CMW 1 kynbTypHOE NPOCTPAHCTBO.
MccnenoBaHue NokasbiBaEeT, HTO poccuiickne passnekatenbHble CMU 1 KOHTEHT AECTBYIOT Kak 3/IEMEHThI
MSAFKOM CUNbl U CO3JAI0T OLLYyLLEeHNEe KyNbTypHOW ONnM30CTM napannenbHo ¢ NUHPOPMaALMOHHbLIMU
MaHUNyIAaUMAMU 4epe3 HOBOCTHOM UM MHOOPMALMOHHBIA KOHTEHT. MICnonib3ys OTCLUIKM K MCTOPUN,
OEeMOHCTPUPYS LMBUIN3ALMOHHOE U MOpaJibHOE NPEeBOCXOACTBO, FOBOPS O ClaBAHCKOM bpaTcTBe, Poccus
N PYCCOLEHTPUYHbIE CUJIbl MCMNONb3YIOT passnekaTesibHble CMU anga dopmMmpoBaHus 0BbLLECTBEHHOIO
MHEHUS1 U MaHMNynupoBaHnsa uUM. o mMepe nepexoga noTpebneHust KOHTeHTa OT NMHerHbix CMW no
TUNY TENEBUAEHUSA K HENIMHEHbIM KnacTepaM TPaAMLMOHHBIX U UMPPOBLIX Meana, BO3MOXHOCTEN ANa
pacnpocTpaHeHns MaHUNYNATUBHbLIX MECCEeOXeN U HApPaTUBOB CTAHOBUTCS OobLUe. ITO, cpeauy NpoYero,
NoapbIBAET YCTOMYMBOCTb CTPaH M CTaBUT MOM Yrpo3y UX HaUMOHalbHYlO 6e30MacHOCTb, 0COOEHHO B
KOHTEKCTE rMOpuaHO BOMHBI.

MHoroe npegnpuHMMaeTcs aas NPOTMBOCTOSAHUS 3TOMY BASAHUID. OrpaHUyYnUTENbHbIE MEPLI, BBEOEHHbLIE
B YKpamHe OTHOCUTENbHO HEeKOTOpbIX poccuincknx CMMW, coumanbHbiX CETEN M KOHTEHTA, Mnokasanum
onpeneneHHyto apPeKTUBHOCTb, NOCKOJIbKY CMOIMN CHU3UTbL noTpebneHne u goBepue K POCCUINCKUM
Meama B pPasHbiX CEerMeHTax YKpauHCKoM ayautopun. [lpepnoxeHne anbTepHaTMBHOIO KOHTEHTa,
NPON3BOANMOrO B CTPaHe 1 3a pydexom, NMoMOorfio AMBepcndULMpPOBaTb KOHTEHT U NepeBecTn 4acTb
ayauTopuKn C PyCCOLEHTPUYHOIO KyNbTYPHOrO NpoaykTa Ha 6osiee pa3sHOOOpa3HbIi.

KnioueBble cnoea: rnMbpuaHas BOWHA; TeNeBUAOEHWE; MeXAyHapoaHas MnonnTuka; 6e30MnacHOCTb;
nHdopMaLMOHHAA BOMHA; YCTOMYMBOCTb; MEXAYHapOOHble OTHOLLEHUS; rOCYOApPCTBEHHASA NONUTUKA.

1. Introduction

Information is an essential tool of international politics. Manipulation and distortion of informa-
tion have proven to sow suspicion and distrust, intensify tensions in conflict zones and change the
perception of facts as preferred by the actors that seek influence. Advancements in digital media,
Artificial Intelligence (Al) and data science so far have made it only harder to combat fake news,
propaganda and preserve freedom and security on the Internet and in other media.

Technological progress in the means of broadcasting information abolishes borders and
boundaries, leaving countries open and vulnerable to intervention into their political and infor-
mation space by other states. Ukraine, Moldova, Belarus and Georgia have been among strate-
gic targets for Russian foreign policy among the post-Soviet countries. They have been subject
to plentiful disinformation, hacker and troll attacks ever since they gained independence, and
the Russian Federation is interested in maintaining their populations under its influence. All these
countries have some top media broadcasting or publishing in the Russian language, which makes
them an easier target for Russian bots, trolls and disinformation attacks. The latter work is done
with the goal of increasing confusion, the amount of misleading information in popular media re-
sources, fostering manipulation, spreading hate speech and changing public opinion to serve po-
litical purposes.

Together with the social media, conventional media, especially TV, play a crucial role in shaping
public opinion and are still used as sources of manipulation and propaganda. The main challenge
for each state therefore lies in the ability to counter manipulative information practices and build
resilience against them in its population.

2. Brief Literature Review

A lot of research has been done on the topic of state resilience, hybrid war, disinformation, fake
news, influence and intervention of bots and trolls into various political, economic and social as-
pects of life in different countries, including USA, Saudi Arabia, Finland, post-Soviet countries etc.
(Darren L. Linvill and Patrick L. Warren, 2018).

The topic of resilience in Eastern Europe was discussed in the works of D. Bartha (2018),
H. Maksak and S. Gerasymchuk (2018), A. Yeliseyeu and V. Damarad (2018); disinformation was
studied in the works of D.A. Martin and J. N. Shapiro (2019), S.-D. Bachmann (2011), G. Routes
and G. C. Pascariu (2019); the role of media in hybrid wars was demonstrated in the works of
K. Giles (2020), B. Yuskivand S. Khomych (2017), and others.

The mentioned topics of disinformation, fake news, propaganda, resilience and information
wars have grown into a reason for concern in many countries. Researchers, civic activists and
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prominent think tanks have conducted numerous studies of narratives. Among the organizations
that have worked on the mentioned topics, the following could be mentioned:

- Bellingcat (UK), an investigative journalism website specialized in fact-checking and open-
source intelligence.

- Hybrid Warfare Analytical Group (HWAG) of Ukraine Crisis Media Center (Ukraine), an NGO
addressing the issue of Russian disinformation since the beginning of the Russian aggression
against Ukraine in 2014. HWAG explores Russian domestic narratives in the Russian informa-
tion space and how they correlate with the narratives distributed by the Russian Federation in-
ternationally.

« Foreign Policy Council Ukrainian PRISM (Ukraine), a think tank focused on analyzing Ukraine’s
resilience via Disinformation Resilience Index.

- StopFake (Ukraine), an organization, focused on verifying and debunking disinformation and
propaganda about events in Ukraine circulated in the media.

- Texty.org.ua (Ukraine), an independent analytical online publication that combines conven-
tional and data journalism. It studied the influence of Russian narratives during the 2019 presi-
dential elections in Ukraine.

+ Centre for East European Policy Studies (Latvia), a think tank that researches the buildup of ex-
pertise on Russia’s foreign policy influences in the neighborhood.

+ Latvian Institute of International Affairs (Latvia), an organization focused on international de-
velopments, regional security issues, and foreign policy strategy and choices.

+ WatchDog.md (Moldova), a civil society group in Moldova acting as a think-tank. It brings to-
gether experts in various fields to analyze, evaluate and develop sectoral public policies in
Moldova. One of its main objectives is to provide accurate and comprehensive information
on the situation in critical areas in Moldova, including economics, public finance, democracy,
election processes and human rights.

+ Resilience League (Estonia), an international cooperation platform for experts and young pro-
fessionals to create shared experience, obtain new practical knowledge and develop innovative
methods for effectively counteracting hostile influence and disinformation.

* International Center for Defense and Security ICDS (Estonia), a top think-tank in Estonia spe-
cialized in foreign policy, security and defense issues.

In their reports, statements and publications, all these scholars, researchers and institutions
have mentioned multiple times that, in order to secure freedom on the Internet and in conventio-
nal media, enforce freedom of speech and freedom of expression, and prevent the spread of hate
messages, mass manipulations and disinformation by any manipulative actor, states should take
measures to improve their resilience.

3. The main purpose of the paper is to demonstrate the role of entertainment media in
undermining resilience of countries; to show how it is used in the context of hybrid war; and to
examine efforts to counter this impact, including by bolstering the offer of alternative content and
integrating Ukraine into the European media and cultural space.

4. Results

In Ukraine, television has been the key mass medium for decades. A July 2020 survey by the
Razumkov Center (2020), a sociological group, found that 65% of Ukrainians obtain information
about domestic and international developments from national television, 52% from online media
and 45% from social media. Other media lag behind: fewer than 19% watch local and regional te-
levision, 10% listen to radio, and around 7% read national and local press each.

Surveys by Detector Media and Kyiv International Institute of Sociology (2019) showed that
74% of Ukrainians watched TV for news in February 2019, 86% in February 2018, followed by
Ukrainian online media with 27% and social media with 23% in both years. The popularity of local
television, local websites, national radio, and national and local press was under 10%.

This shows that, in the past decade, the share of television has been declining while the popu-
larity of online and social media has been growing. However, the two make some of the most ef-
fective tools when it comes to the reach of mass audiences.

In the near to mid-term prospect, media experts expect that the audience in Ukraine will in-
creasingly switch to online and OTT platforms - especially for entertainment content, including
shows and films. Conventional broadcasters are proactively developing their VOD platforms to
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keep their audiences amidst growing competition from subscription-based service providers,
both domestic and international. More generally, both news and entertainment content producers
increasingly become cross-platform, creating media clusters comprised of various media chan-
nels and formats to reach the widest audiences possible.

The top fifteen TV channels in Ukraine offer infotainment content comprised of information
and entertainment. This is an essential factor of their popularity among the wider audiences. The
TV channels focused on news and analysis are ranked anywhere below position 20 in the nation-
wide TV panel (TOP-channel, 2020), although they, too, are used to broadcast narratives that fit
certain political agendas, including pro-Russian and anti-Ukrainian, anti-Western or anti-reform
ones The research of online content consumed by Ukrainians reflects preferences of entertain-
ment content as well.

During the COVID-19 quarantine in Ukraine in spring 2020, 52% of respondents covered by
the Gradus Research analysis (Sostav.ua, 2020) said they started watching more films and videos
during that period - more people started following news, t0o; 36% watched more television, and
19% played more computer games. By contrast, 24% began to read more books, 18% watched
lectures or consumed other educational content, and 13% started doing more sports. The most
used mass media included social media (46% started using them more often during quarantine);
online media (40%), television (33%) and messengers (22%). Just 4% of the polled listened to the
radio more often, and a mere 1.4% started reading more press.

Data from Kyivstar TV (Economichna Pravda, 2020), a nationwide telecommunications provi-
der, from mid-March to late April, the peak of the COVID-19 quarantine in Ukraine, showed that
its TV service users watched 30% more TV channels and 65% more films from its VOD platform.

All this creates a favorable environment for the use of both news and entertainment content and
media - from conventional to online and social media - to influence public opinions, perceptions
and political sentiments in Ukraine, as well as in any other country. Such efforts are especially ef-
fective in the countries bordering on Russia that share some common elements with it, such as
cultural patterns or language.

The Russian Federation uses information in order to promote its narratives and change pub-
lic opinion to the needed direction. In order to reach its propaganda goals, Russian Federa-
tion often uses techniques and methods already developed and tested during the Soviet time.
James K. Wither (2016) mentions that Soviet psychologist Vladimir Lefebvre developed the
theory on influencing and controlling the decision-making process of the enemies: «... special-
ly-prepared information that inclines an opponent to voluntarily make a decision that has been
predetermined as desirable by the initiator of the information. Methods include blackmail, ca-
mouflage, deception and disinformation, all intending to interfere with an opponent’s decision-
making cycle in a way favorable to Russian policy». According to Peter Pomerantsev (P. Pome-
rantsev in G. Routes & G. C. Pascariu, 2018), «the new Russia doesn’t just deal with the pet-
ty disinformation, forgeries, lies, leaks, and cyber-sabotage usually associated with informa-
tion warfare. It reinvents reality». S.-D. Bachmann and H. Gunneriusson (2015) say that «Russia
disseminates misinformation to distract, confuse and degrade the opponent’s capabilities and
counter a threat.» Keir Giles (2020), Director of the Conflict Studies Research Centre, Oxford,
argues that «Russia now benefits from a highly developed information warfare arsenal which
will be a key facilitator in preparing for further actions which the West will find unthinkable in ad-
vance, and unacceptable after the fact.»

The relation between Russian media propaganda and political targets was proven by B. Yuskiv
and S. Khomych (2017) in their article The role of media propaganda in the «hybrid war», where
the authors built a regression model that proves a direct connection between the number of inten-
sified shootings and shelling against the Armed Forces of Ukraine in Donbas and specific propa-
ganda phrases used by the Russian Russia Today channel during those periods. The research de-
monstrated the correlation between hate words used in the Russian media during a certain period
of time and the cases of shelling in Eastern Ukraine. The more hate speech was used in the Rus-
sian media, the more often separatists shelled the Ukrainian Army.

Russian entertainment content in Ukrainian media and regulatory incompatibility

A monitoring by the MediaSapiens project (Detector Media, 2015) found in 2015 that Ukraine’s
top TV channels broadcast anywhere between five and thirteen hours of Russian soap operas
and TV series, as well as Russian and Soviet films daily. Generally, the presence of Russian media
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products and producers in Ukrainian media space was strong in the years after Ukraine gained in-
dependence but declined gradually over the years.

NATO StratCom COE (S. Svetoka and A. Reynolds, 2015) published a report in 2015, mentio-
ning that Russia’s information war had strong coordination between the ideological base, tradi-
tional media and a well-developed network of Twitter users.

Analyzing the role of trolls and bots in hybrid wars, the authors of the report identified several
patterns similar for every country, where strong troll attacks/disinformation campaigns occurred
(e.g. Ukraine, Poland, Georgia etc.). Among them:

+ aggression against other participants;

+ labelling (use of particular names and terms to evoke specific associations);
+ use of historical references (WW Il);

- demonstrating civilizational or moral superiority;

- use of irony and sarcasm;

* conspiracy theories;

+ blaming others (NATO, USA, EU);

- diverting discourse (there are other problems);

+ slavic brotherhood;

+ social Proof (everybody does this).

These very techniques are often used in traditional media, especially, in TV series, entertain-
ment and pseudo-scientific programs (focusing on the historical events) (S. Svetoka and A. Rey-
nolds, 2015).

Since 2013, Russia has introduced amendments in its Criminal Code and Constitution, pena-
lizing the reflection of facts on its aggression against Ukraine and attempted annexation of part of
its territory in the media content under the Russian jurisdiction. This adds a legislative layer to the
covert and open censorship and self-censorship in Russian media resulting from the socio-poli-
tical situation in the country and the Kremlin’s official policy to stifle the narratives that risk under-
mining its concept of Russkii Mir (the Russian World, in English).

Introduced in late 2013, Article 280.1 of Russia’s Criminal Code (Rossiyskaya Gazeta, 2013)
penalizes «calls for actions aimed at undermining territorial integrity of the Russian Federation,»
including in mass media or on the Internet. This led to prosecutions and imprisonment of people
who posted or shared content referring to Crimea as not part of Russia or as part of Ukraine. As
a result, any media products regulated by the Russian jurisdiction that refer to Crimea as part of
Ukraine, to its attempted annexation or occupation by Russia, risk facing prosecution. This con-
tributes to Russia’s misleading narrative that runs against both Ukrainian laws and international
norms, and seeks to legitimize its alternative reality.

In 2020, the Kremlin amended Russia’s Constitution (Rossiyskaya Gazeta, 2020) with the fol-
lowing provision: «The Russian Federation ensures protection of its sovereignty and territorial in-
tegrity. The actions aimed at alienating part of its territory... and calls for such actions are not al-
lowed.» This, too, makes it impossible for media content to cover facts related to Crimea, forcing
producers to stick to the Kremlin’s official narrative.

Much of that entertainment media content contains elements Ukraine restricted in amend-
ments to some laws, including the Law on Cinematography (2015), in 2015 in an effort to coun-
ter media manipulations from Russia as an aggressor state and propaganda of Russian and
Soviet military or security narratives. These restrictions cover the following content or public
figures:

- films featuring some actors sanctioned for breach of Ukrainian laws, aggressive anti-Ukrainian
rhetoric or distribution of misinformation;

- films promoting a positive image of Russian or Soviet security, enforcement or military
agencies;

- films that justify or recognize as legitimate the occupation of part of Ukraine’s territory;

- films that portray ethnic, national, religious, racial or other groups as superior or inferior;

- films or TV shows produced in Russia after 2014.

For similar purposes, Ukraine restricted access to some Russian media products and social
media in its territory in 2017. This was done in an effort to counter disinformation and the use
of user data by Russian security services via access to social media based in the Russian juris-
diction. In 2014, VKontakte founder Pavel Durov revealed that Russia’s Federal Security Service
(FSB) demanded from him personal data of Ukrainian EuroMaidan group organizers in VKontakte
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during the initial stages of the protests in December 2013 (BBC, 2014). In 2014, VKontakte
was acquired by Mail.ru Group (Novaya Gazeta, 2014), part of a holding controlled by Alisher
Usmanov, a Russian oligarch. In 2020, speculations began about potential sale of Telegram, a
popular messenger founded by Durov, to Mail.ru Group or another Russian oligarch. In June 2020,
RosKomNadzor, Russia’s telecommunications regulator, stopped blocking the messenger after
two years of blocking for Telegram’s refusal to give FSB the keys to decrypt the messaging of its
users. Telegram operates freely in Ukraine and has already featured as a platform used for disin-
formation - including on the COVID-19 pandemic - in journalist investigations.

Despite the measures taken by the state to address security challenges, build resilience and
fight disinformation in the media, the influence of Russian entertainment media in shaping public
opinion remains significant.

In 2016 alone, Ukrainian TV channels have broadcasted 93 banned Russian movies and TV se-
ries (Detector Media, 2015). Most of such movies were shown on Channel Ukraine (42) and on
Inter (18) promotes pro-Russian narratives (Korrespondent.net, 2016). In a study by Internews
Ukraine (Words and Wars, 2018), Ukrainian media experts look at the images, narratives and mes-
sages spread through the Russian entertainment content, among others. They point to dozens
of Russian series about Russian law enforcement and security agencies that the top Ukrainian
TV channels broadcasted before the restrictions. This media content «consistently creates a pic-
ture of the world where the country is divided exclusively into those who violate the law and those
who establish justice on the part of the state,» the experts conclude, leading to consistent promo-
tion and glorification of the Russian police and FSB in top Ukrainian mass media.

Oksana Voloshenyuk, executive director of the Academy of Ukrainian Press, quoted in the re-
search, points to xenophobic elements in one Russian TV series (Lesnik, i.e. Ranger, in English):
impossibility of romance between an Armenian boy and a Russian girl or portrayal of Ukrainians as
a ragged crowd that «have built the cowshed, so we sent them packing» to whom the series cha-
racters refer to as «khokhols», a derogatory name. Some of the actors, directors and producers
involved in the production of this content were later involved in producing manipulative and pro-
pagandist entertainment media content that promotes Russian narratives on the developments in
Crimea, Eastern Ukraine or generally justifying Russia’s political, military and other actions.

Other entertainment content that features pro-Russian or Russian narratives includes music
(on music channels), in televised concerts with Russian celebrities, and in TV shows and series
where Russian actors play protagonist roles. On one hand, such entertainment content has no di-
rect political focus. On the other hand, it often promotes purely pro-Russian narratives through
its content. The most recent manifestation came with the massive engagement of Russian ac-
tors, performers and artists in the promotion of amendments to the Russian Constitution pushed
by Vladimir Putin (Novaya Gazeta, 2020). The reasons to support Vladimir Putin’s controversial
amendments expressed by the Russian celebrities engaged in the promotion ranged from the
protection of the Russian language portrayed as superior to any other language to protection of
family values, to the protection of Russian historical memory about World War Il and more.

More generally, as mentioned in NATO StratCom report (2015), such entertainment programs
use historical references; demonstrate civilizational and moral superiority; shows Slavic brother-
hood; provides social proof. For example, while music may seem to have nothing to do with poli-
tics, the lyrics says «Putin is my president» glorifying Russian President and all his initiatives Irony
and sarcasm are used to show that the Ukrainian language is spoken by people with poor educa-
tion, usually from the countryside or from poor neighborhoods.

Ukraine’s moves to restrict access to some of Russian entertainment and infotainment media
were preceded by developments in Russia that promote misinformation via legislative, judicial and
other tools. Additionally, some activities, such as imposing information security as a part of go-
vernmental political and diplomatic agenda; implementation of respective laws, and monitoring of
the content broadcasted on TV; investing more into Ukrainian music and film industry, and chan-
ging traditional diplomatic approaches to fight disinformation, should be implemented.

5. Conclusions

Using information, countries and malefactors influence political, economic, social and military
developments in the world. Fake news, manipulations, propaganda and hate speech transmitted
via television or Internet shape and polarize public opinion, change the situation in targeted coun-
tries to serve the malefactor’s interest.
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Information has a great impact on countries’ resilience and on their ability to resist foreign inf-
luence on domestic politics. Such influence is manifested by Russia’s intervention into the US
election campaign, political and economic developments in Germany, UK, Syria, Australia etc. The
best example is seen in the countries that share common elements with Russia due to historical
reasons, including Ukraine, Belarus, Georgia, Moldova, Estonia and more.

The experience of Ukraine shows that, in addition to bots and trolls on the Internet, conven-
tional media - mainly television, and the increasingly popular online channels widely spread Rus-
sian narratives via entertainment content, such as reality shows, soap operas, films and series,
and music shows. A combination of legislative actions to counter Russia’s media influence and
the government’s initiatives to support Ukraine’s own creative industries result in providing the in-
creasingly popular alternative to the Russia-made content.

Moves to integrate Ukraine’s creative and media space with that of the EU contributes to
the improvement of Ukraine’s information space too by offering more good quality entertain-
ment content. Among other things, these steps help raise the awareness of Ukrainian audien-
ces about political and democratic processes in the West, thus countering Russia’s narratives
about «hostile» or «<decadent» West; provide an alternative to Russia’s manipulative concepts,
e.g. of cultural, spiritual, linguistic or other superiority of «Slavs» or Russian-speakers over other
groups; and open more destinations and opportunities for the Ukrainian artists beyond the Rus-
sia-oriented space. These efforts should continue and evolve to help increase resilience against
manipulative information influences.
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