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THE PRACTICAL ASPECT

OF USING A COMBINATORIAL MODEL
ON CONFIGURATION OF COMBINATIONS

The paper proposes the practical task of choosing a set of programs to protect information at the enterprise. An optimization combi-
natorial model is built on the configuration of combinations to solve the task. An algorithm for finding a solution to this optimization
problem is presented. A practical example of the use of a optimization combinatorial model and the search for the best choice of a

set of programs for data protection at the enterprise is given.
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Introduction

Currently, the information security of an enterprise
is one of the leading factors in its effective deve-
lopment. The information has a real value weight,
which is clearly determined by the profit received
during its use, or the damage that may be caused
to an enterprise if it is used by other persons [1-2].
The share of organizations’ expenses on ensuring
the integrity of information and protecting it from
possible external threats is constantly growing.
However, the profitability of the enterprise depends
on the profit and costs spent on making a profit.
Therefore, enterprises are trying to optimize costs,
and they want to buy only what is really necessary
to build a reliable information protection system
with minimal costs [3].

Various aspects of data protection and the use
of various methods based on cryptography are de-
scribed in [4-6].

An integrated information security system at an
enterprise provides for the solution of a number of
tasks that give a solution to security problems at
the software, hardware and organizational levels
[7, 8]. From a practical point of view, the software
level of protection is the most strategically impor-
tant. The market for data security software is very
diverse. For reliable protection of information at
the enterprise, it is necessary to have several pro-
grams in a package that should provide needed
protection in terms of identifying destabilizing
factors and successfully preventing various types of
threats. At the same time, it should be noted that
comprehensive software packages for data protec-
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tion have a high cost, therefore it is necessary to
be able to make the best choice from the provided
software, taking into account the necessary condi-
tions that form the basic principles of information
security in an enterprise.

When modelling various processes and pheno-
mena in various fields of activity, models are often
used, which are presented as tasks of conditional
optimization. Particularly noteworthy are the mo-
dels of such problems considered on combinatorial
sets. To date, a significant amount of work has been
devoted to the study and investigation of models of
combinatorial nature [9—10].

Despite the simplicity of constructing combi-
natorial sets, combinatorial optimization prob-
lems are complex and time-consuming from a
computational point of view [11-12], so there is a
need to develop new methods and algorithms for
solving them.

Formulation of the Problem

In the software market, there are many software
products to protect information. There is no need
to purchase large quantities, but you need to make
an effective choice that ensures the prevention of
threats and minimal losses during unauthorized in-
trusions. It should be noted that the price policy in
the software market plays the same important role
when choosing.

Therefore, coming out of the main tasks of data
protection and financial capabilities, as a rule, an
enterprise needs to make a choice from the existing
availability of programs of this type. It should be
noted that data protection programs have a fairly
wide range of overlapping functionalities. At the

Table 1. Price range of programs depending on rating

Rating of Price, $
Programms p, P,
al = 1 cll ClZ
a2 = 2 cZ] C22
a3 = 3 c3] CSZ
a,—n S S

same time, vary significantly in price and imple-
mentation requirements.

Each program has a rating in a general database
of programs for certain functions. For example,
ratings of antivirus programs can be found on cer-
tain sites taking into account the assessment of the
main characteristics, such as threat detection, per-
formance, false positives and others.

For ease of presentation, we assume that 1 is
the program with the lowest rating, respectively,
n — with the highest rating. The main task is to
choose a set of programs with the highest ra-
ting taking into account the conditions of an en-
terprise. We assume that the average statistical
prices for programs of the corresponding rating
are known, then the choice should provide for
minimal costs for acquiring the programs with
the highest rating.

Since this set of programs should ensure the
protection of information of the enterprise as a
whole, it is natural to assume that each structural
unit of the enterprise has its requirements for data
protection software. Programs may coincide or
differ, which mathematically can be formulated as
a system of inequalities.

It is necessary to choose a set of programs that
should have the highest rating possible and satisfy the
conditions of the structural units of the enterprise.
The choice of such programs should ensure the mi-
nimization of the costs of their acquisition. When de-
tailing the choice, it is possible to perform additional
calculations of the objective function in the range of
maximum and minimum average prices of data pro-
tection programs, taking into account their rating.

Combination Optimization Model

Let suppose that in the software market for an en-
terprise in a certain industry, information protec-
tion #n programs that have their own specific rating
A=(a,a, .., a), (n e N). Having conducted a
comprehensive assessment to identify destabilizing
factors and possible losses from the invasion, taking
into account the financial activities of the enter-
prise, it was found that there is a need to purchase k
from n programs for the comprehensive protection
of information.
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The price of each program, depending on the ra-
ting, can fluctuate in the following range (tab. 1).

The company has m departments involved in the
processing of information, which is a trade secret.

The main signs of the selection of programs is
their ability to prevent threats of the following type:
virus attacks, unauthorized intrusions into the net-
work, leakage of confidential information.

Each department has formed its necessary condi-
tions for the selection of data protection programs,
which are illustrated by the following constraints:

a,x, +anx, +...+a,x, = ()b,
Ay X, + apx, +...+a,,x, 2 ()b, (1)
a, X, +a,,x, +..+ amn;cn 2 (2)b,,.

It is necessary to make a choice of k£ out of n
possible programs, those.to find such an element of
a multitude of combinations that, taking into ac-
count the fulfillment of restrictions (1), would pro-
vide the minimum costs for purchasing programs
of this rating.

Then, the objective function will be:

min F=cx, +tcx,+...tcx , 2)

wherec =c,-¢,..,c,=c,-c,..

Since it is necessary to choose k programs from
n (n > k), taking into account their rating, we can
find a solution on the combinatorial set of combi-
nations without repetitions C*.

Then, taking into account constraints and ra-
ting of programs, the mathematical model of the
problem of choosing the best set of data protection

programs for an enterprise is presented as:

n

Z(®,CH(A)): min{®(a)|aeC'} (3)
D={xeR"|Gx<(2)b},Ge R", beR" (4)

where @(a) = Zc X, — the objective function of the
j=1

combinatorial set of combinations C. -

Definition 1. Letaset 4 =(a, a,, ...,a), (n € N) .
A combination without repetitions of # elements by
k (n > k) is called k-elemental subset C of the set
A and is denoted by C". Since the order of writing
elements of the set is irrelevant, therefore, as a rule,
the elements in each combination are written in
ascending order [13].

We realize the bijective mapping of the set
Ck. into space R " by assigning a relevant vector
x € R" to each element a € C'. The image of a
set C* is denoted by E; < R". As a result, we have
the problem of combinatorial optimization in the
Euclidean formulation (the problem of Euclidean
combinatorial optimization)

Z(F,CY):min{F(a)| X eDc C} %)
additional constraints

D={xeC'cR"|Gx<(2)b}, (6)
where G - m x n matrix, b € R", while ®(a) = F(x),
aecCl xeE"
Next, we consider linear objective functions of
the form

F(x)= Zn:cjxj . (7

Additional linear cons_traints form a multifaceted
set Dc R".
Consider the algorithm of solving the problem

(3)-(7).

Algorithm for Solving

The algorithm for solving the formulated problem

consists of three steps, which ensure that the

minimum of the objective function is found with

additional restrictions on the set of combinations.
1. Finding the first reference solution.

According to Definition 1, the elements of a set
of combinations are written in ascending order,
so the first element of a set of combinations (x|,
X,, .., X, X ), where (x, <x,<..<x  <x), must
be taken as the starting point. Next, check the
constraints (6).

If constraints (6) are satisfied, the first support
solution is found and the target function is calcu-
lated. Next, go to step 2.

Otherwise, select the next point in ascending or-
der. Notably, the number of elements in the set of
combinations is a finite set.

2. Formation of the initial search conditions for
the optimal solution.

A point of a set of combinations that satisfies all
constraints (6) will be the first reference solution.
For further search for the optimal solution, the ini-
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tial conditions for finding the optimal solution are
formed:

Sx, %, X)) =D,
Ag (x,,Xy,...x,) S(2)Ab, Ab =b - g,(x,X,,...,x,),
Ag, (X, %y, ) S (2)Aby, Ab, =b, - g,(x,,%,,....,X,),

............................................................................... 5

Ag, (X,,%,,...%,) S (2)Ab,, Ab =b —g (x,,%,,....x,).

®)

The next point of the set of combinations is
checked according to the constraints (8). If they are
not fulfilled, then return to p. 1.1., if completed, go
to step 3. For all subsequent points of calculating
the growth of the constraints, be located behind the
formula:

Ag = Agz - Ag1 = C‘/(x,gz - xfl ) + cl.(x‘fz _xig] ) (9)

3. Improving the first reference solution.

The obtained point in step 2 is the optimal so-
lution, it is necessary to check whether it can be
improved. To do this, we find the increase in the
objective function:

Af = Af, — A, =c/.(x1.fZ *—x{‘)+c,.(xf2 —x/"). (10)

Since the minimum value of the objective func-
tion must be find, a necessary condition for im-
proving the first reference solution is to reduce the
growth of the objective function:

Af<0. (11)

If (11) is not satisfied, then the next point of the
set of combinations in ascending order is consi-
dered and we verify it according to (8).

If (11) is satisfied, then the optimal solution
is found.

Table 2. The price range of programs depending on the rating
for enterprise «<OZONINVEST»

Rating of Price, $

Programms » ’,
a,= 1 1500 2700
a,=2 2300 3800
a,=3 5300 7000
a,=4 6000 8700
a,=5 9000 10500
a,=6 11200 14300

It should be noted that condition (8) is sufficient
for the existence of an optimal solution, and condi-
tion (11) is necessary for its determination.

Example

In the software market for the «<OZONINVEST»
pharmaceutical industry, six information protec-
tion programs have been selected that have their
own specific rating 4 = (1, 2, 3, 4, 5). After a
comprehensive assessment at the enterprise, it
was found that there is a need to purchase three of
the six programs for comprehensive information
protection. The price of each program, depen-
ding on the rating, can fluctuate in the following
range (Tab. 2).

The enterprise «OZONINVEST» consists of 3
divisions, which have formed their necessary con-
ditions for choosing information protection pro-
grams, represented by the following constraints:

10x, +7x, +4x, > 20,
8x, —5x, +2x, <5,
2x, +4x, +6x, =243,

According to how much, it is necessary to form
a set of programs with the highest rating, but at
minimal cost, then you should consider the values
of the coefficients of the objective function, as the
values p , Table 2:

min F= cx, tex,tex, tex, +extex,.

Therefore, unselected programs are rated 0 in
the objective function.

Since the elements of many combinations are
ordered in increasing order, it is natural to assume
that with an increase in the rating of programs, the
value of the objective function increases. Therefore,
the search for a solution should begin with the lo-
west rating of programs, taking into account the
growth of the objective function.

Consider the point of combination set (1, 2, 3).
Find the values of the constraints: g = 16 < 20,
constraint is not satisfied.

Analogically, for the point (1, 2, 4): g, = 20 > 20,
g, = 6 > 5 constraint is not satisfied.

For the point (1, 2, 5): g, =24>20,g,=8>35
constraint is not satisfied.
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For the point (1, 2, 6): g, =28 >20,g,=10>5
constraint is not satisfied.

For the point (1, 3,4): g, =27>20,g,=1<5,
g, = 38 <43 constraint is not satisfied.

For the point (1, 3, 5): g, =31 >20,g,= 3 <5,
g, = 44 > 43 constraints are satisfied, F(135) =
= 62400. Accordingly, the first supporting solution
is found. Then the initial search conditions for the
next supporting solution:

Consider the next point (1, 3, 6): Ag, =4 > -11,
Ag,=2<2,Ag,=62=-1 constraints are satisfied,
not AF(136) = 22200. Therefore, this solution is
not better than the previous one.

Therefore, point (1, 3, 5) is optimal solution.
The minimum values of the objective function
minF(136) = {62400 — 76200}.

Answer: for comprehensive data protection, the
enterprise «OZONINVEST» needs to purchase
programs that have a 1st, 3th and 5th rating. The
minimum cost of acquiring them will range from
$ 62400 to $ 7600.
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MPAKTUYHUU ACITEKT 3ACTOCYBAHH B
KOMBIHATOPHOI MOJEJII HA KOH®IT'YPAILIII CITOJIYYEHD

Beryn. Ha puHKy nporpamHoro 3a0e3mneyeHHs icHye 0araTo MporpaMHUX MPOAYKTIB IIOJO 3aXMCTy iH(opmalrlii.
Buxozasum 3 0CHOBHUX 3aBIaHb 3aXUCTY iH(popMallii Ta piHaHCOBUX MOXKIIUBOCTEN, SIK TPABUJIO, IATPUEMCTBY HEOOXITHO
3MilicHIOBaTH BMOip 3 HasIBHOCTI ITpOrpaM JaHOTo TUIly. Bubip Takux mporpam Mae 3abe3rnedyBaTy MiHiMi3allito BUTpat
Ha ix npuaodaHHs. [Ipu getanizalii BUOOpPY MOXHA 3AIMCHUTU IOAATKOBI pO3paxyHKHU LiJIbOBOI (hyHKII B Aiana3oHi
MaKCUMYMYy Ta MiHIMyMYy CepeIHbOCTAaTUCTUYHUX ILIiH MporpaM 3axucTy iHdopMallii 3 ypaxyBaHHSIM iX peitunry. [1pu
BUpillIeHHI 1aHOi TPO0JIeMHU € CEHC BUKOPHUCTOBYBAaTH KOMOIHATOPHI ONTUMIi3alliliiHi MOJIe/Ii HA MHOXWHI CITOJTyY€Hb.

MeTo10 JaHOI CTATTi € IEMOHCTpALlisi BAKOPUCTAHHSI KOMOIHATOPHOT ONTUMI3aLliiHOT MO/EJIi Ha MHOXWHI CITOJTy4eHb
Ta IMOIaHHST METOY BUPIILIIEHHSI JAHOTO TUITY 3aBIaHb.

Metoau. MeTon po3B'si3aHHS 3a1a4i YMOBHOI ONITUMi3allil Ha KOMOMHATOPHI MHOXUHI CITOTyYEHb.

Pesyasratu. ChopmysiboBaHO MpodaeMy BUOOpPY MPOrpaMHOro 3ade3MeyeHHsl 3axXxucTy iHdopmallii Ta 3arponoHo-
BaHO TIIXiA 10 ii po3B'si3aHHs. B maHoOMy BUTIANIKy 3aBIaHHS MOJIETIOETHCS KOMOIHATOPHOIO OMITUMi3alliifHOI0 MOIEIUTIO
Ha MHOXWHI CITOJIy4eHb. 3alpOMIOHOBAHO METOJI PO3B'sI3aHHS TaHOTO TUIY 3aBAaHb. PO3IIISTHYTO MPaKTUYHUI TTPUKIIaL
3aCTOCYBaHHsI KOMOiHATOPHOI ONTUMI3alliiiHOT MO/IeJIi Ha MHOXKWMHI CIIOJIy4eHb.

BucnoBKH. 3a TOTIOMOTOIO 3aTIPOITOHOBAHOI MOJIENTi MOKHA MOJIETIOBATH 3aBOaHHS, sIKi TiepeadavaloTh CIIOTydeHHS
00'eKTiB, MPOLIECIB i T.II. 32 YMOBU MiHiMi3alii ¢pyHKIiT MeTu. [Toganpiii nocmimKeHHs Oyae CripsSIMOBaHO Ha TTOOYIOBY
ONTUMI3aLliiHUX MOJIe/Ielt Ha iIHIIIMX KOMOIHATOPHUX MHOXMHAX 3 HeJIHIHHUMU DYHKIISIMUA METH.

Karouoei caoea: ingopmauiiina 6esnexa, KomOiHAGMoOpHa OnMUMiz3ayiiiHa Mooeab, MHONICUHA CHOAYYEHb, Uinb08a (YHKUis,
00MedceHHs.
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MPAKTUYECKHUI ACITEKT ITPUMEHEHWA .
KOMBHUHATOPHOU MOAEIN HA KOH®UTYPALIUWU COYETAHUU

Beenenne. Ha poiHKke nmporpaMMHOTO obecrieyeHusl CYIIeCTBYeT MHOXECTBO MPOrPpaMMHBIX MPOAYKTOB IO 3allUTe UH-
bopmarmu. BeIxonst M3 OCHOBHBIX 3a7ad O 3alinTe WHGOPMaIM U (GUHAHCOBBIX BO3MOXKHOCTSIX, KaK MPaBUJIO, TIPeI-
TIPUSATHIO HEOOXOMMMO OCYIIECTBIISITh BEIOOP M3 MMEIOIIETOCs HAIMYUST TIPOrpaMM TaHHOTO Tura. Beibop Takux mpo-
rpamMM JIOJKeH obecreurBaTh MMHUMU3AIIUIO 3aTpaT Ha UX npuoodpeteHue. [1pu getanuzanuu BbIOOpA, MOXKHO MTPOU3-
BECTH JAOTTOJTHUTEIbHBIC pACUeThI 1IeJIeBOM (DYHKIIMK B AUaTia30He MaKCUMyMa M MUHMMYMa CPEIHEeCTaTUCTHUECKIX 1IeH
MPOTpaMM TIO 3aIIuTe WHOOPMAIIMU C yIeTOM UX peiituHra. [Ipu perreHny qaHHOUN MPoOIeMBbl MOKHO HMCIIOTh30BATh
KOMOMHATOPHYIO0 ONTUMU3ALUOHHYIO MOJEIb HA MHOXKECTBE COUETAaHUIA.

Ilenbl0 TaHHOU CTaThU SIBJISIETCS] IEMOHCTPAIIMS MCITOJIb30BAaHUSI KOMOMHATOPHOM ONTUMM3AIIMOHHON MOIEeIN Ha
MHOXEeCTBE COUETaHUI U MPEICTABICHNsI METO/IA PelIeHUsI 3a]a4 JaHHOTO THUTIA.

Mertoapl. MeTon perieHust 3a1a4K YCIOBHON ONTUMU3ALIMU HA KOMOMHATOPHOM MHOXKECTBE COUETaHUN.

Pesyasrarnl. CchopmynupoBaHa mpobdjeMa BbIOOpa MPOrpaMMHOTIO 0OecrieueHus Mo 3auiuTe MHGoOpMaluuu U Mpe-
JIOKEH TIOAXOJ K ee pellleHrno. B manHoM ciydae 3amada MOIeInpyeTcss KOMOMHATOPHOUM OMTUMU3AIIMOHHON MOJIETbIO
Ha MHOXecTBe coueTaHuil. [Iperyioxen MeTon peleHus 3a1ad JaHHOTo TUMa. PaccMoTpeH npakTuyecKuii mpumep mpu-
MEHEHMsI KOMOMHATOPHOM ONMTUMM3AIIMOHHOI MO Ha MHOXECTBE COUETaHU.

BoiBonpl. C MOMOIIBIO TIPEUTOXKEHHON MOJENIN MOXKXHO MOJEINPOBATh 33/[add, KOTOPBIE MPEIycCMaTPpUBAIOT COve-
TaHUE OOBEKTOB, MPOLECCOB U T.I. MPU YCJIOBUU MUHUMU3ALMU DYyHKIMU Lenu. [lanbHeiile nuccaenoBaHus OyayT
HampaBJieHbl Ha TTIOCTPOCHNE ONTUMU3AIIMOHHBIX MOJIEe Ha IPYTMX KOMOMHATOPHBIX MHOXECTBaX ¢ HeJIMHEHHBIMU
GyHKIMAMU e,

Karouesvie caosa: ungopmayuonnas bezonacHocmv, KOMOUHAMOPHAS ONMUMUZAYUUOHHAS MOOEAb, MHOICECHBO COYEMAHUll,
ueneeas YyHKyUs, 02paHuveHus.
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