AHaui3 6e3MeKOBUX 3arpo3
JIJId KJIIEHT-CEpPBEPHUX
3aCTOCYHKIB Ta METO/IIB
3aXUCTY B1J HUX

MAOFrOTYBAB CTYOEHT KOMITHOTEPHUX HAYK UABY T AEHNC
KEPIBHVK ONNELIbKI ONEKCIW



MerTa,
[I[peameTHa

00J1aCTh,
3aBIaHHS

MeTa — BU3Ha4nT OCHOBHI 3arpo3un Ta
0e3MneKoBi BPa3IMBOCTI KITIEHT-CEPBEPHUX
3acTocyHKIB. LLlo € nprnynHamm Ao iXHbOro
BUHUKHEHHS

3aBAaHHS — CTBOPUTU TPEHYBAbHUI MOAYb
3 Be3MeKkoBKX 3arpo3s, Lo NPonoHye Habip
METOAIB Ta nmigxoA4is y nobynosi 13, Lo
IOMOMOXYTb YHUKATU TUX UM IHLLIKX 3arpo3.



Al0. Server - Side Request Forgery AO1. Broken Access Control

A09. Security Logging and

Monitoring Failures AQ2. Cryptographic Failures

-
/.\

AO08. Software and g AOQ3. Injection
Data Integrity Failures
OWASP

TOP 10 2021
AO07. Identification and AO04. Insecure Design
Authentication Failures @\} @

A06. Vulnerable and Outdated Configurations AO5. Security Misconfiguration




Kackaj 3axucry

Cyy4yacHi/oHOBEHI 3aC0bM NporpamMyBaHH4
Obpobka BXIAHWX OaHUX
BrKopmUcTaHHA 30BHILLHIX IAEHTUMIKATOPIB

Rate Limiting
KOHTpONb AOCTyny




NOOC
EXOress

spring
boot




' UNION SELECT username, password FROM users--

SELECT name, description FROM products WHERE category
= 'Gifts' UNION SELECT username, password FROM users--

SQL
Injection

=" ‘ Attack IH ’ EKHH

—— ~* All passwords ‘

P o

{ £ Al usernames ) <




[IkiguBI Gpaniv

FileScan Files

Secure File Upload
Upload your file:

Choose File |size_exceed.csv

CSV files - Up to 3 Mb

Results

File size: €9
File extension: (2
Virus free: (2
Content-Type: (2

Uploaded: €9

File was not successfully uploaded.



30BHIIIIHI iIeHTUPIKATOPU

HaHiy b

LoCTynHi gaHi

"AF6DA1490E6C8ASFBE0415B51D654B7EEFO6FBD1C87703CC30857A975C84CA23"
"120226CDEC7E601F19A9ECOCAD86BO6E1CF21F7AF46661A2A9633025FF3D3186"
"OE49B25AD5A3FA728FB30D338DEDA3B4308ED4A4E5911B7A9904080F823DB08B"



ABTeHTH]iKallis

UserDetails Service

L

'I
Invalid JWT token JwiService
Validate JWT

Missjing JWT

User|does not exist

HTTP 403
Text JwtAuthFilter
Y Security  —m—m—
Check JWT token
Update the
HTTP Requests SecurityContextHolder
HTTP 200

Controller




BUCHOBKU

[TpoaHani3oBaHO UMK aTak Ta BPa3IMBOCTEN KNIEHT-CcepBepHOro (13

CTBOpeHO TpeHyBaﬂbHI/IIZ MOYJ1b I3 3a3HaYEHNX BpaSJ'II/IBOCTeIZ

3anpornoHOBaHO Niaxoan AN 3abe3nedeHHs be3nekun




JAaKyI0
3a yBary
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