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1 BCTYI

Ha crorogni yBech mpoliec KyIiBii-IPOJIa’ky HEPYXOMOCT1 BiIOyBa€eThCs 3a
JI0TIOMOTO10 BIAKPUTTS €CKPOY-paxyHKy y OaHky. Cnepiiy NOTeHIIHUM MOKyIelb
nepepaxoBye HEOOXIAHY CyMy Tpolleil Ha TaKUl €CKPOy paxyHOK, /1€ BIH BXKE He
Ma€ JOCTyH JO0 Tpolleil, a Mpouec KOHTPOJIEThCS mocepeaHukom. Ilicms
YCHIITHOTO 3aKpiIUICHHS TMpaB Ha HEPYXOMICTh 3a TIOKYMIIEM MOCEPETHUK
"BUBUIbHSE" KOIITH, IO 3HAXOJATHCA HA ECKPOY-paxyHKy Ta MpoOJaBelb ix
orpuMye. TakuM YuMHOM BIZOYyBa€eThCcsl KymiBisi HepyxomocTi. Ilpomec Takox
300paxkeHuil Ha pucyHky Pucynok 1.1.
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Pucynox 1.1 — TunoBe BUKOPUCTAHHS €CKPOY-PAXYHKY

Ineero pobotu € 3acTtocyBaTH OJOKYEHH 10 OMHMCAHOTO BHIIE MPOIECY
KYIIIBIII-TIPOJIayKy HEPYXOMOCTI, a CaMe CTBOPEHHS Ta BEJICHHS €CKPOY-PaxyHKY Ha
OsiokueitHl. TakuM YMHOM CTOpOHAM MO>KHA HE XBWJIFOBATHUCS I10J0 HAJIMHOCTI Ta
4YecHOCT1 OaHKy, y SIKOMY BIAKPUTHUN Takuil paxyHOK, a TakKOX, L0 HE MEHII
BaXJIMBO, CIIPOCTUTH BECh MPOLIEC KYIIBIII-POIAKY HEPYXOMOCTI.

SIk pe3ynbTar 3aCTOCYBaHHS PO3POOJIEHOTO 3aCTOCYHKY CTOPOHU MATUMYTh
MOXJIMBICTh (32 y4acTIO IMMOCEpPEIHHKA) JIETKO Ta HAAIWHO 3IIMCHUTH KYTiBIO-
IPOJIaXK HEPYXOMOCTI Y KPUNTOBaIOTI. BUKopucTanHsa OJOKYEITHY TaK0XK HA/1acTh
MOXXJIUBICTh IMYOJIIYHO TIEeperisigaTd (akT MpoJaxy HEPYXOMOCTI OJHIEIO
CTOPOHOIO Ta KYIIIBIIIO 1HIIOK. TakuM 4MHOM, 3a CHPHUSHHS JEpPKaBHUX OPTaHiB,
MO>KJIMBO MOCTYIIOBO YaCTKOBO 200 MOBHICTIO NMEPEBECTH PEECTP IMpaBa BIACHOCTI
Ha HEPYXOME MaiHO 0 OJIOKYEIHY.



2 BJOKYEWH

brnokueitn — 1e nmeneHTpamizoBaHa 0a3a JaHUX, a00 AK HOro Iie
HA3MBAIOTh — PO3MOAICHHUMN peecTp. TexHooriio OJ0KYEH 3anpornoHoBaia 0coda,
abo rpymna oci6 Bimoma mijg ncesaoniMoM Catoci HakamoTo y 2009 porri. Caromri
OIKCaB TEOPETUYHO MpaBUiIa B3AEMO/I1T M1k By3/J1aMH MEPEXKi, a TAKOXK MpPaBHIIa, 32
SKMMH MYCHUTh JTOCSTaThCs KoHCeHeyc [1].

OcHOBHa MeTa TEXHOJIOT1i OJIOKYCHH IOJIsTae y BIIMOBH BijJ €IUHOI
TOYKH OOpoOKu iH(pOpMalli, TAKUM YUHOM MO30aBJISIIOUYMCH BIJl €IMHOI TOYKH
BIJIMOBH, 200 TaKoi, sika MOKe OyTH 3a0JI0KOBaHA UM KOHTPOJILOBAaHA IIEH30PAMH.

Koxxen kopucTyBau cucTeMd MOKE (3a TEBHUM KOIIT) 1HIIIIOBATH
TpaH3aKI[ll0, 0 € MOJAIOHOI0 3 TpaH3aKIisiMU y OaHKIBChbKiM cucrtemi, abo a0
TpaH3akiii y 6a3i manux. [licas cTBopeHHs TpaH3akilii 1i 1HIIIaTOpy HEOOXiTHO
3pOOUTH TIATBEPIKEHHS TOTO, 1110 IS TPaH3aKI[sl € MOro BOJICBUSIBICHHSM, a HE
KOro-HeOyTh i1HIoro. lle mocsiraeTbes 3aBISKM acMMETpUYHIN kpunrtorpadii. A
caMe: KOpHUCTyBau TEHepye Tmapy MNyOIIYHUNW-TIPUBATHUNA KJIIOY, 3 SKOi BiJ
BUKOPUCTOBYE TIPUBATHUN KIIIOY JUIsl TIAMHCAHHS TpaH3akiii. AcCHUMETpUYHA
KpunTorpadis mpamroe TaKUM YHHOM, IO OyAb-XTO Maloud MyOJIYHHN KITHOY
KOpHCTyBaua (a2 BUKJIAJEHHS MyOJIYHOTO KJIIOYa y 3arajbHUM JIOCTYI € TapHOIo
MPAKTUKOI0), @ TAKOXK TMOBIJIOMJICHHS, 110 MiJANMUCAHE MPUBATHUM KIFOUEM MOXKE
NEPEeBIPpUTH, LI0 KOPHUCTYBay, IO MiJNKUCAB MOBIJOMIIEHHS MJIHCHO BOJIOJIE
NPUBATHUM KJIFOUEM BiJl KOHKPETHOTO My0JIIYHOTO KITI0Ya.

TakuM 4yMHOM TICHS MIJMUCAHHS TPaH3aKIlll TPUBATHUM KIIIOUEM, Ta
3pOOUBIIIH ITyOIIYHUN KITFOU 3arajibHOIOCTYITHUM, KOPUCTYBad MOKE MOIIMPIOBATH
minucany TpaH3akiiro. BiH 11, 3a3Bu4aii, momuproe MiXK OJHUM abo JeKiIbKoMa
By3JIaMU JICTICHTPAJII30BaHOI CHCTEMH, IO BIAMOBIIAIOTH 32 0OPOOKY TpaH3aKIIIH.
[Ticass oTpumaHHS TakuX TpaH3aKIliil By3on (ab0 By3NH) pPO3MOBCIODKYE HaHE
MOBIJIOMJICHHSI MDK IHIIMMH By3JlaMH. TakuM YMHOM KOXEH BY30J, IO
T IKJTFOYCHUHA O CHCTEMH MYCHUTh OTPUMATH TaKe IMOB1OMIICHHS.

Ha nactynHomy etami TpaH3akilis MycuTh OyTH Jl0jiaHa y OJioK (Toji
BOHa Halyje craTycy miarBepaxeHoi). [Ipore sikuii came By307 Oyje CTBOpIOBAaTU
HACTYNHHUA OJIOK y CHCTeMi IUKTyeThCs KoHceHcycoMm [2]. Hampukian, y
KpunroBatoTi 6iTkoiH e Proof-of-Work (PoW), Tomy po3risiHemMo moaanbiini Ail
HaJ| TPAH3AKINEI0 caMe Ha MPUKIIAJI IbOTO KOHCEHCYCY.

3rizHo 3 KoHCeHcycoM POW koxkeH By30u1, 110 6epe y4acThb y mporieci
MaitHuHTY [3] MycHuTh chopmyBaTH OJIOK, IO HE IEPEBUIINYE TCBHUH pPO3MIp.



®dopmyeTbest 0JIOK 3 OyIb-KUX TpaH3aKI[id Mepexi, 110 Ie He Oyau JoJaHi 10
0JIOKIB paHilie (3a3Buuail MaiiHep oOMpae Taki TpaH3aKIlii, 1€ KOPUCTyBayl Homy
m1aTATh Hatoutbie). [Ticis ¢popmyBaHHS Takoro OJIOKY KOKHUM BY3JIOM, BJIacHE, 1
NOYMHAEThCS poboTa. MaiiHep oOupae 10BUTbHE YUCIIO, KOHKATEHY€E HOTO0 3 XelIeM
0JIOKY, 1110 HUM ITI0MHO OYyB chopMoBaHUi Ta Oepe Xell BiJl OTPUMAHOT0 3HAYCHHS.
[Iporiec MOBTOPIOETHCS JOTH, JOKH OJWH 3 MaWHEPiB HE 3HAWJE Takuid OJIOK 3
BUIIQJIKOBUM YHUCJIOM, ITI0 XEII B IIbOTO 3HA4YeHHs Oyze nounHatucs 3 N HymiB, ae
N — aBTOHAJTAIMITOBYBAaHUH TTapaMeTpP CUCTEMH.

3HAUIIOBIIN TaKe YMCII0, MAaHEP PO3MOBCIOIKYE MEPEkKEI0 el OJI0K
3 YUCJIOM, 100 1HINI BY3JIM MOIJIM BIEBHHUTHCS, IO XE€II JIMCHO BIJIMOBIIAE
IIpaBUJIAM CHCTEMH. TaKoXK CJIij] 3a3HAYUTH HACTYITHE:

— KOKEH BY30JI HE JIMIIEe TeHepye OJOKM Ta mepeBipsie OJOKU
IHIIKUX, a ¥ Bajigye TpaH3akmii. TakuM 4YMHOM Oyab-fKa TpaH3akiis, mo Oyia
3po0JieHa TPOTH TPABUII CUCTEMHU HE JTIOAAETHCS 110 OJIOKY;

— KoM MaiHep (opMye OJIOK, Xl sIKOTO BiH OyJie mijgdupaTu, MaiiHep
J0Ja€ TIEPUIOID TpaH3aKII€ TMepeka3 3 Hyjb-aapecu (ToOTO aapeca, IO
CKJIaJlaeThbCs Juie 3 HyliB) Ha Horo aapecy N OirkoitHiB, Ae N — uucno, mio
aBTOMATUYHO (POPMYETHCS CHUCTEMOIO. B TakoMy BHTAIKy Taka TPAH3AKIlIS TEXK
BBAYKaTUMETHCS BaJIAHOIO, KO MallHEpy MOTaTaHUTh po3B's3aTu 3anauy POW.

OTxe micis 1oAaBaHHS MiAMKCAHOT TPaH3aKIlii y 010K Taka TpaH3aKIis
BBAXKAIOTHCS MIATBEPDKEHOI. SIKIIO I TpaH3akiis Oyja Ha mepepaxyBaHHS
KOIITIB, TO, BIJIMOBIJTHO, KOIITH MOXKHA BBaYKAaTU NEpepaxoBaHUMU. € JIHIE OJIUH
HIOAHC: U1t O1IbIIIO1 rapaHTii (y BUIAJIKy TOTEHIIITHOI aTaku Ha OJIOKYEITH) MOXKe
OyTH HEOOXITHUM, 1100 TPAH3AKIIIIO J0Jadu HE B OUH OJIOK, a, CKa)KiMO, B IIIICTh.

[TosicHto meranpHIMIE MO MaeThes Ha yBasi. Cinijl 3a3HAYNTH, IO OJIOK,
OKpIM TpaH3aKLii KOPUCTYBaviB, TAKOXK MICTUTD X€Ill MOTIEPEAHBOT0 OJIOKY, TAKUM
YUHOM TapaHTYyIOUM HEMOKJIMBICTh 3MIHM NONEPEIHbOr0 OJIOKY, SIKAW, Y CBOIO
4yepry, MiCTUTh IOCUJIaHHS Ha nonepeAHiil 010k 1 T. . Takum 4nHOM 1 GopMy€eThCA
onokueiin (3 anri. block chain, To6To naniror 3 650kiB — 1uB. puc. 1). ToOTO sIKIITO
TpaH3aKIlis JA0JaHa 0 IIecTH OJOKIB, TO 1€ O3HAYae€, [0 BOHA J0JaHa J0 OJIOKY,
XEIII SIKOTO MICTUTBCS B HACTYITHOMY 0J10111, 1 T. J., 100 TaKuX OJIOKIB OyJI0 CyMapHO
uricte. BiAnoBinHO, y pa3i aTaku Ha CHUCTEMY, aTaKylu4oMy IMOTPIOHO 3MIHUTH
MIOCTUH OJIOK 3 KiHIS (BUPIMIMBIIM 3aHOBO 3amady POW), micist 4oro HacTyIHUMA
OJIOK TEX JOBEACThCS TMepepaxoByBaTd (00 Xem MOMEPEeNIHbOro OJOKy Oyiio
3MIHEHO) 1 T. JI. IICTh pa3iB. Y BUMAAKY 3 OITKOWHOM, SIKIIIO TPaH3aKI Oy



J0JIaHO /10 IIeCTH OJIOKIB, TO, HE3aJEeXHO BIJl CYMH TpaH3aKlli, peHTa0eIbHICTh

3J'IOMy 3BOOUTHCA 10 HYJIA.
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Pucynok 2.1 — Ctpykrypa 6mokueiiny [4]




3 CMAPT-KOHTPAKTH

CMmapT-KOHTPAKTOM € Tporpama, 10 BUKOHYEThCS Ha OjokueiHi. Takum

YUHOM TaKli nporpamMmn OTpUMYIOTb I[O,Z[aTKOBi nepeBaru, mo maec TEXHOJIOT 1

OJIOKYEH.

Jlo mepeBar CMapT-KOHTPAKTIB y TOPIBHSAHHI 31 3BHYAMHUMU

IporpaMaMu HaJIekKaTh:

HE3MIHHICTh MPOTPAMHOTO KOAY (BTIM, 3Ba)Kar0YM HAa HOBOBBEICHHS
1010 BUKOPUCTAHHS TIPOKCI-KOHTPAKTIB 1€ HE € 30BCIM BIPHO);
HaJ[IMHICTh BUKOHAHHS (TapaHTYETbCS MEXaHI3MOM KOHCEHCYCY
BIJIMOBIAHOTO OJIOKYEHHY);

nepeadadyyBaHe BUKOHAHHS,

MyOJIIYHUI JOCTYI BUX1THOTO KOAY;

YIEBHEHICTh Yy BIJAMOBIAHOCTI POOOTH CMAapT-KOHTPAKTY JI0 MOTO
BUXIJTHOTO KOJY;

MOKJIMBICTh TIPOBOJAUTH ayIUT OY/b-sKiii 0001 UM OpraHi3ariii.

Brim, pa3oM 3 nmepeBaraMu J10/1at0ThCS 1 HACTYMHI HETOIKHU:

BIJICYTHICTh TapaHTiil IMIOJ0 MOKJIUBOCTI 3MIHUTH TPOTPAMHHUN KO
CMapT-KOHTPAaKTy y pas3i 3MiHI OI3HEC-BUMOI, YU BUSBIICHHI
Bpa3JIMBOCTI y KO/l TOLIO;

HEOOXIJHICTh IUJIaTUTH MalHepaMm 3a KOXHY 3MIHY CTaHy CMapT-
KOHTPaKkTy (3a KOXHY (YHKI[IIO, III0 HE IOBEpTa€ JaHl 3 CMapT-
KOHTPAaKTy, @ HATOMICTh OHOBJIIOE TI€BH1 3MiHHI);

HEOOX1THICTh YeKaTH Ha JOJaBaHHS TPaH3aKIli 31 3MIHM CTaHy CMapT-
KOHTPAKTY /10 OJIOKY, 110 (Ha AesSKUX OJIOKYeHHax Ta 3a MeBHUX YMOB)
MOJKE 3aTSTHYTHCS Ha Oarato rojauH, abo HaBiTh JHIB.



4 TIPABOBI ACHEKTHU KPUIITOBAJIIOT TA TEXHOJIOI'T
BJIOKYENH

OcTtaHHIM YacoM B YyChOMY CBITI CTald HAJ3BUYAWHO MOMIMPEHUMHU
pPI3HOMAaHITHI KPUNTOBaIOTH. Hapasi 3rigHO 3 JaHMMH KPUIITOBAIKOTHOI O1pxKi
CoinMarketCap HapaxoByeThbcs Oijbliie, HiK JBI THCS4Yi KpunToBaiioT [5]. V
0aratbox KpaiHax CBITY BXKE € 3aKOHO/IABCTBO, 1110 YITKO BU3HAYAE MPABOBUI CTATyC
Ta MOPSAJOK 00iry KpunToBaloT. B YkpaiHi 3akoHOJaBYE PETYJIIOBAHHS CTATyCy
KPHUIITOBATIIOT HA JaHUH MOMEHT, Ha JKaJjlb, BIJICYTHE.

B VkpaiHi KpunToBalIlOTH 4acTO NPUPIBHIOIOTH 10 HEMATEP1aIbHUX aKTHBIB.
Hanpuxian, opranizamiss BRDO [6] y mboMy 3B’sI3Ky mocuiianacs, 30KpemMa, Ha
mian. 14.1.120 m. 14.1 ct. 14 TlomarkoBoro komekcy Ykpaiuu [7]. Ilpote 1eit
HiAMYyHKT O0yJio BUKII0UeHO 3 [logaTkoBoro kojekcy Ykpainu 3 1 ciuns 2017 p. Ha
nifcTani 3akony Ykpainu Big 21.12.2016 p. Ne 1797-VIIIl. HBY y «CninbHii 3as8Bi
(b1HaHCOBUX PETyJIATOPIB MIOAO CTAaTyCy KpPHUNTOBAIOT B Ykpaini» Big 30.11.2017
P. CTBEPJIKYE, IO «CKIIaHA MTPAaBOBA IPUPOIA KPUIITOBAIIOT HE I03BOJISIE BUSHATH
iX aHl TPOIIOBUMH KOIIITAMH, aH1 BAFOTOIO 1 IJIATIHKHUM 3ac000M 1HIIIOT KpaiHu, aHi
BAJIOTHOIO IIHHICTIO, aHI €JIEKTPOHHHMHM TpOIIMMA, aHl LIHHUMU MarnepaMu, aHl
rpoioBuM cyporarom» [9]. IIpote, 3rigHO 3 BU3HAYCHHSAM €JICKTPOHHUX I'POIICH Ha
caiiti HBY: «enextpoHnHi rpoiri (€-mONney) — oWHUII BapTOCTI, AKi 30epiraloThes
Ha CJICKTPOHHOMY IMPHUCTPOi, MPUUMAIOTHCA SIK 3acCi0 IIaTeXy IHIIMMH 0CO0aMH,
HDDK oco0a, sika iX BHUITyCKae, 1 € TPOIIOBUM 3000B’sI3aHHSAM Ili€i 0cOOH, IO
BUKOHYETHCS B TOTIBKOBIi# a00 6e3rotiBkoBii ¢opmi» [10].

Ockinbku Ykpaina 27.06.2014 p. nianucana Yroay npo acoraiiito 3 €C 1 Bxe
moyajga TIOCTYNOBO aJanTyBaTH CBOE 3aKOHOJABCTBO BIAMOBITHO JO BHUMOT
3akoHOMaBcTBa €C, BBaXKAEMO [OIIJIBHUM PO3TIASHYTH BIAMOBIIHI PaMKOBI
nokymentn €C 3 TpuBOIYy HeMaTepialbHUX akTuBiB. Tak, 3rimHo 3 § 1.3
«PamMKOBOTO TOKYMEHTY MIOJI0 JEP’KaBHOI JOMOMOTH HAa HAYKOBI JOCIIKEHHS,
TEXHIYHUI PO3BUTOK Ta MPOBAKEHHS 1HHOBaLIHOI AisibHOCTY €C (2014/C
198/01) «HemaTepialibHI AaKTHMBH O3HA4YalOTh TaKi aKTHBH, SKI HE MAalOTh
MaTepiaibHOro a0o (1HAHCOBOTO BTIJIEHHS, TaKl SIK MATEHTH, JIIEH31i, HOy-Xay Ta
iHIIa 1HTeJCKTyaabHa BiacHicT» [8]. ToOTo 3rimHO 3 MaHUM JOKYMEHTOM
KPUTITOBATIOTA HE MOXKHA BBA)XKATH HEMAaTepiaibHUM aKTUBOM, OCKUIBKA BOHHU
MalOTh YiTKO BUpakeHe ()iHAHCOBE BTLICHHS.

B sxocTi BioMOro mpuKIagy po3riITHEMO KPUIITOBATIOTY Bitcoin, OCKUTbKU
BOHA Ma€ HaO1IbITy PUHKOBY KartiTalizaiito 3rigHo 3 ganumu CoinMarketCap [5].



MoxHa mo0ayuTH, IO JaHa KpUNTOBAJIIOTa Mae 0araTo BIACTHUBOCTEH, SKi
npuTamMaHHi (QiaTHUM rpomaM (Tpolll, IIHHICTh SKUX 3a0e3MeuyeTbcs JIMILe
JIepKaBol0, a HE BIACHOIO BApPTICTIO).

[To-nepire, 11e 4iTKI MpaBuiIa eMicii, 1110 BU3HAYEHI IpaBUJIaMU MPOTOKOIY
Bitcoin. IlpaBwia mpoTokKody — Ii¢ MpaBWia, 3a SKUMH PUHMAIOTHCS HOBI
TpaH3aKIlii y 6JI0KkueiiH1 (PO3MOIITICHU PEECTp JaHUX, HA SKOMY 0a3y€eThCs KOXKHA
KpunroBaigora). Humu 3abe3nedyerses nependadyBaHa KUTbKICTh KPUITOBAIIOTH,
110 JOCTyIIHA Ha KOHKPETHHM MOMEHT yacy. [lo-npyre, y Bitcoin € Bu3HaueHwmii
KypC IIOJ0 T'PUBHI Ta 1HMMX BaIOT. Tak, HalOIbIIa B YKpaiHl KPUNITOBAIIOTHA
Oip>ka Kuna 103BOJIsi€ 3/11MCHIOBATH TakuWidi OOMIH 3a JOIMOMOIOK0 iXHBOTO BeO-
caiiTy, a TakOX CBOIX OaHKOMATiB, /e MOKHa 0€3MMOCepeIHhO OTPUMATH TPUBHIO
TOTIBKOIO 32 KPUNTOBAIIOTY Ta KYIUTH KPUIITOBAIIOTY 3a T'PUBHIO.

KpuniroBantora Bitcoin mpaiftoe 3a anropuTMoM KOHCEHCYCY (ITpoIiec, IO
BUKOPUCTOBY€ETbCS JUIsl IOCSTHEHHS 3TOJU 3 NMPUBOJAY NEBHOI OAMHMIN aHUX Yy
posnoxinenii mepexi) PoW (Proof-Of-Work), ines sikoro mosisirae y Tomy, 1o Jyist
MOJKJIMBOCTI TIATBEPAWTH TpPaH3aKIlii B OJOKYEHHI 1 TaKUM YHUHOM OTPHUMATH
BUHAropojy, HeoOXiTHO nepeOupaTy BUMAAKOBI YKCIa 3 METOIO0 3HAWTH MOTpiOHE.
IMOBIpHICTH 3HAXOJI)KEHHS IILOTO YKUCJIA KOPEIIOE JIUIIIE 3 MTOTYKHICTIO KOMIT I0TEpa
Yy KOMII IOTEpiB, L0 MPALOTh HaJ LI€K0 3a7adeto. Takum 4MHOM, ocoba abo
rpymna oci0 (MaiiHep), 110 3HalII06(1a) 11€ YUCII0, HE 3alliKaBICHUL(Hi) Y TOMY, 11100
MiATBEP/KYBAaTH TPaH3aKIiio, 1m0 Oyja 31iCHeHa MPOTH WX MPaBUJ, OCKUIBKU B
TaKoOMY BHUIIaJIKy BiH(BOHH) HE OTpUMac(roms) BuHaroponay. L{s oco6musicts Bitcoin
3abe3reuye HaA3BUYAHO BUCOKY YECHICThH yciel cucteMu. [liaTBepKeHHSIM 1IBOTO
MOJKE€ CIYTyBaTH TOW (paxT, 10 Ui I1€1 KPUNTOBAIIOTH HE OYJI0 YKOIHOTO pasy
YCHIIIHO 31MCHEHO aTakKy MOJBIMHOIO BHUKOPUCTAHHS KOUITIB, IIO € CYTTEBOIO
nepesaroro Bitcoin mopiBHSIHO 3 IHIIUMH KpUNTOBaltoTaMu. L{e 103BoJIsi€ MpoTArom
OUTBIN HIXK JECATH POKIB YCHIIIHO BUKOPUCTOBYBaTH Bitcoin sik 3aci6 omnartu abo
KOHBepTalli B (piaTHI Ipolll Ta BIAKPUBAE BEIUKUI MOTEHIIAN MIOAO 1€ IUPIIOrOo
BUKOPHUCTAHHS HOT0 y MailOyTHROMY .

Po3srisitHeMo TakoK OCB1J PETYIIOBAaHHS KPUIITOBATIOT ACSIKUMU BITOMUMU
nepkaBaMH, 10 € JIiJiepaMH CBITOBOI OaHKiBChKOi cuctemMu — IlIBeiimapito Ta
Himeuunny. Tak, 3rigHo 3 mm. 3.1 . 3 gokymenty FINMA (Oprany Harisay 3a
¢dinancopumu puakamu IlBetinapii) momo peryssimii ICO «miaTixHI TokeHU (200
KPUIITOBAIIOTH) — II€ TOKCHH, IO NMPH3HAYEHI IJIsi BUKOPHCTAaHHS 3apa3 4d Y
MaliOyTHROMY SIK 3aci0 mIaTexy Uis NpuaO0aHHS TOBapiB Ta MOCIyr, ado SK



IpOIIOBa OJUHHUIIS, 00 K 00MiH IiHHOCTEH» [11]. ToOTO, 3riIHO 3 MIBEHIIAPCHKUM
3aKOHOJJABCTBOM, KPUITOBAIIOTH MOBHICTIO MPUPIBHSHI A0 (piaTHUX Tpolieid. biabi
toro, y llIBetinapii (Hampukia y myHinumnatireri Kescco) Bitcoin npuiimaeTbes sk
3aci0 crutatu moAaTkiB [12], 1110 cBiAUUTh PO TX BICBHEHICTH Y Iiii KPUIITOBAIIIOTI.
V¥ 3akoni npo kpenuthy cucremy (KWG) HiMeudnHu KpUnTOBaIIOTH BU3HAYEH] SIK
OJIMHMIII 00Ky, a OTKe, € (PiHaHCOBUMH iHCTpyMeHTamu [13].

[Ipote, pi3HI KPUTITOBATIOTH BUKOPUCTOBYIOTH Pi3HI AJITOPUTMHU KOHCEHCYCY,
cepel SKUX € SIK OlIbII, TaK 1 MeHII HaAiitHl. O1HUM 3 (paKTOPIB, 110 BILIMBAIOTH HA
HaJIIMHICTh KPUNTOBAIIOTH, € KUIBKICTh BY3JIIB, SIKI MIATBEPIXKYIOTh TPaH3aKIIii.
Yum Oinbie By31iB Ma€e OJIOKUYCHH, THM HAIHHIIIOW € KpunToBamtoTa. Tak, Bitcoin
Ma€ Ha ChOTOAHI OLIbIIE OHOrO MIJTbHOHA HE3AJIEKHUX MAaMHEPIB 3 yChOT'O CBITY,
10 BUKJIIOYA€E MOKIIUBICTH JOMOBJICHOCTI MI>K HUMH 3 METOIO BUMHEHHS OY/b-IKUX
POTUIIPABHUX JI1H, 1 11€, pa30oM 3 IHIIUMH (paKTopaMu, 3a0e3nedye Horo Ha1iiHICTh.
A, Hanpukia, Taka kpuntoBamoTa sk EOS mae numie 21 Bamigatop, 1o CyTTEBO
noriprye ii HaAiiHicTh. KiIbKICTh Bai1aTOPIB — JIUIIIE OJIMH 3 (DAKTOPIB HAMIMHOCTI
KpUIITOBATIOT. AJie Iled KpuTepid He € TpuTamMaHHUM aHi QiaTHUM, aHi
SJIICKTPOHHMM Trporam.[14]



5 OIIUC ITPOT'PAMHOTI O ITPOAYKTY
[Iporpamuuii NpOAYKT CKIANAETHCS 31 CMAPT-KOHTPAKTIB, 110 HAMMCAHI IS
Edipiym Onokueliny Ta B€6-3aCTOCYHKY JJIsI B3a€EMO/II1 3 HUMH.

5.1 CwmapT-KOHTpaKTH

Kox cmapT-KOHTpakTiB HamucaHuii MOBOIO mporpamysanHs Solidity, o €
OCHOBHOIO MOBOIO mporpamyBaHHs y Edipiym Omokueiini. CMapT-KOHTPaKT Ha
Solidity 3a KOHCTpPYKIIi€f0 CXOKMH Ha KJIac y 3BHYAHHUX MOBaxX MPOrpaMyBaHHS.
Ycroro Oyito CTBOPEHO JBa KOHTpakTH: ESCrow Ta Registry.

Kontpakt ESCrow mnpusHaueHuid ajis CTBOPEHHSI Ta BEJICHHS €CKpOY-
PaxyHKIB, a TAaKOX MICTATh (DYHKIIOHAJT JOCTATHIM AJii MPOBEIECHHA MPOLECY
KYIIBII-TIPOJIaXKy HEPYXOMOCTI.

KonTpakT Registry mae Ha MeTi BecTH 001K yciX KoHTpakTiB ESCrow. Takum
YHUHOM 3a JIOTIOMOT'OF0 ITbOTO KOHTPAKTY MOKHA 3HAWUTH Pi3HI IIPOMO3UIIIT KYITiBIIi-
IPOJIaXKy HEPYXOMOCTI, 110 103BOJIsi€ TOOYAyBaTH BIANOBIAHUN BeO-1HTEpeEiic.

Onuc yHKITIH HaBEIEHO CMAapT-KOHTPAKTIB HaBeACHO y Tabmuiax Tadmuiis
5.1 Ta.

Tabmuis 5.1 — Onuc ¢yHKIINH cMapT-KOHTpakTy ESCrow

Yu e
Howmep Hasga . Ornnc
myOiyHOI0?

1 initialize TaK [Himamizams OCHOBHHX
napaMmeTpiB KOHTPAKTY:
— edipiym-aapeca mpoaBIis;
— edipiym-aapeca
TIOCEepPE/THUKA,
— e(dipiym-aapeca moxkymis
— ajapeca OyIMHKY;
— 1IiHa OYJUHKY.

2 becomeBuyer TaK OyHKINA IS TOro, o0 cTaTu
MOKYTIIEM, SKIIO Y OYJIWHKY IIIe
BiJICyTHIN mokyrmenb. [lokymiem
CTa€ TOMW, XTO BUKIIUKAE (PYHKI[IFO

(32 yMOBY BUKOHAHHSI BUMOT).




removeBuyer

TakK

BunmaneHHs MOKyms 3a yMOBH
3aBEpIICHHS Yacy Ha KYIIiBIO
OynuHKy (3 1H1).

transferFundsToSeller

Hi

@OyHKLIS, 110 JOCTyIHA JIHUILIE
IMOCEPETHUKY. [Tocepennuk
MYCHUTbH TEPEBIPUTHU (32 MeEKaMu
0JIOKUEliHy, 10 MPaBO BJIACHOCTI
OyJI0O yCHIIIHO TMepelaHo BiJ
OpOJABId A0 TOKYIILS), ICHs
Yoro BHUKIMKATH 110 (QYHKIIIO,
IO TMepepaxye rpouri 3 ecKpoy-
paxyHKy /10 IPOJABIISL.

- (oTpMMaHHS KOIIITiB)

TakK

Oyukiisa s orpuMmands Edipis
CMapT-KOHTPAKTOM.

_payBackToBuyer

Hi

Baytpimns PyHKI1A.
IlepepaxoBye  kowtu  Haszan
NOKYMIeBl  (BUKOPUCTOBYETHCSA
¢yHkiiero removeBuyer).

Tabmurs 5.2 - Onue pyHKIiH cMapT-KOHTpakTy Registry

Howmep

Hassa

Yu €
nyOniyHOI0?

Onuc

1

getNumOfEscrow

TakK

OTpuMaHHS KIJTBKOCTI €CKPOY-
KOHTPAKTIB, MPO SIK1 3HAE PEECTP.

escrowAddrs

TakK

OTpuMaHHS  aJpecu  €CKpoy-
KOHTPAKTY 32 1HJEKCOM y MACHBI.
BukopucroByeTbcs U1
nepebopy ycix aapec, a GyHKIIis
getNumOfEscrow() gomomarae
HE BUMTH 32 MEK1 MacHUBY.

addEscrow

TakK

JlomaBaHHST ~ aIpecu  eCKpoy-
KOHTPAKTy 70 CITUCKY
KOHTPAaKTIB.




CMmapt-koHTpakT ESCrow.sol 0yo po3po06iieHo sik OHOBJTFOBAHUH, 110
O3Hayae, 10 HOro Ko y MaOyTHbOMY MOXHa Oyie OHOBUTH 32 HEOOX1HOCTI
(pote, 3 AETKUMHU OOMEKEHHSIMH ).

Takox 1715t po3pOoOJICHHS SIKICHOTO CMapT-KOHTPAKTY TapHOIO MPAKTHUKOIO €
CTOBIJICOTKOBE MOKPUTTSI oro Tectamu. Lle poOuThcs uepe3 KpUTUYHICTh
3HAXO/KeHHs 0ariB Ha eTari po0oTH cMapT-KOHTpakTy. Omuc Ta pe3yiabTaT
MIPOXOJKCHHSI TECTIB IUB. HA pUCYHKY PucyHok 5.1.

Contract: Escrow
Initialize

Become a buyer

Remove a buyer

Receive funds

Transfer funds to the seller

‘'t Done in 12.86s.

Pucynok 5.1 — Pe3ynbTaTu npoxoKeHHS TeCTIB 10 CMapT-KOHTPAKTY
Escrow.sol

5.2 Be6-3acTocyHOK

Y [IONMOBHEHHA A0 CHCTEMH KOHTPAakKTiB Oysno po3pobiieHo rpadivyHuit
iHTepdeiic, 1Mo A03BOISE KOPUCTyBauaM NEperyisiiaTd MpPOIMO3UIli 3 KymiBii
HEPYXOMOCTI Ta CTaBaTHM Yy4YaCHUKaMHU BIANOBIAHMX KOHTakTiB. ['padiunuii
iHTepdeiic BimoOpaxae yci 3MIHH y KOHTPAKTaX, a TOMY € aKTyaJbHUM Ta 3pYYHUM.



Ha Pucynok 5.2 Ta Pucynok 5.3 MOXXHa MOOQYUTH BUTJISIA TOJIOBHOI CTOPIHKH BeO-
CaliTy Ta CTOPIHKY 3 OMMUCOM KOHKPETHOI'O OyAMHKY BiAMOBITHO.

Escrow on Blockchain Home

Crypto
Houses

Big houses
Medium houses

Small houses

3

Atlanta, GA

31ETH

MULTIPLE OFFERS: highest
and best due by 4/19/2021
at 5pm. Beautiful 4
bedroom, 2.5 bathroom,
two-story home located in
Azalea Cove Estates in
Orlando. This home
features a formal ...

* ok ok ki

Sandy Springs, GA
30ETH

Large 5 bedroom, 2 1/2
bathroom in Elk Grove with
no HOA! Walk into a large
family room with recessed
lighting, laminate flooring,
and large window for great
natural light...

* Kk &k Kk ¥

Scottsdale, AZ

53 ETH

Lovely 3 bedroom, 2 bath
home in Chatham Walk.
The single story home has
an open living and dining
room. The kitchen boasts
ample cabinet and counter
space, including a closet
pantry...

* % %k k¥

Carlsbad, CA

20 ETH

Cozy 3 bedroom, 2
bathroom, single-family
home in the community of
Townhill in Eustis. This
home features an open
living and dining room
combination with laminate
floors, vaulted...

* Kk k%

Oakland, CA
28 ETH

Looking for a single-story
home in Azle? This is the
one! 4 bedrooms, 2 full
bath, completely repainted
inside with new carpet!
Spacious living room
features an inviting wood-
burning...

ok ok ok

Newton, MA

25ETH

This stunning custom-built
3 bedroom, 2 bathroom
brick home is located in the
coveted gated community
of Alamo Ranch. This
functional open floor plan
boasts a freshly painted
interior...

* %k ki

Pucynok 5.2 - ['oj0BHa cTOpiHKa /151 TOIIYKY OYAWHKY



Escrow on Blockchain Home r

Crypto
Houses

Big houses
Medium houses

Small houses

Atlanta, GA

31000000000000000000 ETH
Estr. dos Remédios, 760 - Afogados, Recife - PE, 50750-360, Brazil

MULTIPLE OFFERS: highest and best due by 4/19/2021 at 5pm. Beautiful 4 bedroom, 2.5 bathroom,
two-story home located in Azalea Cove Estates in Orlando. This home features a formal ...

4.0 stars

Product Details

Seller

0x4D07e28E9EE6DC715b98f589169d7927239d7318

Intermediate

0x6d82eB95C3c3468E1815242AB375327903E5261e

Houseld Price

1 31000000000000000000

Buy This House

Pucynok 5.3 - Ctopinka 3 qeTanbHO0 iHPOpMAITIE0 TT0 Oy TUHKY



6 BHUKOPHUCTAHI TEXHOJIOITI
6.1 Po3pobOka cMapT-KOHTPAKTIB

SIk MOBa po3poOKH cMapT-KOHTpakTiB Oyia oopana Solidity, mo e
OCHOBHOIO MOBOIO TporpamyBaHHs y Edipiym Ook4deiiHi.

6.2 Posropranns y 610K4eiiHi

JIJ1s yCTIITHOTO PO3TOPTAHHS CMAPT-KOHTPAKTIB OyB BUKOPUCTAHUN
NodeJS-naker "truffle”. Bin qo3Bossie JOCTaTHRO MPOCTO KOMITUTIOBATH Ta
pPO3TropTaTy CMapT-KOHTPAKTH, IO PO3POOISIOTHCS.

6.3 OmnoBIIOBaHI CMapT-KOHTPAKTH

Takox OyB Bukopucranuii naker "@openzeppelin/truffle-unpgrades" ms
MOJKJIMBOCTI po3ropranns dyepes "truffle” ompasy oHoBmoBaHux cMapT-
KOHTPAKTIB.

6.4 TectyBaHHs

Jlis TecTyBaHHs OyJia BUKOpHCTaHa MoBa mporpamyBadds NodelS pazom 3
JIBOMA MaKeTaMu JJIs TeCTyBaHHS: 'mocha” Ta "chai".

6.5 Be0O-cair

JUist po3poOku rpadiyHOT YACTUHU MPOEKTY OYyJIM BUKOPUCTAHI HACTYIIHI
TEXHOJIOTi:
— NodelJS (ns po3poOKH cepBEpHOT YaCTHHHU 3aCTOCYHKY);
— HTML (151 po3poOKu CTOPIHOK BEO-CaTy);
— CSS (ns cTumizalii cTOpiHOK BeO-caiTy);
— JavaScript (nis joriku po6oTH BeO-cauTy);
— web3.js (mst B3aemoii 31 cMapT-KoHTpakTamu y Edipiym Ookdeiii).



7 KOJIIMPOT'PAMHOI'O TPOAYKTY
Hwxue HaBeeHO KO MPOrpamMHOro MpOayKTy, ajle HOro TaKOXK MOKHA
noauBuTHCA Ha Mmoemy GitHub [15].

7.1 CwmapT-KOHTpaKTu

contracts/Escrow.sol
/| SPDX-License-ldentifier: UNLICENSED

pragma solidity #0.6.12;

import "@openzeppelin/contracts-ethereum-package/contracts/Initializable.sol";

contract Escrow is Initializable {
address payable public seller;
address public intermediate;
address payable public buyer;

uint256 public price;

bool public isSold;
uint256 public houseld;
string public houseAddress;

uint256 public payTimeLimit;

modifier onlylntermediate() {

require(msg.sender == intermediate, "Only intermediate can call the function");

event NewBuyer(address buyer);
event RemoveBuyer(address buyer);
event TransferFundsToSeller(address seller, uint256 value);

event Payment(address payer, uint256 value);



function initialize(
address payable seller_,
address intermediate_,
uint256 houseld_,
string memory houseAddress_,
uint256 price_

) public initializer {
isSold = false;
seller = seller_;
intermediate = intermediate_;
houseld = houseld_;
houseAddress = houseAddress_;

price = price_;

function becomeBuyer() public {
require(buyer == address(0), "There is alredy a buyer");
require(isSold == false, "The house is already sold");
payTimeLimit = block.timestamp + 3 days;

buyer = msg.sender;

emit NewBuyer(buyer);

function removeBuyer() public {
require(block.timestamp >= payTimeLimit, "The buyer still has time to pay");

require(isSold == false, "The house is already sold");

address payable oldBuyer = buyer;
buyer = address(0);

_payBackToBuyer(oldBuyer);



emit RemoveBuyer(oldBuyer);

function transferFundsToSeller() onlylntermediate public {
require(address(this).balance >= price, "The buyer has not payed enough");
isSold = true;
emit TransferFundsToSeller(seller, address(this).balance);

seller.transfer(address(this).balance);

receive() external payable {
require(msg.sender == buyer, "Only buyer can send Ether");

emit Payment(msg.sender, msg.value);

function _payBackToBuyer(address payable oldBuyer) internal {

oldBuyer.transfer(address(this).balance);

contracts/Registry.sol
// SPDX-License-ldentifier: UNLICENSED

pragma solidity #0.6.12;

contract Registry {

address|[] public escrowAddrs;
function getNumOfEscrow() public view returns(uint256) {

return escrowAddrs.length;

function addEscrow(address _escrow) public {

require(_escrow != address(0), "Escrow should be non-zero address");



escrowAddrs.push(_escrow);

contracts/Migrations.sol
// SPDX-License-ldentifier: MIT
pragma solidity >=0.4.22 <0.8.0;

contract Migrations {
address public owner = msg.sender;

uint public last_completed_migration;

modifier restricted() {
require(
msg.sender == owner,
"This function is restricted to the contract's owner"
);

—

}

function setCompleted(uint completed) public restricted {

last_completed_migration = completed;

}
}

migrations/1_initial_migration.js

const Migrations = artifacts.require('Migrations')
module.exports = (deployer) => {
deployer.deploy(Migrations)

}

migrations/2_deploy_escrow.js
const { deployProxy } = require('@openzeppelin/truffle-upgrades')

const Escrow = artifacts.require('Escrow')



module.exports = async function (deployer) {

const arguments = [
'0x4D07e28E9EEBDC715b98f589169d7927239d7318",
'0x4D07e28E9EE6DC715b98f589169d7927239d7318",
123,
'401 Seventh Avenue, New York, NY',
'1000000000000000000',

]

const instance = await deployProxy(Escrow, arguments, { deployer })

console.log('Deployed', instance.address)

}

test/Escrow.test.js
const { expect } = require(‘chai')
const { BN, expectEvent, expectRevert } = require('@openzeppelin/test-helpers')
const { ZERO_ADDRESS } = require('@openzeppelin/test-helpers/src/constants’)
const timeMachine = require('ganache-time-traveler')

const web3 = require('../utils/test")
const Escrow = artifacts.require('Escrow’)
const SECONDS_IN_DAY = 86400

contract('Escrow’, ([seller, intermediate, buyer, other]) => {
before(async () => {
this.houseld ="'123'
this.houseAddress = '401 Seventh Avenue, New York, NY'
this.price = new BN(web3.utils.toWei('100', 'ether"))
this.escrow = await Escrow.new()

await this.escrow.initialize(seller, intermediate, this.houseld, this.houseAddress, this.price)

)

beforeEach(async () =>{
const snapshot = await timeMachine.takeSnapshot()

this.snapshotld = snapshot.result

)



afterEach(async () => {
await timeMachine.revertToSnapshot(this.snapshotid)

)

describe('Initialize', async () => {
it("Should be initialized with correct values', async () => {
expect(await this.escrow.seller()).to.equal(seller)
expect(await this.escrow.intermediate()).to.equal(intermediate)
expect(await this.escrow.buyer()).to.equal(ZERO_ADDRESS)
expect(await this.escrow.houseld()).to.be.bignumber.equal(new BN(this.houseld))
expect(await this.escrow.houseAddress()).to.equal(this.houseAddress)
expect(await this.escrow.price()).to.be.bignumber.equal(this.price)
)
)

describe('Become a buyer', async () => {
it('Cannot become a buyer if there is already a buyer', async () => {
await this.escrow.becomeBuyer({ from: buyer })
await expectRevert(this.escrow.becomeBuyer({ from: other }), 'There is alredy a buyer')

)

it('Cannot become a buyer if the house was already sold’, async () => {
// Selling a house
await this.escrow.becomeBuyer({ from: buyer })
await this.escrow.send(this.price, { from: buyer })

await this.escrow.transferFundsToSeller({ from: intermediate })

await expectRevert(this.escrow.becomeBuyer({ from: other }), 'There is alredy a buyer")

)

it("Should become a buyer successfully', async () => {
await expectEvent(await this.escrow.becomeBuyer({ from: buyer }), '"NewBuyer', { buyer })
expect(await this.escrow.buyer()).to.equal(buyer)
)
)

describe('Remove a buyer', async () => {



it('Cannot remove a buyer if it still has time to pay', async () => {
await this.escrow.becomeBuyer({ from: buyer })
await expectRevert(this.escrow.removeBuyer(), 'The buyer still has time to pay')

)

it('Cannot remove a buyer if the house is already sold’, async () => {
/I Selling a house
await this.escrow.becomeBuyer({ from: buyer })
await this.escrow.send(this.price, { from: buyer })

await this.escrow.transferFundsToSeller({ from: intermediate })

await timeMachine.advanceTimeAndBlock(3 * SECONDS_IN_DAY)

await expectRevert(this.escrow.removeBuyer(), 'The house is already sold')

)

it("Should remove a buyer if there is no buyer’, async () => {

const before = { buyer: await this.escrow.buyer() }

await expectEvent(await this.escrow.removeBuyer(), 'RemoveBuyer', { buyer: ZERO_ADDRESS })

const after = { buyer: await this.escrow.buyer() }

expect(after.buyer).to.equal(ZERO_ADDRESS)

expect(after.buyer).to.equal(before.buyer)

)

it("Should remove a buyer if time to pay has passed', async () => {

const value = new BN(web3.utils.toWei('1', 'ether"))

await this.escrow.becomeBuyer({ from: buyer })

await this.escrow.send(value, { from: buyer })

const before = {
buyer: await this.escrow.buyer(),
buyerBalance: new BN(await web3.eth.getBalance(buyer)),

contractBalance: new BN(await web3.eth.getBalance(this.escrow.address)),



await timeMachine.advanceTimeAndBlock(3 * SECONDS_IN_DAY)

await expectEvent(await this.escrow.removeBuyer(), 'RemoveBuyer', { buyer })

await this.escrow.becomeBuyer({ from: other })

const after = {
buyer: await this.escrow.buyer(),
buyerBalance: new BN(await web3.eth.getBalance(buyer)),
contractBalance: new BN(await web3.eth.getBalance(this.escrow.address)),

}

expect(before.buyer).to.equal(buyer)
expect(after.buyer).to.equal(other)
expect(after.buyerBalance.sub(before.buyerBalance)).to.be.bignumber.equal(value)
expect(before.contractBalance.sub(after.contractBalance)).to.be.bignumber.equal(value)
)
)

describe('Receive funds', async () => {
it('Non-buyer cannot send Ethers to the contract', async () => {
const before = {
contract: await web3.eth.getBalance(this.escrow.address),
}
await expectRevert(this.escrow.send(web3.utils.toWei('1', 'ether"), { from: other }), 'Only buyer can send Ether")
const after = {
contract: await web3.eth.getBalance(this.escrow.address),

}

expect(after.contract, 'Contract balance should not change').to.equal(before.contract)

)

it('Only buyer can send Ethers to the contract', async () => {
const beforeContractBalance = new BN(await web3.eth.getBalance(this.escrow.address))

const value = new BN(web3.utils.toWei('1', 'ether"))



await this.escrow.becomeBuyer({ from: buyer })

await expectEvent(await this.escrow.send(value, { from: buyer }), 'Payment’, { payer: buyer, value })

const afterContractBalance = new BN(await web3.eth.getBalance(this.escrow.address))

expect(afterContractBalance.sub(beforeContractBalance)).to.be.bignumber.equal(value)

)
)

describe('Transfer funds to the seller’, async () => {
it('Cannot transfer funds if the buyer has not payed enough’, async () =>{
const lessThanPrice = this.price.sub(new BN(web3.utils.toWei('1", 'ether')))
await this.escrow.becomeBuyer({ from: buyer })
await this.escrow.send(lessThanPrice, { from: buyer })
await expectRevert(this.escrow.transferFundsToSeller({ from: intermediate }), 'The buyer has not payed enough')

)

it('Cannot transfer funds if there is no buyer', async () => {

await expectRevert(this.escrow.transferFundsToSeller({ from: intermediate }), 'The buyer has not payed enough')

)

it('Should transfer all funds to the seller', async () => {
const beforeSellerBalance = new BN(await web3.eth.getBalance(seller))

const moreThanPrice = this.price.add(new BN(web3.utils.toWei('1', 'ether")))

await this.escrow.becomeBuyer({ from: buyer })

await this.escrow.send(moreThanPrice, { from: buyer })

await expectEvent(
await this.escrow.transferFundsToSeller({ from: intermediate }),
‘TransferFundsToSeller',
{ seller, value: moreThanPrice }

)

const afterSellerBalance = new BN(await web3.eth.getBalance(seller))

const isSold = await this.escrow.isSold()

expect(isSold).to.equal(true)



expect(afterSellerBalance.sub(beforeSellerBalance)).to.be.bignumber.equal(moreThanPrice)

)
)
)

7.1 BeO-caur

server.js
const express = require(‘express')
const path = require('path’)

const bodyParser = require('body-parser")

const app = express()

const port = 3000

app.use('/', express.static(path.join(path.resolve(), 'app’, 'public')))
app.use(bodyParser.urlencoded({ extended: true }))

app.use(bodyParser.json())

app.post(‘/deployContract’, (req, res) => {
console.log(req.body)

res.send({ status: 'success'})

)

app.listen(port, () => console.info('The app is listening on port ${port}"))

app/public/javascript/main.js
const web3 = new window.Web3('https://rinkeby.infura.io/v3/b2d48917ee7f4f5dbe048259c3a8a554')

async function getEscrowlnstanceByAddress(address) {

return new web3.eth.Contract(window.escrowAbi, address)

}

async function getAHouse(escrowAddr) {

const escrow = await getEscrowlnstanceByAddress(escrowAddr)

const seller = await escrow.methods.seller().call()



const intermediate = await escrow.methods.intermediate().call()
const houseld = await escrow.methods.houseld().call()
const houseAddress = await escrow.methods.houseAddress().call()

const price = await escrow.methods.price().call()

return {
seller,
intermediate,
houseld,
houseAddress,

price,

async function getHouses() {
const registryAddr = '0x56024F89Ce457a653aa775626670B0OA3aESA44ES8’
const registry = new web3.eth.Contract(window.registryAbi, registryAddr)
const numOfEscrow = parselnt(await registry.methods.getNumOfEscrow().call(), 10)

console.log({ numOfEscrow })

const ids = new Array(numOfEscrow).fill().map((_, i) => i)

const escrowAddrs = await Promise.all(ids.map((i) => registry.methods.escrowAddrs(i).call()))

return Promise.all(
escrowAddrs.map(async (addr) => {

const escrow = await getEscrowlnstanceByAddress(addr)

const seller = await escrow.methods.seller().call()

const intermediate = await escrow.methods.intermediate().call()
const houseld = await escrow.methods.houseld().call()

const houseAddress = await escrow.methods.houseAddress().call()

const price = await escrow.methods.price().call()

return {
seller,
intermediate,

houseld,



houseAddress,
escrowAddr: addr,
price,
}
D,
)
}

async function initialize(provider) {
console.log(provider.isConnected())
const accounts = await provider.request({ method: 'eth_accounts'})
const balance = await provider.request({ method: 'eth_getBalance', params: [accounts[0]] })
console.log({ balance })

}

app/public/javascript/houselnfo.js
window.houselnfo = {
1:
title: 'Atlanta, GA',
description:
'MULTIPLE OFFERS: highest and best due by 4/19/2021 at 5pm. Beautiful 4 bedroom, 2.5 bathroom, two-story
home located in Azalea Cove Estates in Orlando. This home features a formal ...,
2
2:{
title: 'Scottsdale, AZ',
description:
'Lovely 3 bedroom, 2 bath home in Chatham Walk. The single story home has an open living and dining room.
The kitchen boasts ample cabinet and counter space, including a closet pantry...",
2
3:{
title: 'Oakland, CA',
description:
'Looking for a single-story home in Azle? This is the one! 4 bedrooms, 2 full bath, completely repainted inside with
new carpet! Spacious living room features an inviting wood-burning...",
2
4:{



title: 'Sandy Springs, GA',
description:
'Large 5 bedroom, 2 1/2 bathroom in Elk Grove with no HOA! Walk into a large family room with recessed lighting,
laminate flooring, and large window for great natural light...",
2
5:{
title: 'Carlsbad, CA',
description:
'Cozy 3 bedroom, 2 bathroom, single-family home in the community of Townhill in Eustis. This home features an
open living and dining room combination with laminate floors, vaulted...',
2
6: {
title: 'Newton, MA',
description:
'"This stunning custom-built 3 bedroom, 2 bathroom brick home is located in the coveted gated community of
Alamo Ranch. This functional open floor plan boasts a freshly painted interior...',
2
}

app/public/item.html
<IDOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8" />
<meta name="viewport" content="width=device-width, initial-scale=1, shrink-to-fit=no" />
<meta name="description" content="" />

<meta name="author" content="" />
<title>The house</title>

<l-- Bootstrap core CSS -->

<link href="vendor/bootstrap/css/bootstrap.min.css" rel="stylesheet" />

<l-- Custom styles for this template -->
<link href="css/shop.css" rel="stylesheet" />

</head>



<body>
<l-- Navigation -->
<nav class="navbar navbar-expand-lg navbar-dark bg-dark fixed-top">
<div class="container">
<a class="navbar-brand" href="/">Escrow on Blockchain</a>
<button
class="navbar-toggler"
type="button"
data-toggle="collapse"
data-target="#navbarResponsive"
aria-controls="navbarResponsive"
aria-expanded="false"
aria-label="Toggle navigation"
>
<span class="navbar-toggler-icon"></span>
</button>
<div class="collapse navbar-collapse" id="navbarResponsive">
<ul class="navbar-nav ml-auto">
<li class="nav-item active">
<a class="nav-link" href="#"
>Home
<span class="sr-only">(current)</span>
</a>
</li>
<li class="nav-item">
<a class="nav-link" href="#">About</a>
</li>
<li class="nav-item">
<a class="nav-link" href="#">Services</a>
</li>
<li class="nav-item">
<a class="nav-link" href="#">Contact</a>
</li>
</ul>
</div>

</div>



</nav>

<l-- Page Content -->
<div class="container">
<div class="row">
<div class="col-Ig-3">
<h1 class="my-4">Crypto Houses</h1>
<div class="list-group">
<a href="#" class="list-group-item">Big houses</a>
<a href="#" class="list-group-item">Medium houses</a>
<a href="#" class="list-group-item">Small houses</a>
</div>
</div>

<!-- /.col-Ig-3 -->

<div class="col-Ig-9">
<div class="card mt-4">
<img class="card-img-top img-fluid" id="house-image" src="#" alt="" />
<div class="card-body">
<h3 class="card-title" id="house-name"></h3>
<h4 id="house-price"></h4>
<h5 class="text-muted" id="house-address"></h5>
<p class="card-text" id="house-description"></p>
<span class="text-warning">&#9733; &#9733; &#9733; &#9733; &#9734;</span>
4.0 stars
</div>
</div>

<!--/.card -->

<div class="card card-outline-secondary my-4">
<div class="card-header">Product Details</div>
<div class="card-body">
<l-- House details -->
<div class="row" id="house-details"></div>
<l-- /.details-->
<hr />

<a href="#" class="btn btn-success">Buy This House</a>



</div>
</div>
<l--/.card -->
</div>
<l-- /.col-Ig-9 -->
</div>
</div>

<!I-- /.container -->

<l-- Footer -->
<footer class="py-5 bg-dark">
<div class="container">
<p class="m-0 text-center text-white">Copyright &copy; Crypto houses 2021</p>
</div>
<l-- /.container -->

</footer>

<!-- Bootstrap core JavaScript -->

<script src="vendor/jquery/jquery.min.js"></script>

<script src="vendor/bootstrap/js/bootstrap.bundle.min.js"></script>

<script src="https://cdn.jsdelivr.net/npm/web3@latest/dist/web3.min.js"></script>
<script src="javascript/abi.js"></script>

<script src="javascript/houselnfo.js"></script>

<script src="javascript/main.js"></script>

<script>

const capitalizeFirstLetter = (str) => str.charAt(0).toUpperCase() + str.slice(1)

window.onload = async () => {
const escrowAddr = document.location.href.split('#')[1]
const house = await getAHouse(escrowAddr)

console.log({ house })

const houseld = house.houseld
const details = {

seller: house.seller,

intermediate: house.intermediate,

houseld,



price: house.price,

}

$('title").text(name)
$(‘#house-image').attr('src’, ‘img/house-${houseld}.jpg")
$('#house-name').text(window.houselnfo[houseld].title)

(
(
(
$(‘#house-price').text('${house.price} ETH")
$('#house-description').text(window.houselnfo[houseld].description)
(

$(‘#house-address').text(house.houseAddress)

for (const [name, value] of Object.entries(details)) {

const width = "${value} .match(/0Ox/g) ? 12 : 6

$('#house-details').append(’
<div class="p-3 col-sm-${width}">
<div class="card">
<div class="card-body">
<h5 class="card-title">${capitalizeFirstLetter(name)}</h5>
<p class="card-text">${value}</p>
</div>
</div>
</div>
)
}
}
</script>
</body>

</html>

app/public/index.htmi
<IDOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8" />
<meta name="viewport" content="width=device-width, initial-scale=1, shrink-to-fit=no" />
<meta name="description" content="" />

<meta name="author" content="" />



<title>Crypto Houses</title>

<l-- Bootstrap core CSS -->

<link href="vendor/bootstrap/css/bootstrap.min.css" rel="stylesheet" />

<l-- Custom styles for this template -->
<link href="css/shop.css" rel="stylesheet" />

</head>

<body>
<l-- Navigation -->
<nav class="navbar navbar-expand-lg navbar-dark bg-dark fixed-top">
<div class="container">
<a class="navbar-brand" href="/">Escrow on Blockchain</a>
<button
class="navbar-toggler"
type="button"
data-toggle="collapse"
data-target="#navbarResponsive"
aria-controls="navbarResponsive"
aria-expanded="false"
aria-label="Toggle navigation"
>
<span class="navbar-toggler-icon"></span>
</button>
<div class="collapse navbar-collapse" id="navbarResponsive">
<ul class="navbar-nav ml-auto">
<li class="nav-item active">
<a class="nav-link" href="#"
>Home
<span class="sr-only">(current)</span>
</a>
</li>
<li class="nav-item">
<a class="nav-link" href="#">About</a>

</li>



<li class="nav-item">
<a class="nav-link" href="#">Services</a>
</li>
<li class="nav-item">
<a class="nav-link" href="#">Contact</a>
</li>
</ul>
</div>
</div>

</nav>

<l-- Page Content -->
<div class="container">
<div class="row">
<div class="col-Ig-3">
<h1 class="my-4">Crypto Houses</h1>
<div class="list-group">
<a href="#" class="list-group-item">Big houses</a>
<a href="#" class="list-group-item">Medium houses</a>
<a href="#" class="list-group-item">Small houses</a>
</div>
</div>

<l-- /.col-Ig-3 -->

<div class="col-Ig-9">
<div id="carouselExamplelndicators" class="carousel slide my-4" data-ride="carousel">

<ol class="carousel-indicators">
<li data-target="#carouselExamplelndicators" data-slide-to="0" class="active"></li>
<li data-target="#carouselExamplelndicators" data-slide-to="1"></li>
<li data-target="#carouselExamplelndicators" data-slide-to="2"></li>

</ol>

<div class="carousel-inner" role="listbox">
<div class="carousel-item active">

<img class="d-block img-fluid" src="img/carousel-1.jpg" alt="First slide" />

</div>
<div class="carousel-item">

<img class="d-block img-fluid" src="img/carousel-2.jpg" alt="Second slide" />



</div>
<div class="carousel-item">
<img class="d-block img-fluid" src="img/carousel-3.jpg" alt="Third slide" />
</div>
</div>
<a class="carousel-control-prev" href="#carouselExamplelndicators" role="button" data-slide="prev">
<span class="carousel-control-prev-icon" aria-hidden="true"></span>
<span class="sr-only">Previous</span>
</a>
<a class="carousel-control-next" href="#carouselExamplelndicators" role="button" data-slide="next">
<span class="carousel-control-next-icon" aria-hidden="true"></span>
<span class="sr-only">Next</span>
</a>

</div>

<div class="row" id="available-houses">
<l-- <div class="col-Ig-4 col-md-6 mb-4">
<div class="card h-100">
<a href="#"><img class="card-img-top" src="http://placehold.it/700x400" alt="" /></a>
<div class="card-body">
<h4 class="card-title">
<a href="#">ltem One</a>
</h4>
<h5>$24.99</h5>
<p class="card-text">
Lorem ipsum dolor sit amet, consectetur adipisicing elit. Amet numquam aspernatur!
</p>
</div>
<div class="card-footer">
<small class="text-muted">&#9733; &#9733; &#9733; &#9733; &#9734;</small>
</div>
</div>
</div> -->
</div>
<l-- /.row -->
</div>

<l-- /.col-Ig-9 -->



</div>
<!-- /.row -->
</div>

<!I-- /.container -->

<l-- Footer -->
<footer class="py-5 bg-dark">
<div class="container">
<p class="m-0 text-center text-white">Copyright &copy; Crypto houses 2021</p>
</div>
<l-- /.container -->

</footer>

<l-- Bootstrap core JavaScript -->
<script src="vendor/jquery/jquery.min.js"></script>
<script src="vendor/bootstrap/js/bootstrap.bundle.min.js"></script>
<script src="https://cdn.jsdelivr.net/npm/web3@latest/dist/web3.min.js"></script>
<script src="javascript/abi.js"></script>
<script src="javascript/houselnfo.js"></script>
<script src="javascript/main.js"></script>
<script>

window.onload = async () => {

const houses = await getHouses()

console.log({ houses })

for (leti = 0; i < houses.length; i++) {
Il const title = "House ${houses]i].houseld}’
const { houseld } = houses]i]
const image = “img/house-${houseld}.jpg’
const link = “item.html#${houses[i].escrowAddr}'

const price = “${houses]i].price / 118}

console.log({ houseld })

console.log(window.houselnfo[houseld])

$(‘#available-houses').append(

\



<div class="col-Ig-4 col-md-6 mb-4">\
<div class="card h-100">\
<a href="§{link}"><img class="card-img-top" src="${image}" alt="" /></a>\
<div class="card-body">\
<h4 class="card-title">\
<a href="${link}">${window.houselnfo[houseld].title}</a>\
</h4>\
<h5>${price} ETH</h5>\
<p class="card-text">${window.houselnfo[houseld].description}</p>\
</div>\
<div class="card-footer">\
<small class="text-muted">&#9733; &#9733; &#9733; &#9733; &#9734;</small>\
</div>\
</div>\

</div>\

)
}
}
</script>
</body>

</html>



8 BHUCHOBKH

B xoni ganoi kypcoBoi poOOTH MHOIO OyJI0 pOo3pO0JIEHO CMapT-KOHTPAKTU
JUTsl CTBOPEHHS €CKPOY-PaxyHKIiB, a TAKOXK MPOBEJEHHS MPOIECY KYMIBII-MPOJAKY
HEPYXOMOCTI 3a JIONIOMOTOK CMapT-KOHTpakTiB. Takox OyJio po3poOieHO BeO-
iHTepdenc s MOJIETIICHHS B3a€MO/IIi KOPUCTyBadaM 3 KOHTPAKTaMH, a TaKOX
BI3yaJIbHOTO MIPEACTABJICHHS Ta MOITYKY HEPYXOMOCTI 3 MOKIIMBICTIO 11 IpUI0aHHS
3 BUKOPUCTaHHIM TEXHOJIOT1i OJoK4elH. JlaHa po3poOKa yMOXKIIUBIIIOE TPOBOAUTH
MPOLIEC MPOJIaXKy-KyHiBIl HEPYXOMOCTI 3 MEHIIMM PU3UKOM BTPATH KOIITIB Yepe3
HeJOOpPOCOBICHI Iii CTOPIH 32 JOMNOMOrOI0 BHKOPUCTAaHHS OjokdeiHy. Takum
YMHOM BUKOPHUCTaHHS PO3POOJIEHOI CUCTEMH B YKpaiHi MOK€ 30UIbIIUTH PIBEHb
JOBIPY MDK YYaCHUKAMH KYIIIBII-NIPOJAXKY HEPYXOMOCTI, IO MOKE MO3UTUBHO
MO3HAYUTHCS HA KIJIBKOCTI Ta CyMi YTOJI.
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